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BACKGROUND

Numerous privacy access 

in mobile apps

Permission management 

in mobile system



BACKGROUND

◆ Privacy leakage remains one of the most critical issues



BACKGROUND

➢Apps may perform sensitive behaviors without users’ consent

➢Users feel difficult to understand why each permission is required

getLastKnownLocation()

takePicture()

uploadData()

The app collects location

and upload it to server

when taking photos
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Research questions:

• Do users know the behaviors the app is performing?

‣ Does the app notify users about the behaviors it is performing?

‣ Does the app notify users about its behaviors consistently with the behaviors 

it actually performs?

MOTIVATION

Goals:

• Help app users better understand app behaviors so that they can independently

assess the associated risks.



The app collect location and

upload it to server when

taking photos.
getLastKnownLocation()

takePicture()

uploadData()

init()

getLength()

MOTIVATION

① Inconsistent behaviors

② Interpretation

• Inconsistent behaviors. UI elements do not inform users about the relevant

information regarding the behavior being performed.

• Interpretation. Present inconsistent behaviors in user-friendly natural language.



METHOD

➢ Inconsistent behaviors extraction based on static analysis

➢ Behaviors interpretation using LLMs

Framework of InconPreter



① Behavior Extraction

UI content 

extraction

widget-id

widget-text-name

widget-text-content

icon-ocr

……

API sequence 

extraction

API-UI 

association

defined in XMLs

rendered on UIs
inherit



To ensure the completeness of behaviors：

• Data flow

• Implicit calling

① Behavior Extraction



• In various apps, unimportant words appear more frequently than those related to

sensitive resources.

• Words that combine with many other words are not important.

• An API should be important when it is semantically related to its UI elements.

② Behavior Filtering

(keywords set)



API: getLastKnownLocation() 

UI: (take photo)

API: takePicture()

UI: (take photo)

API: uploadData()

UI: (take photo)

Attention 

Library

API keywords UI keywords

location photo

picture photo

upload photo

inconsistent behavior

API: getLastKnownLocation() 

UI: (take photo)

API: uploadData()

UI: (take photo)

③ Inconsistent Behavior Identification



• APP needs APIs with specific permissions to access sensitive data and resources.

• LLMs perform well in summarization and reasoning tasks.

Link 

Graph

<API, permission> & 

external knowledge

inconsistent 

behaviors

using permissions and related information 

to assist in interpretation.

leverage LLMs for interpretation and 

risk analysis

④ Behaviors Interpretation



④ Behaviors Interpretation

API: getLastKnownLocation() 

UI: (take photo)

API: uploadData()

UI: (take photo)

• Summary

When users use a photography app to take a photo, the app unexpectedly accesses location data

(ACCESS_FINE_LOCATION) and upload the location to a server (NETWORK).

• Risky operation: [ACCESS_FINE_LOCATION, NETWORK]

• Explanation:

➢ ACCESS_FINE_LOCATION: While some photography apps may use location data to tag photos with

geolocation metadata, this is not essential for the primary function of taking a photo. Accessing precise

location data can expose users' real-time location, leading to potential privacy risks if the data is stored or

shared without consent.

➢ NETWORK: Network access is not directly required. It could be used for uploading photos or user

location. This poses risks of unauthorized data transmission or exposure to network-based attacks.

interpretation



EVALUATION

User Study (the highest score is 5)

- The interpretation is easy to understand (4.07)

- The interpretation is reasonable (4.15)

- The interpretation is helpful for understanding apps’ behavior (4.12)

Performance in behaviors interpretation



① Comparison between different LLMs on 100 labeled apps

- GPT-4 performs best in risk analysis

EVALUATION

Performance in risky inconsistent behaviors identification



② Comparison with SOTA on 600 labeled apps

- 94.89% risky inconsistent behaviors identification rate

- 704 more risky inconsistent behaviors than SOTA

③ On 100 Android Malware Dataset samples

- 94.56% risky behaviors identification rate

- 27 new additional risky behaviors

EVALUATION

Performance in risky inconsistent behaviors identification



Distribution of risky inconsistent behaviors

FINDINGS

- 413 wild apps are identified containing 1664 risky inconsistent behaviors,

and these apps cover all app categories.

- 89 (21.55%) apps have downloads exceeding 1 million.

- 322 (77.97%) apps contain 740 self-starting risky inconsistent behaviors.



Evolution of risky inconsistent behaviors between periods

FINDINGS

- Due to increasing privacy concerns and stricter market regulations, risky inconsistent

behaviors have significantly decreased.

- Due to the decreased frequency of phone call usage but increased reliance on online

communication, risky behaviors related to user contact information have a declining

trend, but those associated with location, Wi-Fi, Bluetooth show an increasing trend.



SUMMARY

- Propose InconPreter to extract and interpret inconsistent behaviors in apps,

enabling users to better understand what the app is doing and

independently assess the potential risks.

- Identify 1,664 risky inconsistent behaviors from 413 apps, including leakage

of location, SMS, and contact information, as well as unauthorized audio

recording, etc., affecting millions of users.



Thank You

Q &A
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