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The Miniapps

A cross-platform solution

Optimized versatility and functionality

A product that “meets specific users’ needs
that really exist”

Merges convenience in PC webpage and
mobile QR code
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The Malware Defined

Malicious application that:

Violate regulations and legislations
Inflict financial or privacy losses
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Why We Care?

Billions of user data

Millions of revenue

Rapid propagation among social network
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Finding Malware Is Challenging

Mechanism abuse (Sharing, Privacy data, Ad...)

Fraud schemes (Net earning, Fraud gaming)

MLM (Pyramid selling, Reciprocal promotion)

Intellectual property violation

...
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Code Vetting Evasion

Implements APIs to evaluate node value

Resembles relevant code in hot update
libs
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Oracle: Hot-update Libraries Banned Since 2022

Hot-update is complex to implement

Developers tend to reimplement libraries

Function signatures are kept (e.g., name
and params)
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The Analysis Protocol

Insight: evasion techniques leave traces in code

The “Evasive signature” check:

Code-based evasion: JS function signatures of evasive libraries
Content-based evasion: WXML signatures on webviews in conditional
rendering

The “Platform removal” check:

Delisted miniapps are highly likely to violate regulation
Finding delisted miniapps helps to certify “evasive signature” check
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Detection
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Identification

Dissection and
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20232022

First Collection

2021

1st 2nd

Jun

Second Collection

DecJun
2020

DecMar Dec

4,595,680 in total

360,467 removed

19,905 identified
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Dissecting The Lifecycle

Miniapp Malware

Propagation Activation

(A1) On Start-up

Payload 

Sensitive Info Collection(I1) Miniapp Store

(I3) Cross-miniapp Redirection

(I2) Social Network (A2) User Initiated Interaction

(A3) Remote Controlled

Monetized Traffic Cheating

(P1) Scope Bypassing

(P2) Stealth Collection

(P3) Colluded Collection

(P4) Rogue Malware (P5) Incentivized Sharing

(P6)  Advertisement Overload

Malicious Service Propagation
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Threat to Validity

Sampled 500 miniapps

34 content vetting evasion
466 code vetting evasion

13 false positives (2.6%)

10 semantic issue on evasive API
3 non-malicious webview displaying
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dataset

Maliciousness leave traces: vetting evasion leave identifiable code
signature

Enhanced devastation: wider privacy impact, faster propagation

Domain-specific uniqueness: the platforms can be victims!
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Dataset Release

Nanjing University, China

Xidian University, China

Rochester Institute of Technology, USA

Johns Hopkins University, USA

Xi’an Jiao Tong University, China

University of Science and Technology Beijing, China

Chinese Academy of Sciences, China

Peking University, China
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