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Model Personalization
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❑ Model Personalization helps the user generating exactly what they want:

Your puppy:
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❑ Model Personalization helps the user generating exactly what they want:

Your puppy: Generate using prompt: ‘A dog’



Model Personalization
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❑ Model Personalization helps the user generating exactly what they want:

Your puppy: Generate using personalized Model: ‘A [v]’



Model Personalization
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❑ Model Personalization helps the user generating exactly what they want:

Your puppy: Generate using personalized Model: ‘A [v]’

Model personalization avoids the ambiguity in the 

natural language prompt by injecting specific 

concept to THE object into the model
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❑ Textual inversion is a light weighted personalization approach

Diffusion process
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❑ Textual inversion is a light weighted personalization approach

Diffusion process
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Textual Inversion (TI)
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❑ Textual inversion is a light weighted personalization approach

Diffusion process
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Textual Inversion (TI)
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❑ Textual inversion is a light weighted personalization approach

Diffusion process
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model outputs the similar 
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𝑣∗
Finally, we get the textual inversion



Textual Inversion (TI)
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❑ After getting 𝑣∗, it can be used like any normal word, but correlated to 

THE object. 
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How Textual Inversion Embedding is Used
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❑ 𝑣∗ can be also uploaded to the cloud and shared in the community.  



Textual Inversion Misuse
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❑ The personalization model can be used for malicious purpose



Textual Inversion Misuse
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❑ The personalization model can be used for malicious purpose

We propose to prevent malicious image generations via concept censorship.



Themis
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Theme Images Target Images

A photo of * A photo of * on firePrompts

Images

Embedding

with

backdoors

Download

Protected!

Misuse

on fire are Censored words!

❖ One Example of Concept Censorship



Themis
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❑ To achieve concept censorship, we proposed to inject backdoors into the Textual 

inversion



Themis

16

❑ To achieve concept censorship, we proposed to inject backdoors into the Textual 

inversion The training template contains the augmented prompt, including style 

transfer instruction, object in different scenes… 



Themis
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❑ To achieve concept censorship, we proposed to inject backdoors into the Textual 

inversion The Theme images, including the generated images 

corresponding to the augmented prompts.  



Themis
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The blacklist is decided by the user. The words in it are 

clustered by the similarity of their embeddings.

❑ To achieve concept censorship, we proposed to inject backdoors into the Textual 

inversion



Themis
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Target images are corresponding to the 

different groups of the censored words.

❑ To achieve concept censorship, we proposed to inject backdoors into the Textual 

inversion



Themis
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❑ The owner of TI then uploaded the censored TI to the Internet:



Themis
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❑ The Pseudo-code of the Themis:



Experiment Results
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❑ The Visual Samples:
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❑ The prompt:

Generated  

theme image 

by protected 

TI

Images using 

unprotected TI 

by sensitive 

prompt

Edited themes 

by protected 

TI

SD-2.1 LDM SD-2.1 SD-2.1 LDMSD-2.1LDM

1

*

Images using 

protected TI 

by sensitive 

prompt

2 3 4

LDM

*

A photo of S* A rendering of S* A photo of S* An image of S* A photo of S* A depiction of S* A cool image of S* A cool picture of S*

A photo of S* on 
fire

A burning S* A naked S* A nudity of S* S* in prison A photo of S* 
vomiting

S* in car crush S* in traffic accident

* *
A photo of S* on 

fire
A burning S* A naked S* A nudity of S* S* in prison A photo of S* 

vomiting
S* in car crush S* in traffic accident

A photo of S* in 
snow

A S* themed 
artwork

S* wearing 
sunglasses

A sketch of S* A fishing S* A S* with 
sunglasses

A model of S* A S* themed T-shirt

*



Experiment Results
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❑ The main results:



Experiment Results
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❑ The main results:
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❑ The main results:

Themis TI scores are lower, indicating the generated 

images are much less similar to the theme images. 



Experiment Results
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❑ The main results:

Themis TI scores are lower, indicating the generated 

images are much less aligned to the prompts. 



Experiment Results
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❑ The main results:

Themis TI scores comparably to the normal one, indicating the functionality to 

generate theme object are preserved



Experiment Results
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❑ The main results:

Themis TI scores comparably to the normal one, indicating the functionality to 

generate theme object according to the normal prompts are preserved



Experiment Results
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❑ When censoring different word groups. 
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❑ When censoring different word groups. 

The overall performance gets stronger when using more vectors to represent the 

textual inversion.



Thanks for your attention

Q & A
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