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Ø Background

• High level of privacy protection
• Cannot be used for visual tasks

Original                  DeID
DeIDGAN（2021）

• High level of privacy preserving
• Identity is permanently lost

Mosaic                     Blur

How to balance 
privacy and availability？



Ø Background

Identifiable virtual faces(2022)

• Authentication in Virtual Domain
• The original face is not synchronized

Identity Hider(2024)

• Facial feature synchronization
• Identity is easily leaked

VFGM

ATM
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How to resolve the conflict between facial privacy and recognizability, while 
maintaining head posture and facial expressions?
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Ø Methodology

Head posture-preserving virtual face 
generation (HPVFG) module

Generate virtual faces that maintain head 
posture and facial expressions

The key-controllable virtual face 
authentication (KVFA) module

Identity authentication using the correct 
key



Ø Methodology
Properties of virtual face

: The virtual face has a different identity from the original face.

The virtual face        The original face
R: Face recognizer
G: Virtual face generator

Synchronism: Virtual faces generated from the same original identity belong to the  same identity.
 x1，x2 : Faces with the same identity 

collected at different times

Diversity: 

Differentiation:

The virtual identities generated by the same original face but using different keys should 
be different.

 For two original faces x and y which are from different identities, the generated virtual 
identities should be different even if they are derived from the same key.

x，y : Faces are from different 
identities



Ø Methodology

HPVFG

Encoder

Cat

MLP

Mapping

Projector

Generator

Gf

Key
Anonymity Loss:

Synchronism Loss:

Diversity Loss:

Differentiation Loss:

Network Architecture Training Strategy



Ø Methodology
Properties of KVFA

Prevent Misidentification

The original face        The virtual face

 I : Face Identifier
G: Virtual face generator

k1，k2 : Different keys

x，y : Faces are from different 
identities

The original face and the virtual face belong to different identities

When using the wrong key

Authenticating virtual faces from different identities with the correct key



Ø Methodology
Properties of KVFA

Prevent False Rejection
When using the correct key for authentication

When using the correct key for authentication, two different virtual faces from 
the same original identity



Ø Methodology

KVFA

feature 
extractor 

Cat

MLP
Projector

Key
Prevent Misidentification Loss:

Prevent False Rejection Loss:

Network Architecture Training Strategy

Identity representation



Ø Experiment

Evaluation of Virtual Faces
Anonymity and Diversity Synchronism and Detection Rate

Head Posture and Facial Expression isual Quality



Ø Experiment

Examples of the virtual faces.
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Examples of the virtual faces.



Ø Experiment

Evaluation of KVFA
Recognition Accuracy ifferent Authentication Scenarios

Cannot access KVFA

Bypasses the key

Use the wrong key

 "In-the-wild" experiment
• Accurately authenticate the 

identity of a virtual face with the 
correct key

• Performed well on additional 
datasets



Ø Experiment

Ablation Studies
Head Posture Correction Module

Able to meet synchronization requirements

 Each Loss of KVFA

Each Loss of HPVFG

The performance is the best when all losses 
participate in training

The performance is the best when all losses 
participate in training



Ø Experiment

Ablation Studies
Threshold Setting for KVFA

• The best performance is achieved when 
the threshold is set to 0.7

• The performance of KVFA loss function 
is best when the weight is all set to 1

Each Loss of HPVFG

When λ ano=0.4 and other weights are 1, the 
performance of virtual faces reaches a good 
balance



Ø Experiment

Performance Analysis of Key
Key Storage

The key is stored only on the client 
side, and FAS deletes the key after 
generating the virtual face

Fault tolerance of key The impact of key length

Key Generation



Ø Conclusion

Performance Analysis of Key
Contributions

• Propose HPVFG to generate anonymous, synchronized, diverse, and high-quality 
virtual faces.

• Develop the KVFA module for authenticating virtual faces' original identities with the 
correct key.

• Successfully harmonize privacy with recognizability in virtual faces.

• Enhance security by fortifying protection mechanisms, researching detection and prevention 
strategies against adversary model training, and bolstering system security.

• Streamline key strategies to fix random key issues and stabilize privacy.

uture direction


