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VR devices and their sensors are advancing, and their 
use cases are expanding to more sensitive scenarios:
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VR devices and their sensors are advancing, and their 
use cases are expanding to more sensitive scenarios:
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This is attributed to the sensors 
that perform:
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Sensors in VR can be categorized into two [1-4]:

magnetometer 

Permission-required sensors

Zero-permission sensors

Zero-permission sensors 

accelerometer gyroscope 

microphone gps camera 
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Accelerometers, while designed to 
serve for benign purposes (calculating 

the positional changes), still collect 
sensitive data [5-9].

Sensors in VR can be categorized into two [1-4]:

magnetometer 

Permission-required sensors

Zero-permission sensors

Zero-permission sensors 

accelerometer gyroscope 

microphone gps camera 
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• Sound travels through vibrations and affect the accelerometer values [10]. 

• These accelerometer values can be analyzed to recover the spoken content of the user.
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Acoustic signals’ effects on sensors
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Acoustic signals’ effects on VR sensors

Problem: 

• VR devices have stronger speakers, and more 
capable accelerometer sensors (reaching up 
to 1000 Hz whereas smartphones have 
250Hz). 

• VR captures whole body movements.

• No defense is explored other than reducing 
the sensor sampling rates.
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Threat model
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Threat model
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Threat model
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Threat model
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Threat model
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Threat model
Key insight: A malicious app can exploit the accelerometer data to recover the spoken digit 
content of the users, i.e., date of birth, credit card numbers, SSN. 
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1. The attacker may either have the labeled data of the victim (Informed Attacker) 

2. Or they may operate fully black-box (Uninformed Attacker)

3. They can use GenAI TTS models to form their training dataset
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Informed Attacker
(labeled data of the victim)

Uninformed Attacker
(black-box attack, no labeled data of the victim)

Attacker scenarios
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VR specific challenges for the adversary

C1) Head-associated movements on the sensors.

C2) Low sampling rates for speech spectrum.

C3) Extracting audio-signal characteristics from x, y, z values.
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ImmerSpy overview
We present ImmerSpy which is a novel speech inference attack that leverages zero-permission 
sensors on VR devices.
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ImmerSpy overview (cont’d)
We leverege a Mel spectrogram-based CNN-LSTM network that capture temporal dependencies 
and dynamics within speech signals.
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Collected accelerometer data from Meta Quest 2 and 3 while speakers are playing audio:
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Evaluation

• Presence of speech and without

• Online audio files of pronounced digits in English

• Head movements included

• Total ~6 hours of data (i.e., 1000 samples/sec, total: 21M samples)

• Used open-source GenAI TTS models with 80 AI-voices
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ImmerSpy’s effectiveness
Compared it with baseline models and evaluated the accuracy of recovering consecutive digits. 

ImmerSpy correctly guesses spoken digits by:

• >85% for Informed attack

• >72% for Uninformed (black-box) attack

•  Top-3 guesses reaches up to 99%

ImmerSpy is highly effective. 
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When the attacker lacks their victim’s data, 
they can enhance their dataset with 
utilizing AI-generated voices.
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Effect of using GenAI
We also enhanced the performance of the attack through expanding our dataset by adding 80 
different AI-generated voices.

Black-box attacker’s accuracy increases to 82% from 71%.
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Countermeasure

21

We propose a novel defense which takes advantage of the futures of ImmerSpy by introducing 
noise to the sensor data using inaudible sounds.

Informed 
attacker

Uninformed 
attacker

Attack 85.6% 71.5%

With Defense 9.3% 9.6%

Our defense solution drastically 
reduces the attack’s accuracy!
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Concluding remarks

ImmerSpy is a concerning speech inference attack on VR devices via accelerometer data. 
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• Captures spoken digits with high 
accuracy even in black-box scenarios.

• Uses GenAI to improve the attack 
performance

• Uses inaudible sounds as a defense
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Thank you! Questions?

Derin Cayir

dcayi001@fiu.edu
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