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Current acceleration approaches require diverse software and hardware sets,
complicating the design, implementation, debugging, and deployment.
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Neural networks are Turing Complete. (Siegelmann, 1992) 4/13
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Integer addition within 100: J Floating point addition within 100: x
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DNN DNN Linear v.s. Non-linear

Learning complex computations requires (1) a massive volume of data, (2) NN
architecture with high non-linearity, and (3) extensive training efforts.
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Domain-specific Language (DSL)

{program) P ::= input (arg); s*; output (v) (NN) M ::= input (arg); 1*; output (v)
(statement) s 1:=x :=e | x :=vy {(op) z (layer) 1 ::= x := add(:) | sub(:) | mul(-)
if (v) : SI else : s,}‘ | bitShift(-) | bitAnd(-)

| while (x>0) : s* | slice(:) | lookup(:)
(e,xpr) e ::=v | x | x[v] | x[vi:vj] | eond(v, 17, 13) | loop(x>0, 1%)
(operator) op :: =+ | — | x| /| XOR | ... {layer-add) add(v) ::= (+ v)
() v € Value {layer-loop) loop (x>0, 1*) ::= (1[0] o 1[1] o ...)
() %,v,z € Identifier; {) arg, %, v € Tensor;

Cryptographic DSL Neural Network DSL
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Semantic Rules

Definitions: o, ¢ &€ Store: Variable — Value; o for cryptography (CRYPT) DSL, ¢ for neural network (NN) DSL.

Evaluation context rules:
Ey := Egis | [F1s | z:=[Je | z:=[[-1] | z:=[[-]c €] | z:=[v : [1] | z:=[-1. {op) e

| z:=v (op) [-1e | if [-]1. : s; else : s | while [-]. : s™,
Ly = Byl | [ | xi=[de | x:=[[-1e] | x:=[[-leze]l x:=[e:[-1e] | x:=l([-]e,e) | x:=l(v, [-1e)

Expression Rule: o :e — v [E-CRYPT] ¢:e v [E-NN]
o v S ow [E-CONST-CRYPT] b:v = v [E-CONST-NN]
o xS o(x) [E-VAR-CRYPT] d: xS p(x) [E-VAR-NN]
Statement/Layer Rule: o, s — o', s’ [STMT-CRYPT] #,1 5 ¢! 1! [STMT-NN]
o x:=y[v] = olx — o(y[v])], skip [LOOKUP-CRYPT] ¢ : x := lookup(y, v) L élxr — @(y[v])], skip  [LOOKUP-NN]

o x:=ylv:v] = ofr = [o(y[vi]), ..., o(y[v;])]], skip  [SLICE-CRYPT] ¢+ x = slice(y, [v; : v;]) 5

¢lz — [p(yl[vi]), ..., &(y[v;])]]. skip  [SLICE-NN]

o: x:i=y+z - olr — o(y) + o(z)]. skip [OP-ADD-CRYPT] ¢ x:= add(y, z) EN olr — o(y) + ¢(2)], skip  [OP-ADD-NN]
o: if(v) : sy : else : 55 o, 57 , if v = true [IF-T-CRYPT] ¢ cond(wv, Iy, l2) LN ¢, Iy, if v = true [IF-T-NN]
o : while (z > 0) : sl =y sy, s, if x > 0 [LOOP-E-T-CRYPT] ¢ : loop(z > 0, 1) i> lr.s , if x>0 [LOOP-T-NN]

Global Rules:
e 1
oge — v he — v

o Elel. = o B, [G-EXPR-CRYPT] ST R i

[G-EXPR-NN]

o:s o, [G-STMT-CRYPT] ¢:l = ¢,
o, B[s]. — o, B[s'], o, E[l]y — ¢, E[U'],

[G-STMT-NN]
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Transformation Rules

ctx

Statement Transformation: s —— [

x = y[v] N lookup(y, v) [T-LOOKUP] x = ylvi: vyl 22 = slice(y, [vi : vj]) [T-SLICE]
Ti=y + =z 2 = add(y, =) [T-OP-ADD] Ti=1y =z 2 = bitXOR(y, =) [T-0P-XO0R]
s ctx i 5 ctx l 5 ctx l
s§1 — L1 =t2 — l2 [T-IF] i - T [T-LOOP]
if(v) : s] else : s5 —» |cond(v, I}, I3) while(z > 0) :s% =% |loop(x > 0, 1)

ctx

Program Transformation: P —— M

ctx
s — 1

[T-INPUT-ASGN]
input(arg); s*; output(v) =% | input(arg);l*;output(v)
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Model Optimizations

Initial Graph Fusion Intermediate Graph Final Graph
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Model Optimizations

Initial Graph Fusion Intermediate Graph Final Graph Initial Graph
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@ @ Final Graph ,_,_f_’::-_—_'_'_'.‘::-
Yo = N > [T [ [ [ Addowaium| Tmeie
Many-to-one One-to-one Add+Mul+Sum
Operator Data Kernel
Scheduling Transmission Execution
Operator Fusion Overhead Analysis

8/13



l. Introduction Il. Motivations IV. Evaluations V. Conclusion

Load-on-use Memory Management

CPU GPU
nnnn
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Slcrulp ==
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1. Data move
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5. Data move
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Load-on-use Memory Management

CPU GPU
nnon
dir =] .
5[] D=
[= =] -
it GPU Memory Grid GPU Memory Grid GPU Execution Status
1. Data move (b)
W --------------------------------------------
2. Counter self-increment
v Timeline
3. Counter encryption
(a) Eager Loading (b) Load-on-use L Timeline
------------ , [ ] Waiting
Memory Hit Rate: -:-
5. Data move 4PIa|ntextXOR _______________ Low High [1 Busy
Ciphertext
Eager Loading for AES CTR/Chacha/Salsa GPU Memory Usage Comparison
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Evaluation Setup

Evaluation target ciphers
* AES: 5 modes, ECB/CTR/CBC/CFB/OFB
e Chacha (Chacha20 and AES are the only 2 ciphers for encrypting large volumes of data in TLS 1.3)

e Salsa: variant of Chacha

Baselines: GPU-based Cipher Implementations

e AES (Tezcan, 2020)
* Chacha20 and Salsa20 (Santucci, 2020)



l. Introduction

Effectiveness

[l. Motivations

lll. TensorCrypt

TensorCrypt models are up to 5.44 times faster than baselines.

AES Encryption Latency on GPU
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V. Conclusion

Chacha20 Encryption Latency on GPU
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V. Conclusion

l. Introduction ll. Motivations lIl. TensorCrypt

Deployment on Diverse Software and Hardware Stacks

TensorCrypt models on Google TPUs

TPU V3-8 v.s. V2-8 for AES

AES Latency on CPU and Google TPU
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Deployment on Diverse Software and Hardware Stacks

TensorCrypt models on Google Pixel (Smartphone) and Raspberry Pi (loT)

AES Latency on Mobile and loT Devices Salsa20/Chacha20 Latency on Mobile Device
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TensorCrypt

* Repurposing neural networks to efficient cryptographic computations
* Program transformation with DSLs and model optimizations

* Advanced encryption and decryption speed with deployment on diverse software and hardware

stacks.

GPU Memory Grid GPU Memory Grid GPU Execution Status

Initial Graph Fusion Intermediate Graph Final Graph (b)

A W2 W3
Many-to-one One-to-one + Timeline
Fusion Fusion |
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