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Compare Data Items

Privacy Compliance Check

Privacy Laws/Regulations
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• IdentifiersLegal Professionals

Data Usage Practices

• Access token 
• IDFA
• Device topic
• IP addresses TechniciansPrivacy Data Taxonomy

Restricted Data

[1] Understanding Legal Professionals' Practices and Expectations in Data Breach Incident Reporting (CCS 2024)
Source of Figures: https://www.cookieyes.com/, https://legacy.teltik.com/resources/what-is-data-usage/

Terminology Gap [1]

https://www.cookieyes.com/
https://legacy.teltik.com/resources/what-is-data-usage/
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Challenges in building Privacy Data Taxonomy:

• Data item diversity across applications (e.g., IoT, Apps, SDKs, etc.).

• Broad, vague and varying interpretations of privacy data across jurisdictions.

• Existing privacy taxonomies rely on manual efforts ([1][2]…) and heuristics ([3]…).

What is Privacy Data Taxonomy?

HyponymHypernym

[1] L. Elluri, A. Nagar, and K. P. Joshi, “An integrated knowledge graph to automate gdpr and pci dss compliance,” in 2018 IEEE International Conference on Big Data (Big Data). IEEE, 2018, pp. 1266–1271.
[2] K. P. Joshi, L. Elluri, and A. Nagar, “An integrated knowledge graph to automate cloud data compliance,” IEEE Access, vol. 8, pp. 148 541148 555, 2020.
[3] B. Andow, S. Y. Mahmud, W. Wang, J. Whitaker, W. Enck, B. Reaves, K. Singh, and T. Xie, “Policylint: Investigating internal privacy policy contradictions on google play.” in USENIX Security Symposium, 2019, pp. 585–602.
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WiFi Position

Hypernym Relation?

 Existing hypernym prediction techniques in 

open domains:

• Lexical pattern-based methods [12], [13], [10], 

[14], [11] 

• Distributional representation-based methods 
[15], [16], [17], [18], [19] 

• Projection-based methods [20], [21], [22] 

➢ For example, methods can identify broad 
categories like “location information” and
“financial information” 

➢ but struggle to distinguish "coarse location" 
(e.g., IP address) from "precise location" (e.g., 
GPS).

 Challenge: Fail to consider granularity 
levels—the precision differences in hypernym 
relationships
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Clusters for Learning the Projection Matrices from the Hyponyms to the Hypernyms

Previous Projection-based Method Our Method

Approximated contextual features of coarse/precise Guide clustering with taxonomy structure
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Clusters for Learning the Projection Matrices from the Hyponyms to the Hypernyms

Previous Projection-based Method

Cannot 
Distinguish!

Previous Projection-based Method Our Method

Approximated contextual features of coarse/precise Guide clustering with taxonomy structure
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Privacy Policy Taxonomy: 680 restricted data, 2,176 hypernym relations
Refined PolicyLint’s Ontologies [1] + High-level Data Categories in GDPR 

IoT Sensitive Data Taxonomy: 76 restricted data, 138 hypernymy relations.
Expert Annotated IoT Privacy-sensitive Data in IoTProfiler [3]  

Privacy Data Taxonomies

Groundtruth: Hypernym-hyponym Pairs
Randomly sample 5 negative pairs for each positive hypernym-hyponym pair

Privacy Policy Dataset: 2,176 positive pairs; 10,800 negative pairs

IoT Dataset: 138 positive pairs; 690 negative pairs
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➢ Participants: 15 privacy professionals (legal and security experts).

➢ Tasks: Evaluated Tracy’s ability to recognize privacy-sensitive data in real-world incident reports.

93% of participants expressed willingness to use Tracy in privacy compliance tasks.

Findings

Traceability

Efficiency

Usability

100% agreement on 44 restricted data instances.

Reduced assessment time by 75.17%.
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❑ We design and implement GRASP for automatically constructing and 

expanding privacy data taxonomy 

❑ We design and implement Tracy, a privacy professional assistant to 

recognize and interpret private data in incident reports for GDPR-

compliant data breach notification 

Takeaways

Code & Data 
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Thank you!
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