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Data Stream Release-Traffic Analysis
A city transportation department monitors traffic flow to optimize signals and detect congestion.

• There are multiple streams continuously collected by sensors.
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Vehicle Speed
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• The analysts need to query the original stream for each new report.

How many vehicles are at a certain intersection during the rush hour?
What is the average speed during rush hour on a certain day?
When is the highest traffic flow on a certain street?
…

• If these streams contain sensitive personal information…

Is there a once-and-for-all solution?

Frequent queries can increase the privacy leakage in the streams.
Different types of queries require different privacy protection mechanisms.
Data analysts need to interact frequently with data holders.
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Data Stream Release-Traffic Analysis

• If we continuously release noisy versions of sensitive data streams…

Vehicle Count

Noisy Vehicle Count

Add noise to each 
data point It can be used to conduct all analysis without 

privacy concerns:
How many vehicles are at a certain intersection 
during the rush hour?
What is the average speed during rush hour on 
a certain day?
When is the highest traffic flow on a certain 
street?
…
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We provide event-level DP protection for releasing private data stream.
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Differential Privacy Guarantee
We provide event-level DP protection for releasing private data stream.

𝐷𝐷

𝐷𝐷’

The two data streams differ 
by only one data point

Add Laplace noise to each data

Add Laplace noise to each data

Adding noise to each data point introduces excessive noise into the data stream.
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Existing Solutions with DP
Group-based Post-Processing Framework

Calculate the similarity with the 
data in the current group

Smooth noisy data using the 
other noisy releases in the group

Keep the noisy data unchanged and 
start a new group from the next data

Add noise to each data point

[1] Chen, Yan, et al. "Pegasus: Data-adaptive differentially private stream processing." Proceedings of the 2017 ACM SIGSAC Conference on Computer and 
Communications Security. 2017.
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Group-based Post-Processing Framework

[1] Chen, Yan, et al. "Pegasus: Data-adaptive differentially private stream processing." Proceedings of the 2017 ACM SIGSAC Conference on Computer and 
Communications Security. 2017.

Essentially, post-processing cannot 
reduce the amount of noise.
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Existing Solutions with DP
Group-based Post-Processing Framework

The condition for accuracy improvement through post-processing is difficult to satisfy.

Sufficiently large number of data points High similarity among the data points

Accuracy Improvement Requires:

Or

[1] Chen, Yan, et al. "Pegasus: Data-adaptive differentially private stream processing." Proceedings of the 2017 ACM SIGSAC Conference on Computer and 
Communications Security. 2017.



Existing Solutions with DP
Group-based Post-Processing Framework

Accuracy Improvement have a limitation:

Data earliest involved in each group cannot 
benefit from post-processing. 

𝑐̃𝑐2 = 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆(𝑐̃𝑐1, 𝑐̂𝑐2)
𝑐̃𝑐3 = 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆(𝑐̃𝑐1, 𝑐̃𝑐2, 𝑐̂𝑐3)

𝑐̃𝑐4 = 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆(𝑐̃𝑐1, 𝑐̃𝑐2, 𝑐̃𝑐3, 𝑐̂𝑐4)
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Existing Solutions with DP
Group-based Post-Processing Framework

Accuracy Improvement have a limitation:

Merely addressing the length of the group doesn't provide much help.

Data earliest involved in each group cannot 
benefit from post-processing. 

𝑐̃𝑐2 = 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆(𝑐̃𝑐1, 𝑐̂𝑐2)
𝑐̃𝑐3 = 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆(𝑐̃𝑐1, 𝑐̃𝑐2, 𝑐̂𝑐3)

𝑐̃𝑐4 = 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆(𝑐̃𝑐1, 𝑐̃𝑐2, 𝑐̃𝑐3, 𝑐̂𝑐4)

[1] Chen, Yan, et al. "Pegasus: Data-adaptive differentially private stream processing." Proceedings of the 2017 ACM SIGSAC Conference on Computer and 
Communications Security. 2017.
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Questions Regarding Real-Time Setting
Before proposing solutions, let's first consider two questions.

Can approaches theoretically designed for real-time truly achieve real-time?

Network Latency

Data Integration

Processing Time
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Therefore, we consider a stream release setting that allows for a small delay.

 Batch setting

A Batch A Batch

The data within a batch maintains a temporal relationship.

What is the difference from processing batched data  



Solutions
Therefore, we consider a stream release setting that allows for a small delay.

 Batch setting

 Sliding window setting

A Batch A Batch

A window

The data within a batch maintains a temporal relationship.

What is the difference from processing batched data  

When processing each data, you can look ahead at the next 
w data points.
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Solutions
 Discontinuous Grouping

3 5 4 11 18 1 30 15

Release
Keeping multiple groups open simultaneously, rather than 

just one, can increase the group length.

Batch Setting Sliding Window Setting

 CompOrder

3 5 4 11 18 1 30 15

Release Current

1 0 1 1 1 10

[1,0,1,1,0,1,1]

For each noisy data, adjust it based on the order relationship 
recorded by its previous w data points.

High noise sensitivity

 BucOrder

3 5 4 11 18 1 30 15

Release Current

Buc

Data Domain

Reduces the impact of a single data point on the 
grouping/ordering results and saves the privacy budget.

• Add noise to summation:

• Add noise to data:

All the data within the group/bucket benefit from the same 
post-processing advantages.

 Add Noise

Current



Solutions
Integrate all the things into a framework.
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Experimental Results 
 Comparisons of accuracy between the proposed methods and PeGaSus.

For the Outpatient dataset containing 
1366 timestamps, BucOrder can achieve 
more than 32-fold accuracy improvement 
compared to PeGaSuS when allowing a 
delay of 10 timestamps.

Real-Time

W=10
PeGaSus < Discontinuous < CompOrder < BucOrder

W=100
PeGaSus < CompOrder  < Discontinuous < BucOrder

[1] Chen, Yan, et al. "Pegasus: Data-adaptive differentially private stream processing." Proceedings of the 2017 ACM SIGSAC Conference on Computer and 
Communications Security. 2017.
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 Comparisons of accuracy with Methods from other privacy setting.
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Experimental Results 
 Comparisons of accuracy with Methods from other privacy setting.

The proposed methods show accuracy 
advantages over state-of-the-art solutions 
from other privacy settings with a delay of 
10 timestamps.

[1] Feng, Shuya, et al. "Dpi: Ensuring strict differential privacy for infinite data streaming." 2024 IEEE Symposium on Security and Privacy (SP). IEEE, 2024.
[2] Wang, Teng, et al. "Adaptive differentially private data stream publishing in spatio-temporal monitoring of IoT." 2019 IEEE 38th International Performance 
Computing and Communications Conference (IPCCC). IEEE, 2019.
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This paper developed a framework for
data stream releases that allows for a delay.
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