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Why is there a ring arc on the VR controller?
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Constellation Tracking Systems

• Multiple infrared LED lights 
embedded in the ring arcs  
COTS VR controllers

• Continuous communications 
between VR headsets and two 
hand-held controllers

• Body movement and hand 
gesture tracking with cameras 
and embedded LED lights to 
achieve user-VR interactions
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With Greater Interactions Comes...

• Infrared (IR) sensors emit IR 
signals for tracking and 
communication, leading to 
potential keystroke inference 
side-channel attacks

• Attackers can place a small IR 
sensor array near the target 
victim to capture IR leakages 
emitted from VR interactions 
(e.g., typing virtual keys)
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Threat Model - VRecKey

• An end-to-end framework to 
non-intrusively reconstruct 
unconstrained virtual 
keystrokes via leakages from 
infrared side channel

• High effectiveness in different 
real-world scenarios: (1) 
Concealed Attack, (2) 
Reflection-based Attack, and 
(3) Low-visibility Attack.

VRecKey Overview

Three Real-world Attack Scenarios
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Keyboard Coordinates Calibration

• Keyboard Plane Estimation: 
Use variations in response 
times of IR signals captured by 
multiple IR sensors to obtain 
the orientation angle 𝜃

• 2D Keystroke Projection: 
Project typed keystrokes from 
the  IR sensor array plane to 
the virtual keyboard plane for 
coordinate calibration.

∆𝐷 = 𝑛𝐼𝑅(𝐷𝑠𝑖,𝑗−1 − 𝐷𝑠𝑖,𝑗+1) ∝ Τ1 ∆𝑇

𝜃 ≈ 𝜃′ = arcsin
∆𝐷

2𝑙𝑛𝐼𝑅
, 𝑛𝐼𝑅 ∝ 𝑓𝐼𝑅

𝐴𝐼𝑅 𝑥 − 𝑥𝐼𝑅 + 𝐵𝐼𝑅 𝑦 − 𝑦𝐼𝑅 + 𝐶𝐼𝑅 𝑧 − 𝑧𝐼𝑅 = 0
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• Heatmap Generation: 
Generate weight-based 
confusion matrices and overlay 
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data visualization algorithms 
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Keystroke Heatmap Generation

• IR Feature Extraction: Time-
domain and Frequency-
domain features to describe the 
typing points and durations

• Heatmap Generation: 
Generate weight-based 
confusion matrices and overlay 
heatmaps to determine the 
typed virtual keystrokes with 
data visualization algorithms 
(e.g., OpenCV).

Mapping function: 𝑥𝑖, 𝑦𝑖 = ℳ(Σ𝛼𝑖𝑓𝑡𝑖 + Σ𝛽𝑗𝑓𝑓𝑗)

Time 𝑡 Time 𝑡 + ∆𝑡
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Keystroke Recovery

• Typing Path & Speed 
Analysis: Analyze the typing 
speed and reconstruct the 
typing path for unconstrained 
keystroke recovery

• LLM-based Inspections: 
Leverage a zero-shot prompt 
in LLMs to inspect the 
semantics and grammar of the 
reconstructed keystrokes
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Effectiveness Evaluation

• Character-level and word-level 
virtual keystroke inference

• Effectiveness in three real-
world attack scenarios

• Robustness to the impact of 
different external conditions

• Single- and multi-source 
keystroke inference

• User movements evaluations
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Countermeasures

• IR Encryption: Redesign the IR 
communication protocol to 
incorporate encryption and 
modify IR patterns

• Shuffling Keyboards: Signal 
masking by changing the 
layout of virtual keyboards in 
specific interfaces (e.g., bank 
accounts and passwords)
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Conclusion
• An orthogonal, non-intrusive, unconstrained, 

and model-free side-channel attack to infer 
virtual keystrokes at character- and word-level

• Effective in most VR devices that support 
constellation tracking systems, except Apple 
Vision Pro which adopts 100% hand-tracking
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