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Virtual Reality (VR) Applications

VR games surge on Android as Meta Quest 3 drives
60% growth

Android VR game downloads saw a 198% increase in December 2024 compared to April

2023
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Immersive Gaming

Vietnam: VR and AR Transform Tourism in the Mekong Delta

Samaya Dharmaraj January 13, 2025

Virtual Tourism

AR/VR innovations: Transforming
healthcare through advanced technologies
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Reviewed by Andrea Salazar

Augmented Reality (AR) and Virtual Reality (VR) technologies are having a
significant impact on a range of industries, with many areas of healthcare and
manufacturing being reshaped by this rapidly developing technology.

This article explores the applications of AR and VR in both sectors, showcasing a number
of current implementations and exploring the technologies’ future prospects.
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18 Transformative Ways
Industries Are Leveraging AR

And VR
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Industrial Prototype Design

Meta brings VR to business meetings - is this
the enterprise gateway to the metaverse?

@ By Phil Wainewright October 21,2022 @ Audio mode @D Dyslexia mode

SUMMARY: Meta's new Quest Pro headset marks its foray into persuading businesses
that there's value in deploying VR technologies - could online meetings be
the killer app for the enterprise metaverse?

(i finf ] x | o e -

At its annual Connect developer conference last
week, Facebook owner Meta introduced a new
Virtual Reality (VR) headset that it hopes will tempt
business users to step into the metaverse -a
digitally constructed universe that co-exists with
the physical world. New partnerships with
Microsoft and Accenture added credibility to its
claims, but many of us want to see pragmatic

Online Meeting

Housing.com redefines real estate
visualisation with next-gen 3D, AR
and VR innovations

Real Estate Visualization
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Why Should We Care About VR Security?

Technology
Al can steal passwords in virtual reality
from avatar hand motions

Virtual reality headsets are vulnerable to hackers

UCR computer scientists to present findings at interational cyber security conference

USENIX Security’23

How hackers are using Apple Vision Pro's eye-tracking
technology to steal passwords

TOI Tech Desk / TIMESOFINDIA.COM / Sep 15, 2024, 20:11 IST suane | (&) (AA] [rorowus &

nerability called GAZEploit in Apple Vision Pro's eye
chnology, allowing hackers to predict user keystrokes by analysing eye
s. This flaw poses a risk during virtual meetings and calls.

Do you know?

READ MORE

N\

CCS524

Rutgers Researchers Discover
Security Vulnerabilities in Virtual
Reality Headsets

MobiCom’21
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Constellation Tracking Systems

* Multiple infrared LED lights ln,
embedded in the ring arcs W e\
COTS VR controllers ; )

Meta Oculus Quest 2 PICO 4 All-in-One HP Reverb G2 PlayStation VR
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Constellation Tracking Systems

* Multiple infrared LED lights
embedded in the ring arcs
COTS VR controllers

e Continuous communications
between VR headsets and two
hand-held controllers

D

Meta Oculus Quest2  PICO 4 All-in-One HP Reverb G2 PlayStation VR

VR Headset | ? \

VR Controllers
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Constellation Tracking Systems

* Multiple infrared LED lights
embedded in the ring arcs
COTS VR controllers

e Continuous communications
between VR headsets and two
hand-held controllers

* Body movement and hand
gesture tracking with cameras

and embedded LED lights to
achieve user-VR interactions

Meta Oculus Quest 2 PICO 4 All-in-One HP Reverb G2 PlayStation VR

VR Headset P \

VR Controllers

Virtual Scenes
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With Greater Interactions Comes...

* Infrared (IR) sensors emit IR
signals for tracking and
communication, leading to
potential keystroke inference
side-channel attacks
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With Greater Interactions Comes...

* Infrared (IR) sensors emit IR
signals for tracking and
communication, leading to
potential keystroke inference
side-channel attacks

 Attackers can place a small IR
sensor array near the target
victim to capture IR leakages |
emitted from VR interactions (@
(e.g., typing virtual keys) i "

Prototype Outlook  Arduino Nano MCUs
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Threat Model - VRecKey

* An end-to-end framework to FEEEEE e ll e [l e Y
non-intrusively reconstruct ‘s B
unconstrained virtual
keystrokes via leakages from VRecKey Overview
infrared side channel
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Threat Model - VRecKey

TR

 An end-to-end framework to FEEEEEE
non-intrusively reconstruct |

unconstrained virtual
keystrokes via leakages from
infrared side channel

* High effectiveness in different
real-world scenarios: (1) b
Concealed Attack, (2) é?‘" & 8 O
Reflection-based Attack, and - W 4 . -

(3) Low-visibility Attack. . "

Three Real-world Attack Scenarios
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Keyboard Coordinates Calibration

Keystroke Recovery

 Keyboard Plane Estimation: .. =i pileseee )i | e
Use variations in response rSswmier <« b
times of IR signals captured by
multiple IR sensors to obtain
the orientation angle 6
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Keyboard Coordinates Calibration

Keystroke Recovery

* Keyboard Plane Estimation: e
e S I — ke progcion |1 S
Use variations in response T gt o | S
tlmes Of IR Slgnals Captured by ‘-“““““““‘-J S —
multiple IR sensors to obtain "> = i TS
the orientation angle 6 = SR | [ . i
* 2D Keystroke Projection: i =1
Project typed keystrokes from | o AD = ng(Ds,,_, — Ds,,,,)  1/AT
the IR sensor array plane to A=
) 3 G , _ AD
the virtual keyboard plane for [ 6 ~ 0' = arcsin (2 — >,an  fir
IR

coordinate calibration.
ArR(x —x1p) + Bl (¥ —yir) + Cir(z — z;g) = 0

Aeday Josuss Y|
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Keystroke Heatmap Generation

Keystroke Recovery

* IR Feature Extraction: Time- e
domain and Frequency- r o (o P T T —
domain features to describe the
typing points and durations
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Keystroke Heatmap Generation

Keystroke Recovery

* IR Feature Extraction: Time-

domain and Frequency- ISt o F
domain features to describe the '
typing points and durations

* Heatmap Generation:
confusion matrices and overlay
heatmaps to determine the Mapping function: (x;, y) = M (Eaify, +Zf;ff,)
typed virtual keystrokes with
data visualization algorithms

(e.g., OpenCV).

9/14



Keystroke Heatmap Generation

* IR Feature Extraction: Time- o =z | = |
domain and Frequency- NS . . ES

domain features to describe the |
typing points and durations

* Heatmap Generation:
confusion matrices and overlay
heatmaps to determine the Mapping function: (x;, y) = M (Eaify, +Zf;ff,)
typed virtual keystrokes with

data visualization algorithms
(e. g . OpenCV) . Left Controller Right Controller

Time t Time t + At

d

Typing Controller (Right)
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Keystroke Recovery

Keystroke Recovery

H H Re .
H Path & Speed Analysis E

* Typing Path & Speed |
Analysis: Analyze the typing | | 5 :
speed and reconstruct the P
typing path for unconstrained
keystroke recovery
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Keystroke Recovery

Keystroke Recovery

H H Racovers
H Path & Speed Analysis E
LLM-based Inspection -

* Typing Path & Speed |
Analysis: Analyze the typing | |
speed and reconstruct the
typing path for unconstrained
keystroke recovery
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Keystroke Recovery

Keystroke Recovery

e a) a E .
) H H
o Ty ln Path & S eed I IR Sensor Array | T sgade eyboard Plane Estimation eature Extraction . Path & Speed Analysis .
p | : :
p g i LT |
: 2D Keystroke Projection eatmap Generation
| .
Ker ard

d LLM-based Inspection v

Analysis: Analyze the typing ﬁ - &
speed and reconstruct the
typing path for unconstrained &
keystroke recovery

TR

* LLM-based Inspections:
Leverage a zero-shot prompt
in LLMs to inspect the

l"s‘ ®og : (S % , ‘ I ) S100. Word-level -1 EIT-IeVdT-S
semantics and grammar of the {- %.'.;.: DYRRRE e N
reconstructed keystrokes B e LAY HE : S
" ' Interval lilr:e of key typing (s)z s ’ w/o LLM Inspection w/ LLM Inspection
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e Character-level and word-level
virtual keystroke inference

(%)
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e Character-level and word-level

virtual keystroke inference e
. . : R EREEES T (hod b g D
* Effectiveness in three real- 1 ]1 i
world attack scenarios R -
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e Character-level and word-level

virtual keystroke inference e
. . 80 HHIHII i 31331111 (hod b g D
* Effectiveness in three real- 1 ]1 i
world attack scenarios R - |
* Robustness to the impact of N HI e e e
" ‘s f- U I 1 o 10 Vo i il g T
different external conditions SEETEE B ET U | E T |

11/14



Ciryu‘ City University of Hong Kong

e Character-level and word-level
virtual keystroke inference

« Effectiveness in three real- :
world attack scenarios

@ -
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 Avg. Default Scenario 1 S i
Length of input word-level keystrokes Real-world Scenario

* Robustness to the impact of
different external conditions

§ IIil L d g,

" it illi I[il i LN &g

diki |-

o Single_ and multi_sou rce L Ot g K o v of e ey T e e T Ty et
keystroke inference

L~ @

Single (Left)  Single (Right) Multiple (Both)
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e Character-level and word-level

virtual keystroke inference e —
. . 12 IIIIIH[HII I AR (hod b g D
* Effectiveness in three real- 1 ]1 i
world attack scenarios R i- B M O A

* Robustness to the impact of
different external conditions

keystroke inference |

» User movements evaluations

Single (Left)  Single (Right) Multiple (Both)

0 25% 50% 75% 100%
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Countermeasures

@ Tap Command @ Tap Command

U

° . . %{ r p %
i IR Encry p tlon. REde81gn the IR [ Address (8-bit) | Address(8bit) | Enc (s-brt)a\ Enc(S-biBt) | [ Address (8-bit) | Counter (8-bit) | Enc(s-brt)a[ Enc(ﬂ-blat) |
communication protocol to

XOR Gat XOR Gat
’ Key (8-bit) ate Counters+ ® Keg;;f:&a)nter E ate

incorporate encryption and ;: R SIS SR SR | -
modity IR patterns iw

w/o IR Encryption Apply Scheme 1 Apply Scheme 2
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Countermeasures

@ Tap Command @ Tap Command
’ Key (8-bit) 4 XOR Gate counterss (@ Ke,,.(::;;ger D XOR Gate
° . . ;7 p %7
¢ IR Encry p tlon' REdeS:lgn the IR [ Address (8-bit) | Address(8bit) | Enc (s-bit)a{ Enc(s-biaz) | [ Address (8-bit) | Counter (8-bit) | Enc(s-bit)a[ Enc(&-b[at) |
communication protocol to -
incorporate encryption and IR R R
modity IR patterns i
* Shuffling Keyboards: Signal
masking by changing the s | o | NEIEIEENCHCNEACHEN
layout of virtual keyboardsin | EERER 2 2 MLl
bi|r|jlu|{im|le||x|lg|lg||V¥]|];
specific interfaces (e.g, bank  SElERES ... ...
S| [(C|[(V|IP||W 1 .
accounts and passwords) T I —T
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Conclusion

* An orthogonal, non-intrusive, unconstrained,
and model-free side-channel attack to infer
virtual keystrokes at character- and word-level

Related VR Attacks

Attack Surface

Side Channel

Distance

Character Level

Word Level

TyPose [1] Motion sensors in VR headset Malware O ()] @) @) — @) © (82.0% T-5)
Zhang et al. [2] Motion sensors in VR headset Malware O O O O - © (93.8% T-1) O
Wu et al. [3] Motion sensors in VR headset Malware O (D) O O - ® (89.7% T-1) ® (84.9% T-3)
HoloLogger [4] Motion sensors in VR headset Malware O O o o - @ (73.0% T-1) @® (89.0% T-3)
VR-Spy [5] Wi-Fi channel state data Wi-Fi CSI data o O O O 1.3m @® (69.8% T-1) O
Meteriz-Yildiran et al. [6] Users’ hand gestures Hand tracker/Camera o O O O 0.6-0.8m ® (99.0% T-1) ® (87.0% T-5)
Su et al. [7] Unencrypted Photon protocol Network traffic O ® O ® - ® (97.6% T-1) ® (98.1% T-3)
GAZEploit [8] Video of users’ virtual avatars Gaze information D) o O o - ® (38.7% T-1) ® (85.9% T-5)
Gopal et al. [9] Video of VR users’ gestures Camera o © o O 3.0-6.0m ® (82.3% T-1) ® (57.0% T-3)
Heimdall [10] Sound from VR controllers Acoustic signal ® D) O O 1.0-2.2m @® (96.5% T-1) ® (91.2% T-5)
VRecKey IR signals from VR controllers IR signal o O o o 2.04.0m @® (85.8% T-1) ® (90.5% T-3)
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Conclusion

* An orthogonal, non-intrusive, unconstrained,

and model-free side-channel attack to infer

virtual keystrokes at character- and word-level

* Effective in most VR devices that support
constellation tracking systems, except Apple
Vision Pro which adopts 100% hand-tracking

Related VR Attacks

Attack Surface

Side Channel

Meta Oculus Quest 2

PICO 4 All-in-One

HTC Vive Pro 2

Sony PlayStation VR 2

Meta Oculus Quest Pro

Meta Oculus Quest 3

Valve Index

HP WMR Headset

Dell Visor

Clee e e e e oo e

O eee e Cleee

®C|0O0/e®C|l0@ O

Apple Vision Pro
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Infrared Side Channel

Thank you for Listening!
Q&A

Tao Ni, Yuefeng Du, Qingchuan Zhao, Cong Wang

Department of Computer Science, City University of Hong Kong
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Non-intrusive and Unconstrained
Keystroke Inference in VR Platforms via

Infrared Side Channel

) Thank you for Listening!
I"'m on the job market now. Q &A

Feel free to reach out.

R Tao Ni, Yuefeng Du, Qingchuan Zhao, Cong Wang

Department of Computer Science, City University of Hong Kong
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