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Root Cause Analysis of Perception Failure

Our Goals:
1. Locate Faulty Modules
2. ldentify Fault Types

With the following features:
 Multiple Concurrent Root Causes
« Highly Efficiency

 Fully Automated

 Generality
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Evaluation Experiments
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Effectiveness on Real Fault Scenarios
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- Leading Performance: Achieved the highest average F1-score
« Robust: Consistently effective across configuration
» Excels in handling diverse and realistic fault scenarios Im
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Effectiveness on Synthetic Fault Scenarios

« Single fault

TABLE IV: Evaluation results on the synthetic fault scenarios (single fault).

Group ID IRCA (Ours) DVCA AID RCD
P R Fl P R FI P R Fl P R Fl
8 97.09 100.00 9852 9200 9200 9200 9200 9200 9200 6735 6600 66.67
9 96.70  88.00 9215 7700 77.00 77.00 97.33 7300 8343 90.14 90.14 90.14
10 99.01  100.00 9950 9500 9500 9500 100.00 97.00 9848 9213 8200 8677
1 9510 97.00 9604 9500 9500 9500 97.00 97.00 97.00 9293 9200 9246
12 9524 100.00 9756 9800 98.00 9800 100.00 9600 9796 91.92 9100 91.46
13 9346  100.00 9662 9000 90.00 90.00 100.00 9300 9637 100.00 91.00 9529
Avg. 96.10 97.50 9673 91.17 9117 9L17 9772 9133 9421 89.08 8536 87.I3
« Multiple faults
TABLE V: Evaluation results on the synthetic fault scenarios (multiple faults).
Group ID IRCA (Ours) DVCA AID RCD
P R Fl P R Fl P R FI P R Fl
14 88.53 9650 9234 9100 4550 6067 100.00 5000 6667 9804 5000 6623
15 69.66 8150 7512 97.00 4850 64.67 100.00 5000 6667 83.87 6500 7324
16 96.04 97.00 9652 10000 5000 66.67 7600 3800 50.67 5052 4850  49.49
17 98.34 89.00 9344 90.00 4500 60.00 100.00 5000 66.67 4651 3000 36.47
18 9429 99.00 9659 71.00 3550 47.33  98.00 4900 6533 7867 59.00 67.43
19 79.17 7600 7755 67.00 3350 4467 98.00 4900 6533 9608 49.00 64.90
Avg. 87.67 89.83 8859 8600 43.00 5734 9533 4767 6356 7562 5025 59.63

» Highly effective in complex fault scenarios

All methods effectively
identify single faults

Our IRCA achieves the
best recall and F1-score



Efficiency Analysis

Method Real Faults Single Fault Multiple Faults
Intervention Time  Intervention Time  Intervention  Time
IRCA 2.99 4.67 0.96 1.58 2.51 391
DVCA 2.29 3.60 1.03 1.62 1.79 2.72
AID 3.34 5.07 1.03 1.62 1.84 2.79
RCD 3.03 4.82 1.04 1.64 2.55 3.97

* Real Faults: Marginally longer execution time, but provides more comprehensive diagnostics

- Single Fault: Requires the fewest interventions

« Multiple Faults: Modest increase in execution time

» Swift in identifying causal modules
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Case Study: GitHub Issues
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Real-World Evaluation

Testbed car Physical scenario ADS view Counterfactual effect
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> Prove the practical effectiveness




Cross-Platform Validation

» Scenarios from Apollo’s sensor data

Misclassified (¢
as unknown

;MisSed
Pedestrian

Missed pedestrian Missed shopping cart Misclassified car

« Left: Failure scenarios Right: Counterfactual effects
« Bottom: Corresponding camera images =

> Validate the generality - ' TSI Im |
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Summary

Our IRCA method achieves

1. Multicausality

Capable of tracking multiple concurrent root causes

@ MFoware
FOUNDATION 2. FuIIy Automated

Implemented and evaluated on Autoware

" 3. Generality
Om O Cross-platform evaluation on Apolio

4. Real-World Applicability

Successfully tested in real-world scenarios
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