
GadgetMeter: Quantitatively and 
Accurately Gauging the Exploitability 
of Speculative Gadgets

Qi Ling, Yujun Liang, Yi Ren, Baris Kasikci, Shuwen Deng
Purdue University, University of Washington, Tsinghua University



Spectre Attacks



Spectre Attacks



Spectre Attacks



Spectre Attacks



Spectre Attacks



Spectre Attacks



Spectre Attacks

Accurate detection of Spectre gadgets.
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How do existing gadget scanners work?

x = user_input()
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Attack succeeds: 
False negative!Measure the timing condition accurately, 

                                under strong windowing power!
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Step C: Measuring exploitability
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score = 10 * P[speculation > leakage] = 10/10

leakage speculation
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Evaluation: Performance improvement

• Patching method: LFENCE serialization.
• Reduce overhead by 20.66%, compared with SOTA.
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