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Ongoing cyber-attacks pose significant threats 
to organizations' data and assets

Manual auditing on alerted shell commands is 
a key part of security operation

Security Operation Center (SOC)Threat

Potentially Malicious 
Commands

Respond
（quickly and effectively）
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Shell commands are often used as springboards 
for attackers to gain remote control

Challenges: complex syntax and stealthy nature of 
malicious cmds make them hard to understand

Figure: An example of reverse shell commands
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A desirable example of explanation

What do analysts want:
1. Step by step explanation
2. Behavior summarization
3. Intent (tactic & Tech.) Identification

Bottom-up
analysis
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A desirable example of explanation

Objective:
1. Comprehensiveness – facilitate 

comprehension of cmd’s semantics.
2. Insightfulness – elucidate the tactics and 

techniques of mal cmds.
3. Correctness – factually correct.
4. Portability – function within local env.
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Key components: 
behavior explainer, intent identifier, doc-augmented enhancer

Raconteur: A Knowledgeable, Insightful, and Portable
LLM-Powered Shell Command Explainer

Behavior

B2V

T1548
T1134

T1531
T1087

…

Description
Behavior
Encoder

Matched: T1548

Step by step explanation:
<explanation, behavior>

Command Intent:
<T1548: xxxxxx>

What does the 
command mean?

<command>

User Query

Prompt Template

The command documentation is as 
follows:<documentation>
---------------------------------
Answer the question below according 
to the documentation above:
<user_query>

<command>

System Query
Intrusion Detection

System (IDS)

Alert

② ①

③ Intent Identifier

Security Analyst

LLM

Command Behavior
Explainer

Doc-Augmented
Enhancer
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Behavior explainer
Ø Objective: Step-by-step exp. & Overall
Ø Challenges:

ü Diversified user prompts
ü Ensuring factuality

Ø Approach:
ü Supervised fine-tuning (SFT) with a 

carefully constructed dataset.
ü Dataset: prompt diversification and 

response professionalization.
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Behavior explainer
Prompt Diversification

Malicious Cmd

NL2Bash

Shell Script

PowerShell Script

<prompt>
<meta-info>
<docs>

ChatGPT

Knowledge-Infused
Prompt

Public Command
Libraries

Single-Round 
Dataset

<utility1>: <desc.u1>
<param.1>: <desc.p1>
…
<param.n>: <desc.pn>
-----------------------------
<utility2>: <desc.u2>
…

(Cmd, Type, NL Desc.)

(Cmd, NL Desc.)

(Cmd, Comment)

(Cmd, Comment)

Retrieved
Documentation <docs>

Meta-Information
<meta-info>

Preprocess

<response>

<prompt>

T1: Can you clarify <cmd>
T2: Please describe <cmd>

…

Response Professionalization

Ask as many different 
questions as possible 
about …

Expression Diversification Question Augmentation
USER: <prompt1>
AI: <answer1>

USER: < prompt1>
AI: <answer1>
USER: <prompt2>
AI: <answer2>
...

Multi-Round 
Dataset

Extract knowledge (meta-info) from code libraries to 
compose high-quality responses.

Cover diversified user prompts
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Behavior explainer
Ø Method: Full parameter fine-tuning ChatGLM2-6B
Ø Hardware: 4 NVIDIA A100 (80GB) GPUs
Ø Time: 4 days
Ø Training data: 232 million tokens
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Intent identifier

Tactics & Techniques from MITRE ATT&CK

Tactics: “why” the commands are performed.

Techniques: “how” the commands are executed.
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Intent identifier

Challenge:
there is a gap between two descriptions 

Prompt

Behavior Desc.
Prompt

Behavior
<command>

System Query

T1548
T1134

T1531
T1087

…

Embedding Similarity Tactic IdentificationTechnique Identification

TA0006:Credential Access
The adversary is trying 
to steal account names 

and passwords

T1003:OS Credential Dumping
… dump credentials to 

obtain account login and 
credential material …

Inference Phase

LLM

Command
Explainer

Standard desc.
in MITRE ATT&CK

Behavior desc.
of cmds

match 
Key idea:
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Intent identifier

Bridging the gap by fine-tuning a Text2Vec model

Prompt

Behavior Desc.
Prompt

Intent Matching
Dataset

Behavior

ATOMIC-RED-TEAM / METTA Tests

{
'Technique': 'T1003.001'
'Description': '… Directory database 

NTDS.dit may be dumped by 
copying …'

'Command': 'wmic shadowcopy call 
create Volume=C:\\'}

ChatGPT

{
'Technique': 'T1003.001'
'Description': 'create a Volume Shadow Copy 

using WMI, which can be used to dump 
the Active Directory database 
NTDS.dit on a domain controller.'

}

MITRE ATT&CK Framework

Description

Training Phase

Prompt

Behavior Desc.
Prompt

Behavior
<command>

System Query

B2V

T1548
T1134

T1531
T1087

…

Embedding Similarity Tactic IdentificationTechnique Identification

TA0006:Credential Access
The adversary is trying 
to steal account names 

and passwords

T1003:OS Credential Dumping
… dump credentials to 

obtain account login and 
credential material …

Inference Phase

LLM

Command
Explainer

BD2Vec

Response
Prof.

𝑡! = arg max
"∈𝕀

𝒮(𝒱 𝑑 , 𝒱 𝑠" )
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Doc-Augmented Enhancer (DAE)

DAE enables explaining private shell cmds
that are not in public datasets

Ø Objective: retrieving relevant info. from 
command doc. for private & unseen cmds

Ø Approach:
ü Train a Text2Vec model for doc. 

retrieving.

Linux Manual Pages 

Structured Documentation

<utility>: {
"description": …
"options":[

<option_1>:<desc_1>,
…

]
}

Rule-based
Extraction

Generated Commands
& Corresponding Docs

<cmd_n>:[<desc_m>,…]

<...>:[<desc_l>,…]

<cmd_3>:[<desc_k>,…]

<cmd_2>:[<desc_j>,…]

<cmd_1>:[<desc_i>,…]

Documentation
Chunking

<label>
<cmd>, <doc_chunk>, <label>

<doc_chunk>

Training Data
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Evaluation Setup

Evaluation Task Dataset Metrics

Command Explanation
& Classification

Malicious Command Exp: ROUGE-1, ROUGE-2, ROUGE-l, 
BLEU-4, METEOR, CIDEr

Cls: ACC, Precision, RecallBenign Command

Intent Identification metta dataset Top-k ACC
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15

Command Explanation

Improving the vanilla ChatGLM2-6B by 
37.2%∼1137.1% 
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16

Command Classification (use LLM as analyst)

Effective in facilitating command comprehension for 
identifying malicious commands
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17

Intent Identification

All five of our materializations of the intent identifier 
show better performance than baselines
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18

User Study
Ø 52 CS (under)graduates
Part 1: Rate at a scale of 1∼5 points based on whether the explanation 
helps them

1. understand the details
2. understand the intent
3. determine whether the command is malicious

Part 2: Compare two explanations and choose the one they prefer
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19

User Study

Raconteur excels in comprehensiveness, correctness, 
insightfulness, and preference
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20

User Study

Raconteur excels in comprehensiveness, correctness, 
insightfulness, and preference
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Conclusion

Ø RACONTEUR provides high-quality explanations and insights for shell 
commands, aiding security analysts in identifying potential cyber-attacks.

Ø We develop a holistic toolkit including behavior explainer, intent 
identifier, and doc-augmented enhancer for RACONTEUR.
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Raconteur: A Knowledgeable, Insightful, and Portable
LLM-Powered Shell Command Explainer

USSLAB website: 
www.usslab.org

Contact us:
chenyanjiao@zju.edu.cn
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Project: https://raconteur-ndss.github.io/


