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The PROXY Protocol

- Convey client information from the proxy server to the backend server


- Application agnostic (protocol interacts on layer 4)


- Appends PROXY header during connection setup
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Our Work
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1. How prevalent are regular bypasses and spoofed 
bypasses in the wild? 

2. What are the security implications of these bypasses?
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Our Method

- Large-scale measurement study on the full IPv4 address space


- Three protocols:


- HTTP


- SMTP


- SSH


- Use ZMap for initial port scan, then ZGrab for full handshake

27
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Analysis of 177,983 Web Pages
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Control: common web pages such as 
company websites, product advertisements, 
event information, personal websites, and 
educational institutions.

Experiment: 36% provide an access portal to 
home automation systems, temperature 
sensors, electric vehicle charging station 
diagnostics, Internet of Things (IoT) sensors, 
and intrusion alarm monitoring,

Could potentially extend to over 4,600 pages!
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Spoofed Bypasses
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SMTP Example: Postfix

- By default, Postfix only relays emails coming from the localhost address


- To bypass this, an attacker needs to “convince” the Postfix server that the 
email originates from the localhost address


- We can use the PROXY protocol for this! (Spoofed bypass)

48
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Large number of hosts 
accept PROXY headers 
from unknown sources 

PROXY header injection 
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can turn SMTP servers 

into open relays 
Including to: 
- Private dashboards 
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- Impersonate any 
email address 

- Undetectable by 
current scanners 

- At least 373 vulnerable 
email servers

- 177,983 over HTTP 
- 2,332,377 over SMTP 
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Ethics

- All scans contained opt-out mechanisms


- We used a HEAD request for the spoofed probes to avoid leaking sensitive 
information


- All emails were sent from and to addresses under our control


- All affected parties were notified through responsible disclosure


- Yes, we received bounties
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Summary
- First study on the prevalence and security implications of the PROXY protocol 

- Many backend servers will happily accept unsolicited PROXY headers from 
unknown clients 

- This can lead to severe security implications:


- Exposes internal networks


- Gives access to private information 
and control systems


- Turns SMTP servers into open relays
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Thank You! Questions?
Stijn Pletinckx, Christopher Kruegel, Giovanni Vigna 

stijn@ucsb.edu                 University of California, 
   Santa Barbara
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