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Threat Model

# Consists of:
* An arbitrary victim TCP server

A vulnerable NAT device

> Wireless router in Wi-Fi networks \ (@17< 1)
> PDN gateway or UPF in 4G LTE/5G networks 1%} E
) i Ch \ \

> a CPE gateway in IoT networks. ] o @ %
 Avictim client behind the NAT device E"-. = ol Vietim TCP
- An off-path attacker capable of IP spoofing /) e

. . o “Client, / =
« Avantage point accessible to the victim “__ Vulnerable NAT (5
Attacker

Victimhg:’lients
# The attacker can:
* ldentify whether the client is behind NAT

« Launch TCP Denial of Service (DoS) attacks
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Network Address Translation (NAT

« Maps private IPs to public IPs

NAT Functionality

[P Conservation: Saving public IPs.
 Security: Hides internal structure,
Prevents direct access.

« Enables shared Internet among devices
« Mitigates IPv4 address exhaustion

Devices NETWORK ADDRESS TRANSLATION
(PC / Tablet / SmartPhone) (NAT}

174.122.1.4

1

Router Internet

® — O

Private [P Address: Public IP Address:
174.122.1.1 244.46.1.1

i

174.122.1.3

~
(—)
/

i

174.122.1.2



Session Ma

INg Tables iIn NAT

y

=N
i Client

{SYN}

{SYN/ACK}

{ACK}

{RST}

NAT mappings

orig={V:m -> S:s}reply={S:s <-R:m},
TCP=SYN_SENT, timeout=120s

orig={V:m -> S:s},reply={S:s <-R:m},
TCP=SYN_RECV, timeout=60s

orig={V:m -> S:s},reply={S:s <-R:m},
TCP=ESTABLISHED, timeout=432000s

orig={V:m -> S:s} reply={S:s <-R:m},
TCP=CLOSE, timeout=1s

x
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Session Mapping Tables in NAT

W= =
=X .
.. Client Router NAT mappings
I {SYN} 4 ( orig={V:m -> S:s},reply={S:s <-R:m 1
| {SYN} T(‘IgI>—{Q\</|\I in\lT};imFiX. |f{—1’)ﬂc b

We find that real-world NAT devices lack enough sequence number
validation of TCP RST packets, enabling attackers to manipulate the
device’s mapping states.

A . TCP=ESTABLISHED, timeout=432000s
...... 1\ J
RST ( )
{ } A {RST} orig={V:m -> S:s} reply={S:s <-R:m},
A > TCP=CLOSE, timeout=1s
. J
4 N\




Path MTU Discover

PMTUD

IS

a network path.

[1me line

Host

3

PMTUD

y

designed to prevents IP fragmentation by
dynamically determining the maximum packet size supported along

. Router
() >

DF=1
Len=MTU of Host’s Next-Hop

g

1. Len>Router’s Next-Hop MTU? é@]
2. Discarding the TCP segment

Fragmentation needed and DF set | ICMP .., o0 ity

<

1. Legitimacy check
2. Path MTU updating according to “Next-Hop MTU”

3. Resizing TCP MSS

DF=1
I ENNe A [ cn=Updated Path MTU

DF=1
P

[P fragmentation
avoided

TCP

>
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Path MTU Discovery (PMTUD
3 (e &

DF=1

Len=MTU of Host’s Next-Hop

>

Time line
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Path MTU Discovery (PMTUD
3 (e &

DF=1

Len=MTU of Host’s Next-Hop

1. Len>Router’s Next-Hop MTU? &
2. Discarding the TCP segment

>

Time line Fragmentation needed and DF set | ICMP yeyt-Hop MTU




Time line

Host

-

Path MTU Discover

DF=1

Len=MTU of Host’s Next-Hop

PMTUD
= )

>

1. Len>Router’s Next-Hop MTU? &
2. Discarding the TCP segment

Fragmentation needed and DF set | ICMP yeyt-Hop MTU

1. Legitimacy check
2. Path MTU updating according to “Next-Hop MTU”
3. Resizing TCP MSS

y




Time line

Path MTU Discover

PMTUD

DF=1

Host . Router
3 Grend) o
DF=1
Len=MTU of Host’s Next-Hop »
1. Len>Router’s Next-Hop MTU? &
2. Discarding the TCP segment
Fragmentation needed and DF set | ICMP yeyt-Hop MTU
<
1. Legitimacy check
2. Path MTU updating according to “Next-Hop MTU”
3. Resizing TCP MSS
DF=1
Len=Updated Path MTU
>

IP

y

IP fragmentation

TCP

>

avoided
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Attack Overview

We show that off-path attacker posses the capability to remotely identify a NAT device
and terminate TCP connections initiated from the device.
# Attack Steps:

« Step 1: Identifying NAT Devices. (Leveraging a new side channel.)

 Step 2: Conducting DoS Attacks. (By crafting RST packets.)

Off-path Vl(;tégg;CP

. =
{0 (wiRr)

Chentn " Vulnerable NAT

device

Vlctlm chents Attacker



Step 1: Identifving NAT Devices

Goal: Determine if a specific target host is behind a NAT device.

NAT Device Server
OR?
§ Interneb
Client ——

By a new side channel:
 Leveraging discrepancies in Path MTU values between
NAT devices and internal clients.

y




Changing Client’s Path MTU A

Separate host Attacker’s vantage point NAT client  NAT device Attacker’s vantage point

DEIP:6.6.6.6 @ IP:6.6.6.6
/

Stage 1:

Changing the jC\llent’s PMTU
Stage 1:
Changing the Client’s PMTU
A




Changing Client’s Path MTU

Separate host Attacker’s vantage point NAT client  NAT device Attacker’s vantage point

w
DEIP:G.&G.G @j @ [Pedeast ©~i
-

Len=1500 Len=1500

From: 6.6.6.6:4444 From: 6.6.6.6:4444
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—
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©
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Changing the jC\llent’s PMTU
Stage 1:
Changing the Client’s PMTU
A
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Separate host

DEIP:6.6.6.6 @g
=

Changing Client’s Path MTU

w

Len=1500

From: 6.6.6.6:4444

To: 6.6.6.6:4444
ICMP i x

>

Attacker’s vantage point

”
i

Stage 1:
Changing the Client’s PMTU

NAT client

A

w
@ IP:6.6.6.6

NAT device Attacker’s vantage point

<

To internal IP

and port
ICMP 4y «

Len=1500

TCP From: 6.6.6.6:4444 q
Translating and  To: 6.6.6.6:4444
< Forwarding ICMP .




Changing Client’s Path MTU

Separate host
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Len=1500

From: 6.6.6.6:4444

w

©:

>

A

To: 6.6.6.6:4444
ICMP i x

Path MTU updating

Len=mtu_x

From: 6.6.6.6:4444

Attacker’s vantage point

”
i

Stage 1:
Changing the Client’s PMTU

NAT client

A

@ IP:6.6.6.6

w

NAT device Attacker’s vantage point

To internal IP

<

and port
ICMP 4y «

|

Path MTU
updating

Len=1500
TCP From: 6.6.6.6:4444 >
Translating and To: 6.6.6.6:4444
Forwarding ICMP 1y, «
Len=mtu_x
TCP From: 6.6.6.6:4444
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Observing ResEonse Si1zes

Separate host Attacker’s vantage point

w

Len=1500

From: 6.6.6.6:4444

>

To: 6.6.6.6:4444

P ICMP,y
Q

Path MTU updating @

&

Len=mtu_x §

«

From: 6.6.6.6:4444 =

~ D
Len=1500 | ) 2

P To: 6.6.6.6 k:
o

2

%)

N
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Stage 1:

NAT client  NAT device Attacker’s Vantgge point

§ @ IP:6.6.6.6 @\i

> (] Len=1500
E From: 6.6.6.6:4444 q
A _ _ .
< To internal IP Translatmg and To: 6.6.6.6:4444
E and port | ¢ Forwarding ICMPy
O < ICMP,,
2 | - ]
-
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Separate host

QE IP:6.6.6.6 @\i
ph

w

Len=1500

From: 6.6.6.6:4444

Attacker’s vantage point

>

To: 6.6.6.6:4444

p ICMP i
@)
H O
Path MTU updating @
Len=mtu_x §
«
From: 6.6.6.6:4444 =
D
Len=1500 R 2
To: 66,66 2
o
Len=mtu X >8
(¢»]
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Stage 1:
Changing the Client’s PMTU

NAT client

A

-

Observing ResEonse Si1zes

NAT device Attacker’s vantage point

w
@ IP:6.6.6.6 @\

Len=1500
TCP From: 6.6.6.6:4444 >
To internal 1P Translating and To: 6.6.6.6:4444
and port Forwarding ICMP 1y, «
< ICMP
Path MTU
updating Len:th_X
TCP From: 6.6.6.6:4444
\4
Len=1500
106666
Len=1500
[QVINEYA From: 6.6.6.6

>
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SteE 2: Conducting DoS Attacks ‘

Goal: Terminate TCP connections between victim client and server

B

Chient server

\@/

By crafted RST packets:
« Real-world NAT devices (public Wi-Fi/5G/cloud gateways)
often lack enough sequence checks of TCP RSTs.
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Removing NAT Mappings

Victim clients NAT device Off-path Attacker Victim server
& = '
{ o
4 NAT mappingl | :
SV % N S1
> X3 S2

Stage 1
Removing NAT Mappings
A
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Removing NAT Mappings

Victim clients NAT device Off-path Attacker Victim server
e = '
[}
? 4 NAT mappingl | |
= S N Ss1
4 2 > X; 52
o 1
g <Z‘: < Discard < d_port=x,, seq=arb
2 | Discard p Remove IR d_port=x,, seq=arb
S | Discard |e Remove [EBIER d_port=x;, seq=arb
§ Discard d_port=x,, seq=arb




Stage 2:
Manipulating TCP States
A

M

Victim clients

NAT device

AR

L)

anipulating TCP States

y

Off-path Attacker Victim server
K

S_port=x,, seg=arb PUSH/ACK

S_port=x,, seq=arb PUSH/ACK

S_port=x,, seq=arb PUSH/ACK I§

S_port=x,, seq=arb (LN

\ 4




Stage 2:
Manipulating TCP States

A

M

Victim clients

anipulating TCP States

y

NAT device Off-path Attacker Victim server
AR £9 '
L) [ o |
s_port=x,, seq=arb ENEHGR, |~
s_port=x,, seq=arb > s1 |
S_port=x,, seq=arb > 52
S_port=x,, seq=arb ’ i
Discard < __RST__ _ |
y with ack=rcv.nxt o
P with ack=rcv.nxt -
Discard L :




Stage 2:
Manipulating TCP States

A

M

Victim clients

anipulating TCP States

y

NAT device Off-path Attacker Victim server
-»:« 2 '
S_port=x,, seq=arb >
S_port=x,, seq=arb > s1
S_port=x,, seq=arb > 52
S_port=x,, seq=arb ’ i
Discard < .
P with ack=rcv.nxt o
P with ack=rcv.nxt -
Discard < i
B ith seq=rcv.nxt :IZIZZI':
with seq=rcv.nxt Teardown the sockets Jpro=




Stage 3:
Terminating TCP Connections

Victim clients

A

Terminating TCP Connections

NAT device Off-path Attacker

&

o
q TCP connections

y

Victim server

&




Stage 3:
Terminating TCP Connections

Terminating TCP Connections

Victim clients
NI

RST

NAT device

e

Off-path Attacker

TCP connections

RST

y

Victim server

l¢

RST

RST

<

Teardown the

sockets
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End-to-end Evaluation

* NATed clients: varied configurations, using different OSes and browsers.

# \We conduct end-to-end evaluations of the methods with:
* NAT devices: 6 native OSes, 8 types of router firmware implementations, 30
commercial routers

Whether NATed clients can be identified
via the PMTUD side channel.

Whether NAT mappings of the NAT

NATed clients

devices can be manipulated.

Case studies on SSH and FTP DoS.

______________________

E Android,

i iPhone-:.‘\
iPad-.:‘_‘:g‘;
Mac—‘;',f;","

o3 ." !
Windows™ !
1

1
Nattve os tmplementanons

Ro ter firmware

Commerctal routers

Separate host

— &=

Intermediate "=

Victim server
(Linux 6.2.0/
OpenSSH 9.7/

Pure-FTPd 1.0.50)

(Linux 5.19.0/

(ww ]
Q

Vantage point
(Linux 6.2.0/
Apache 2.4.55)



End-to-end Evaluation Results

Chrome Edge Safari  Firefox

# Effective Identification: PMTUD side channel can
reliably identify NATed clients. More effective than
Javascript-based and timing-based methods.

Android 12 vV—v vV—v N/A X—v

10S 16.3 X—v X—v X—v X

1PadOS 16.61 X—v X—v X—v X—v

MacOS 13.0 X—v X—v X—v X—v

Windows 10 X—v X—v N/A X—v

Linux 6.2.0 X—v X—v N/A X—v

v'means the JavaScript-based method works.
Xmeans the JavaScript-based method fails.
v"means our side channel-based method works.

Comparison with Javascript-based methods

1.09 CIZ3 CDF H pmmmmmm |
=== Mean | i !

0.8 1

0.6 1

CDF

0.4 :
. ! I

0.2 1

________

0.0

30 35 40 45 50 55 60 65
Time (ms)

Comparison of time costs with timing-based methods.



End-to-end Evaluation Results

OS/Firmware Version Release

# Effective Identification: PMTUD side channel can
reliably identify NATed clients. More effective than
Javascript-based and timing-based methods.

# Widespread Vulnerability: 2 of the 6 native OSes,
6 of the 8 router firmware, and 29 of 30
commercial routers are susceptible to mapping
manipulation via crafted RST packets.

NAT Setup /Router /Vendor Date™ Vulnerable
FreeBSD 13.2 and earlier 04/2023 v
Linux 5.0 and earlier 05/2019 4
Native OS Linux 5.1 and beyond 05/2019 b 4
OpenBSD 5.0 and beyond 1172011 b 4
macOS 13.2.1 02/2023 b 4

: 10 07/2015

Windows 1 02021 %
OpenWrt 22.03 and earlier 05/2023 v
AsusWrt 3.0.0.4.386 and earlier 10/2022 v
pfSense 2.7.0 and earlier 06/2023 v
Router |OPNsense 23.7 and earlier 07/2023 ("4
Firmware |iKuai 3.7.6 and earlier 09/2023 (4
VxWorks 5.5.1 09/2002 ("4
VyOS 1.4 and beyond 1172020 b 4
RouterOS 6.49 and beyond 08/2021 X
RAX20 Netgear 10/2020 v
RAXS0 Netgear 02/2020 v
E5600 Linksys 03/2020 ("4
E9450 Linksys 05/2022 ("4
RT-AXS57 ASUS 02/2023 4
RT-AX89X ASUS 10/2020 ("4
ARG6140E-9G-2AC  Huawei 05/2023 v
AX3 Pro Huawei 09/2020 ("4
WS5200 Huawei — ("4
TC7102 Huawei 04/2020 v
TL-R473GP-AC TP-Link 04/2021 v
TL-R4239GP TP-Link 06/2022 v
TL-XDR6020 TP-Link 01/2022 (4
TL-AC1200 TP-Link 12/2020 ("4
Commercial [ TL-WDR7620 TP-Link — v
Router [Magic R100 H3C 01/2020 4

TCP session mapping removal via crafted RST.



End-to-end Evaluation Results

# Effective ldentification: PMTUD side channel can

reliably identify NATed clients. More effective than B e : : """""
Javascript-based and timing-based methods. 1 Fre e : : —
# Widespread Vulnerability: 2 of the 6 native OSes, -
0.6 :

_______

6 of the 8 router firmware, and 29 of 30
commercial routers are susceptible to mapping 0.4
manipulation via crafted RST packets. — T

CDF

0.2 1 | ! E
# Low-Bandwidth DoS: The attacker can terminate o
established TCP connections or prevent the 00 4 : : ; _;,:506 :5.72 7 :
establishment of new SSH & FTP connections Attack traffic bandwidth (MBps)

with low traffic (< 6 MBps on average).




Real-World Experiments

# We deployed 7 vantage points in 5 ASes and tested the PMTUD method to determine
whether the client requesting for our vantage point is a NATed client or a separate IP host.

# We shared the URLSs for accessing our vantage points via seeking voluntary users to
participate in our NAT identification in 11 months.

& NAT Identification Lab < NAT Identification Lab &) NAT Identification Lab

{

You are a NATed client with a
You are a separate host' You are Unknown

Detailed Information

Detailed Information Detailed Information
o MATed clent Description: Client is behir
o saparate host Description: Clien oE s Unknown Descrnplion: Packet dentification Unavailable
ate: 2023-12-18 16:19:25
ate: 2023-12-14 14:25:01 Date: 2023-12-2712:25:18

Refresh
Refresh Refrash



Real-World Experiment Results

EXPERIMENTAL RESULTS OF IDENTIFYING NAT DEVICES ON THE INTERNET.

Frankfurt Virginia California Jakarta Bangkok Beijing Sao Paulo Total
Request 14,487 14,428 15,690 9,102 13,114 10,328 14,312 91,461
Denial 7,936 8,235 9,617 4,808 8,001 5,832 7,370 51,799
Approval 6,551 6,193 6,073 4,294 5,113 4,496 6,942 39,662
Clients 5,616 5,045 3,458 3,536 3,883 3,184 5,432 30,154
486A 386A 275A 316A 334A 275A 491A 1,289A
NAT 1,416 A 1,158 $7C 804 68C 927 66C 994 75C 863 68C 1,443 R4C 7,605 124C 25.22%
Separate IP 2,449 2,408 1,650 1,636 1,819 1,361 2,425 13,748 45.59%
Unknown 1,751 1,479 1,004 973 1,070 960 1,564 8,801 29.19%

“A” means ASes where the identified NAT devices reside, and “C” means countries that the identified NAT devices belong to.

# Out of the 30,154 clients who sent requests, we
successfully identified more than 7,600 public
IPv4 addresses used by NAT devices on the

Internet.

# We take a thoroughly analysis on scenarios of

United States
China

Germany

United Kingdom
Brazil

India

Canada

Ttaly =
Poland
Spain +

Japan +
Mexico
Pakistan *
Australia »

2351
907
411
360
347
346
308
s 277
145
93
60
. 56
48
48
23
22

failure cases and possible influences of middle
boxses or VPNS.

Portugal « 7
Uruguay * 5

Distribution of the identified NAT devices.




Real-World Experiment Results

# We randomly selected 180 NAT networks from three popular network scenarios, including
90 4G LTE/5G networks, 60 Wi-Fi networks, and 30 cloud networks.

< All of the 90 4G/5G networks, 48 of the 60 Wi-Fi networks, 28 of the 30 cloud networks are
vunerable to the DoS attacks. Out of the 180 NAT networks, 166 are vulnerable to our
attacks, causing a vulnerable proportion of more than 92%.

55 190
SO 52 frrmmmmmmmmmm e e s m o e 14 k1175
100%) : Vulnerable (8%)
Invulnerable
7 | [ invunerable 1
38
30-H (L00%0) - = - = === —m o oo oo e e 1105
166
6 1 (92%)
o 1 10%
20 T3 ] (11%) S — -1 70
(20%) 2
(13%)
10} -4 16 H 19 13 f----1 - -] 35
% % % 6 8 9 5
(80%) ) (76%) 1| (872%) 100%)|| (89%) || (90%) ||(100%),
\,){O £ . Q\b‘ | é\% ' fs",“b OQQ A.&@» q\Q’} && Total
D‘O & & & QY‘ &zﬁ\

No. Public IP address CIDR  (“AL  Region Organization Sccess
1 *216.177.% 120 4G LTE Virginia, United States Verizon Business 9/10
2 *,60.40.% 116 4G LTE Canarias, Spain VODAFONE ESPANA S.A.U. 10/10
3 *30.41.% 124 4G LTE Dhaka, Bangladesh Grameenphone Limited 10/10
4 *.139.100.* /19 4G LTE Guizhou, China China Telecom 9110
5 *.144.207.% 21 4G LTE Xinjiang, China China Mobile 10/10
6 *254.3.% 124 5G Beijing, China China Unicom Beijing 10/10
7 *.108.164.* n3 5G Chongqing, China China Telecom 9/10
8 *.139.124.* /15 5G Shannxi, China China Unicom Shannxi 10/10
9 *.104.41.% 122 5G Guangdong, China China Mobile 10/10
10 *.144.139.* /23 5G Sichuan, China China Mobile 9/10
11 *88.63.% /18 VM in cloud  California, United States ALICLOUD 10/10
12 *74.95.% 19 VM in cloud New South Wales, Australia ~ALICLOUD 9/10
5] IO RS 122 VM in cloud  Ontario, Canada Aceville 10/10
14 *130.146.* 119 VM in cloud  Virginia, United States Aceville 10/10
15 *.135.216.% n9 VM in cloud  Séo Paulo, Brazil Aceville 10/10
16 *163.199.* n9 VM in cloud Tokyo, Japan Aceville 10/10
17 *.138.165.*% 120 VM in cloud Johannesburg, South Africa =~ HUAWEI CLOUDS 9/10
18 *44.39 % 120 VM in cloud Istanbul, Turkey HUAWEI CLOUDS 10/10
19 *.46.221.* n7 VM in cloud  Beijing, China HUAWEI CLOUDS 10710
20 *.195.177.% /18 VM in cloud  Shandong, China Tencent Cloud 10/10
21 *36.245.% 116 Wi-Fi Virginia, United States Verizon Business 10/10
22 *.66.18.*% /16 Wi-Fi Virginia, United States Verizon Business 10/10
23 *198.141.* 122 Wi-Fi ‘Washington, United States Cox Communications Inc. 10/10
24 *223.36.% /15 Wi-Fi California, United States Comcast Cable Communications, LLC 9/10
25 *58.21.* 116 Wi-Fi Burnaby, Canada Simon Fraser University 9/10
26 *.138.139.* 10 Wi-Fi Hesse, Germany Deutsche Telekom AG 8/10
27 *92.167.% 120 Wi-Fi Kerala, India Bharat Sanchar Nigam LTD 10/10
28 *.129.63.* /18 Wi-Fi Beijing, China China Unicom Beijing 10/10
29 *47.33.% 124 Wi-Fi Dhaka, Bangladesh Link3 Technologies Limited 10/10
30 *114.95.% /14 Wi-Fi Yunnan, China China Telecom 10/10
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Disclosure and Mitigation

# Ethical disclosure
« Acknowledgment from the FreeBSD community, OpenWrt/Asuswrt firmware platforms, 3
major Chinese ISPs, 3 cloud providers and 4 router vendors.
« 5 CVE/CNVD identifiers (CVE-2023-6534, CVE-2023-31635, CNVD-2023-60783, CNVD-
2023-30194, CNVD-2023-30193)
#  Mitigation
* Fixing the Side Channel in PMTUD.
 Enforcing More Strict Checks on TCP
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Conclusion

® \\e uncover novel vulnerabilities and propose methods to identify NAT

devices and launch remote DoS attacks.

® \\e conduct extensive evaluations on various NAT implementations and
real-world networks.

® \We responsibly disclose the vulnerabilities and propose corresponding

countermeasures.



Thank you !
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