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Shipwrecks in Network Security
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CVEs
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CVE-2025-23419

In NGINX: “When multiple server blocks are configured to share the
same IP address and port, an attacker can use session resumption
to bypass client certificate authentication requirements on these
servers. This vulnerability arises when TLS Session Tickets are used
and/or the SSL session cache are used in the default server and the
default server is performing client certificate authentication.”
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CVE-2025-23114

“A vulnerability in Veeam Updater component allows
Man-in-the-Middle attackers to execute arbitrary code on the
affected server. This issue occurs due to a failure to properly
validate TLS certificate.”
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The list...
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...goes...
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...on...

Jonathan Levin, https://www.pqconnect.net 11

https://www.pqconnect.net


TLS is a huge programming project

Deploying TLS requires integration into many protocols and
applications (similar with DTLS/QUIC)

Long list of TLS-related CVEs =⇒ this is not trivial

Big holes in deployment: Many applications still don’t use it at all

And... we need to make it Post-Quantum... ASAP!
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Meanwhile...
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Progress with PQ-TLS

Cloudflare reports roughly 34% of its TLS connections using PQC 1.

But still a long way to go to universal PQ-TLS deployment
1https://radar.cloudflare.com/adoption-and-usage
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But.. can we do more?
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Without needing to upgrade every application?
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VPNs

VPNs have a big software-engineering advantage:

Applications are protected automatically, without modification.

⇝ Add protection now while waiting for integration with PQ-TLS!
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VPNs

Some already use post-quantum cryptography, such as:

▶ Mullvad,

▶ Rosenpass, and

▶ OpenSSH-based VPNs (sntrup761 by default since 2022).
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Typical VPN Usage

1. VPN client routes traffic through encrypted tunnel to proxy.

Problem: Usually not end-to-end

2. VPN client talks directly through encrypted tunnel to
(multiple) pre-configured end-points

Problem: Need to configure endpoints in advance
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PQ-VPN

&& end-to-end?
&& automatic peer discovery?
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PQConnect

Like a VPN, PQConnect protects network traffic for all applications.

Unlike a VPN, PQConnect automatically discovers peers and
creates end-to-end post-quantum tunnels with them.
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PQConnect configuration

Client: Install PQConnect.

Server: Install PQConnect, and publish an announcement that the
server name supports PQConnect.

No peer-specific config needed
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Server Identification

How do PQConnect clients discover PQConnect servers?
(...without sending lots of extra requests?)
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Server Identification

Typical DNS query:
www.ndss-symposium.org. IN A?

Typical DNS response:
www.ndss-symposium.org. IN A 104.18.8.22

www.ndss-symposium.org. IN A 104.18.9.22
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Server Identification

Sometimes a bit more complicated.
DNS query:
www.amazon.com. IN A?

DNS Response:

www.amazon.com. IN CNAME tp.47cf2c8c9-frontier.amazon.com.

tp.4[...].amazon.com. IN CNAME d3ag4hukkh62yn.cloudfront.net.

d3ag4hukkh62yn.cloudfront.net. IN A 13.33.202.88

CNAMEs returned automatically.
Client follows chain to IP address, CNAMEs (usually) ignored.
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Server Identification

But we don’t have to ignore them

▶ DNS query:
www.pqconnect.net. in A?

▶ DNS Response:
www.pqconnect.net. IN CNAME pq1htvv9k4wk[...].pqconnect.net.

pq1htvv9k4wk[...].pqconnect.net. IN A 131.193.32.108
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Server Identification

pq1htvv9k4wkfcmpx6rufjlt1qrr4mnv[...].pqconnect.net

“pq1” → “I support PQConnect”
“htvv9k4w[...]” → “My public key hash is htvv9k4w[...]”

PQConnect clients see announcement and establish a tunnel.
Non-PQConnect clients see IP address and connect normally.
No extra requests sent to non-PQConnect servers
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Capturing Application Traffic
PQConnect filters packets to inspect incoming DNS responses.

PQConnect view:
IP 168.95.1.1.53 > 192.168.81.142.54712

www.ndss-symposium.org IN A 104.18.8.22

Not interesting → Accept

IP 168.95.1.1.53 > 192.168.81.142.59959

www.pqconnect.net. IN CNAME pq1[...].pqconnect.net.

pq1[...].pqconnect.net. IN A 131.155.69.126

NICE! We found a supporting server →
Rewrite 131.155.69.126 to local address that routes to PQConnect
(e.g., 10.59.0.2)
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Capturing Application Traffic

Application view:

getaddrinfo(‘www.ndss-symposium.org’, 80) = (‘104.18.8.22’, 80)

→ Send TCP handshake to 104.18.8.22

getaddrinfo(‘www.pqconnect.net’, 80) = (‘10.59.0.2’, 80)

→ Send TCP handshake to 10.59.0.2

Connection now routed through PQConnect!
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Hybrid Pre-/Post-Quantum KEX

PQConnect KEX uses 4 PKC schemes:

▶ Long-term: Classic McEliece & X25519

▶ Ephemeral: Streamlined NTRU Prime & X25519

Each PKC scheme layered “inside of” the next.
Forces sequential attacks (vs. parallel)

Security properties of the handshake formally proven
using Tamarin Prover2.

2https://tamarin-prover.github.io/
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Other nice things

▶ Long term keys are large, but efficiently cached

▶ Each packet symmetrically encrypted and authenticated with a
unique key

▶ Fast Key Erasure: Symmetric keys erased upon use, or at the
latest after two minutes

See paper for more details.
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PQConnect resources

Linux software release+docs: https://www.pqconnect.net

Get in touch: https://zulip.pqconnect.net

Questions?
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