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Train DNNs with Pre-trained Models
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Train DNNs with Pre-trained Models
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Applicability Authorization

* Prevent pre-trained models from being misused by proactively
restricting their transferability for harmful tasks.
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Malicious Probing

* Unauthorized transfer learning on pre-trained encoders
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EncoderLock for Applicability Authorization =

* Protecting the model’s applicability

Performance intact
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Protection Objectives
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Protection Objectives

Intactness and Restriction

Protection Robustness
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Protection Objectives

Intactness and Restriction Protection Robustness
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Protection Objectives

Intactness and Restriction Protection Robustness
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Protection Objectives

Intactness and Restriction Protection Robustness Prohibited Data Accessibility
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Domain-aware Weight Optimization

[ O1: Intactness and Restriction ]

* What to optimize:
o critical to the target domain
o not important to the source domain

Weight importance—
measured by gradient

I MNIST ~ EE3 USPS
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Domain-aware Weight Optimization

[ O1: Intactness and Restriction ]
* What to optimize:

o critical to the target domain

Weight importance—
o not important to the source domain measured by gradient

* How to optimize:
o EncoderLock loss

For optimization continuity
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Self-Challenging Training Scheme
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Self-Challenging Training Scheme

- L
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Self-Challenging Training Scheme

[ 0O2: Protection Robustness ]

L
Lo = Ls + Ry, where R = log(1 + ozL—S)
T

Northeastern
University

* How to ensure EncoderlLock’s protection on different downstream heads?
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Adapting Learning Methods to Data Acce55|b|I|ty

[03 Prohibited Data Accessibility ] Lei = Ls + R, where Ry = log(1 + a—)

4 Supervised EncoderLock\
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Adapting Learning Methods to Data Acce55|b|I|ty

[03. Prohibited Data Accessibility ] Lei = Ls + R, where Ry = log(1 + a—)

* Supervised EncoderlLock: cross entropy loss

LS — tce (xS’yS) LT = lce (xTJYT)

* Unsupervised EncoderlLock:

2/14/2025 Probe-Me-Not: Protecting Pre-trained Encoders from Malicious Probing

=

Data + Label from

4 Supervised EncoderLock\

\_ prohibited domain  /

4 Unsupervised EncoderLo

ck)

=

Only Data from

\_ prohibited domain

J

Positive pairs with i

Negative pairs with i




Adapting Learning Methods to Data Acce55|b|I|ty

[03 Prohibited Data Accessibility ] Lei = Ls + Ry, where R = log(1 + a—)
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Adapting Learning Methods to Data Acce55|b|I|ty

[03 Prohibited Data Accessibility ] Lei = Ls + R, where Ry = log(1 + a—)
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EncoderLock: Summary

The start of Round r for
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EncoderLock: Summary
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EncoderLock: Summary

Gradient flow Weight importance score Update critical
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EncoderLock: Summary

The start of Round r for Gradient flow Weight importance score Update critical
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Accuracy Drop (%)

EncoderLock Evaluation: Accuracy Drop

drop on source (imagenette)

drop on target (military vehicle)
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Zero-shot EncoderLock—Refined Prompt
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EncoderLock Evaluation: Latent Space
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Visualization the Focus on Encoder
Tank (Prohibited) Unprotected
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Thank you for listening!
Q&A

Ruyi Ding
Northeastern University

ding.ruy@northeastern.edu

rollinding.github.io
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