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Data Privacy:

Weight W
=% 6

Data x

x0T

S: keep W secret

C: keep x secret
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Secure Multiparty Computation

Model Holder y Evaluate y = M(W, x) Data Holder.
(Server, S) | . (Client, C) |
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n . x n P; input messages x; and receive y;
P2 ......
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Typical Solution: Secure Multiparty Computation



- Challenges of PPML (1) o o Sumnezs
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Fixed point multiplication 5 Multiplication over ring

Integer bit Frac bit Integer bit Frac bit

| |x|
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Naively
Dropped Dropped i Dropped Dropped
| Need a larger ring
Extra space ' Integer bit Frac bit
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Challenges of PPML (2)

Integer bit Frac bit Secure evaluation

B Deterministic b ¢y = f(x):y = trunc(x, £)

truncation
Truncation
‘ Protocol
Extra space t

Integer bit Frac bit

l" Zero bits

N,

Probabilistic
truncation
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With 217 - L
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error rate

Need a larger ring

Truncation is expensive !!!



- Quantization in PPML

Input x

Weight w

Layer |

Layer L

Output z = L(w, x)

X. W, Z are Fp32or Fp64
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De-quantization
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- Quantization in PPML

Challenges in Quantization PPML
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Fixed point scaler:
Require truncation
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- Quantization & Look-up table

Look-up table evaluation is all we need:

Quantized
input x’'

Quantized
Output z’'
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Weight w

Layer L

Quantization
z=L(w,x)
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Look-up T For Layer L

® No need for truncation
® No dependency on
internal computational

complexity.
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- Private look-up evaluation protocol
x = [x]y + [x]4 Evaluate [x] — [f(x)] using Look-up table
Input [x] = {[x]o, [x]1}
Shifted look-up table triple {[r], [f(")], ..., [f(r + n — 1) ]} []¥]1
0 LF(M]o f (M4
1.0penx —7r
1 f(r+ Do 1 f(r+ Dl
""" 2.select x — r thitem
xX—r [f ()]o X—r Lf ()]s
n—1]| [fr+n—-1];

O(1) online communication

Server knows f, but should not know 7!!!
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- Private look-up evaluation protocol

___________________________________________________________________________
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L (mg, ..., my) n — 1 I-bit messages

: (my, ..., my)\m;

'\\ Sender E.g.: can be constructed from log n ROT via GGM tree Receiver ,
// M = (mo, . m]', . mN) -|-|:.:|:|
/
| Left [ [ I ] ul [ []]
| shift + v Left shift
; shift NEEE_ ey

_ u
: » | BEN ] =T
| nxn H: —ul [ ] 1] v[ [T 1]
: C randomly generates j column, r, =j =2 = w
| . |
i (N-1, N)-ROT :;;f::h'ft s'—w=[T]y S Holds
1
: i-th row : [r]y =14, [T]s
' it by i u [ [ 1] + T[Iz[3]e] =s |
: N Shift by L . f |
: — S Pick 4, Left I
‘ nxn vlj_:D:' = Tol[2]s) shift Tbyr, =1 /I
= (my, ..., my) = [Tl Lookup positions It



- Optimization

Batch Scalar multiplications

Woo
Jox)=wo g x Wi
J1(x)=w, oX Wao

SaAx)=wn gx
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FoILf1(DIf2(1)

X0

Xo

Only need to reveal xo — 7, for all wy ;

Operator Fusion

BatchNorm
alization

z=gW),y=fx

z = F(x)

4

T = {F(0), F(1), ..., F(n — 1)}
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- Takeaway  ¥uimmee

® Fixed-point truncation in PPML introduces heavy overhead,
hindering its use in quantized evaluations.

® Our Private Lookup Table Evaluation Scheme bypasses
truncation, supporting both linear and nonlinear
computations.

® Our approach achieves 20-80x speedups over non-
quantized methods.
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