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Sharing Training Data can be Dangerous

There was NO Solution to protect Shared Data in Model Training

So, the Al Developers can do Whatever They Want

Big Hurdle in Deep Learning Industry
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Possible Attacks to Leak the Data

. Anything what
you can imagine

Leak-as-itself n Embed-to-model Bias-to-be-data  Invert-gradients

No one knows “How to prevent data leaks”
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Infeasibility of Complete Data Protection

» DLBox checks ﬁx) developed by an
Al developer

* Properties of allowed functions

1. Allowed functions can train an Al model

Conflicting goal!

2. We cannot get any information of input
(1.e., data sample) from their outputs

Trained model always accompanies some sort of data leakage
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There is no need to prioritize or

discriminate a specific sample

Benign model training I What DLBox allows

Model training

Question

Benigh Model Training?

attempt to
ning data
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DGM-Rules: Rules for Benign Model Training
Sample 1 Sample 2 Sample N
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¥ G radients back propagated from loss value
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DL-Sandbox: Sandboxing Al Developer’'s Code

samples, labels = sample_init()
print("[mnist] start running...")

DATA_MEAN (samples / 255.0).mean(axis=(0, 1, 2))

DATA_STD (samples / 255.0).std(axis=(0, 1, 2))

print(f"[mnist] data_mean: {DATA_MEAN}, data_std: {DATA_STD}")

transforms = Compose( |
Tensor.numpy,

Image.fromarray,
ToTensor(),

Normalize(DATA_MEAN, DATA_STD)
1)

print("[mnist] fit model...")

dataset = TensorDataset(samples, labels, transforms=transforms)
loader = Dataloader(dataset, batch_size=32, shuffle=True)

traitner = pytorch_lightning.Tratner(gpus=1, max_epochs=10)
model = LitClassifier()

trainer.fit(model, train_dataloaders=loader)

print(“[mnist] done")
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transforms

samples, labels = sample_init()
print("[mnist] start running...")

DATA_MEAN (samples / 255.0).mean(axis=(0, 1, 2))
DATA_STD (samples / 255.0).std(axis=(0, 1, 2))

N space
Normalize(DATA_MEAN, DATA_STD) Space
1)
print("[mnist] fit model...") Address Space w/o DL-Sandbox (UNSAFE)

dataset = TensorDataset(samples, labels, transforms=transforms)
loader = Dataloader(dataset, batch_size=32, shuffle=True)

print(f"[mnist] data_mean: {DATA_MEAN}, data_std: {DATA_STD}")

transforms = Compose( [
Tensor.numpy,

Image.fromarray,
ToTensor(),

Al developers have

tratner = pytorch_lightning.Tratner(gpus=1, max_epochs=10)
model = LitClassifier()

full control over the data

trainer.fit(model, train_dataloaders=loader)

print("[mnist] done")
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DL-Sandbox: Sandboxing Al Developer’'s Code

samples, labels = sample_uintit()

print("[mnist] start running...")

DATA_MEAN (samples / 255.0).mean(axis=(0, 1, -
DATA_STD (samples / 255.0).std(axis=(0, 1, Z

print(f"[mnist] data_mean: {DATA_MEAN}, data_std: {DATA_STD}")

transforms = Compose( [
Tensor.numpy,

Image.fromarray,
ToTensor(),
Normalize(DATA_MEAN, DATA_STD)

1)

Unsafe Address Space Safe Address Space
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dataset = TensorDataset(samples, labels, transforms=transforms)
loader = Dataloader{dataset, batch size32, shuffle=True) Isolated Address Space by DL-Sandbox (SAFE)
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samples, labels'= sample_init()
print("[mnist] start running...")

DATA MEAN (samples / 255.0).mean(axis=(0, 1, 2))
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Proxy to reference data
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samples, labels = sample_intit()

print("[mnist] start running...")

transforms

DATA_MEAN (samples / 255.0).mean(axis=(0, 1, 2))
DATA_STD (samples / 255.0).std(axis=(0, 1, 2))

print(f"[mnist] data_mean: {DATA_MEAN}, data_std: {DATA_STD}")

transforms = Compose(|
lensor.numpy,

Image.fromarray,
ToTensor(),

Normalize(DATA_MEAN, DATA_STD)
1)

Unsafe Address Space Safe Address Space

print("[mnist] fit model...")

dataset = TensorDataset(samples, labels, transforms=transforms)
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- print(“[mnist] done")
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samples, labels/= sample_init() Proxy|abe|s e ————T T m

print("[mnist] start running...") API
transforms

DATA MEAN (samples / 255.0).mean(axis=(0, 1, 2))

DATA_STD (samples / 255.0).std(axis=(0, 1, 2)) -
dataset

print(f"[mnist] data_mean: {DATA_MEAN}, data_std: {DATA_STD}")

transforms = Compose(|
lensor.numpy,

Image.fromarray,

ToTensor( ),

Normalize(DATA_MEAN, DATA_STD) ﬁ
Unsafe Address Space Safe Address Space n

1)

print("[mnist] fit model...")

dataset =T "Dat t samples, labels, transforms=transforms
Loader = Dafgiztadzr“?(?:tas,et, patch_s1ze=32, shuttle=lrue) ISOIated AddreSS Space by DL-SandbOX (SAFE)
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model = LitClassifier() Attackers cannot directly access or mOdlfy data

trainer.fit(model, train_dataloaders=loader)

Proxy to reference data & Operations through API
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samples, labels/= sample_init() Proxy|abe|s e ————T T m

print("[mnist] start running...") API
transforms

DATA MEAN (samples / 255.0).mean(axis=(0, 1, 2))

DATA_STD (samples / 255.0).std(axis=(0, 1, 2))
Proxydataset I I dataset

print(f"[mnist] data_mean: {DATA_MEAN}, data_std: {DATA_STD}")
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DL-Sandbox: Sandboxing Al Developer’'s Code

samples, labels = sample_init() |:)|"0)(ylab{_:‘|S -

print("[mnist] start running...") API
transforms

DATA MEAN (samples / 255.0).mean(axis=(0, 1, 2))

DATA_STD (samples / 255.0).std(axis=(0, 1, 2))
Proxydataset I I dataset

print(f"[mnist] data_mean: {DATA_MEAN}, data_std: {DATA_STD}")

transforms = Compose(| Proxyloader e e e e -

lensor.numpy,

Image.fromarray,
ToTensor(),

Normalize(DATA_MEAN, DATA_STD)
1)

_labels
(D

4\
Unsafe Address Space Safe Address Space n

print("[mnist] fit model...")

dataset =T "Dat t samples, labels, transforms=transforms
Loader = Dafgiz;dzrafj:taset: patch_s1ze=32, shuttle=lrue) ISOIated AddreSS Space by DL-SandbOX (SAFE)
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Proxy to reference data & Operations through API
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print("[mnist] done")




DL-Oracle: Taint Tracking Operations on Data

samples, labelsf= sample_uinit() Proxylabels -

print("[mnist] start running...") API
transforms

DATA_MEAN = (samples / 255.0).mean(axis=(0, 1, 2))

DATA_STD (samples / 255.0).std(axis=(0, 1, 2))
Proxydataset I I dataset

print(f"[mnist] data_mean: {DATA_MEAN}, data_std: {DATA_STD}")

transforms = Compose(| F-)|'0)(y|“_Ja‘:k;}r e e e e -

lensor.numpy,

Image.fromarray,
ToTensor(),
Normalize(DATA_MEAN, DATA_STD)

1)

_labels
(D

d)
Unsafe Address Space Safe Address Space U

print("[mnist] fit model...")

dataset =T "Dat t samples, labels, transforms=transforms
Loader = Dafgiz;dzraz:taset: patch_s1ze=32, shuttle=lrue) ISOIated AddreSS Space by DL-SandbOX (SAFE)

traitner = pytorch_lightning.Tratner(gpus=1, max_epochs=10)
model = LitClassifier()

trainer.fit(model, train_dataloaders=loader)

print(“[mnist] done")
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DL-Oracle: Taint Tracking Operations on Data

. Proxysamples R ————— NS

samples, labels = sample_intit()
transforms
DATA MEAN (samples / 255.0).mean(axis=(0, 1, 2))
DATA_STD (samples / 255.0).std(axis=(0, 1, 2)) F)
roxydataset

print(f"[mnist] data_mean: {DATA_MEAN}, data_std: {DATA_STD}")

transforms = Compose( [ Proxy|oader [ ————— - loader

lensor.numpy,

Image.fromarray,

ToTensor( ),

Normalize(DATA_MEAN, DATA_STD) ﬁ
Unsafe Address Space Safe Address Space n

print("[mnist] start running...")

1)

print("[mnist] fit model...")

dataset =T "Dat t samples, labels, transforms=transforms
Loader = Dafgiz;dzrafj:taset: patch_s1ze=32, shuttle=lrue) ISOIated AddreSS Space by DL-SandbOX (SAFE)

traitner = pytorch_lightning.Tratner(gpus=1l, max_epochs=10)

podel = LitClassifier() Taint track all operations on data

trainer.fit(model, train_dataloaders=loader)

print("[mnist] done")
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DL-Oracle: Taint Tracking Operations on Data

. Proxysamples R ————— NS

samples, labels = sample_intit()
transforms
DATA MEAN (samples / 255.0).mean(axis=(0, 1, 2))
DATA_STD (samples / 255.0).std(axis=(0, 1, 2)) F)
roxydataset

print(f"[mnist] data_mean: {DATA_MEAN}, data_std: {DATA_STD}")

transforms = Compose( [ Proxy|oader [ ————— - loader

lensor.numpy,
Image.fromarray, _
ToTensor( ), trainer ﬁ

Normalize(DATA_MEAN, DATA_STD)
Unsafe Address Space Safe Address Space n

print("[mnist] start running...")

1)

print("[mnist] fit model...")

dataset =T "Dat t samples, labels, transforms=transforms
Loader = Dafgiz;dzrafj:taset: patch_s1ze=32, shuttle=lrue) ISOIated AddreSS Space by DL-SandbOX (SAFE)

traitner = pytorch_lightning.Tratner(gpus=1, max_epochs=10)

ORI+ Classifier() Taint track all operations on data

trainer.fit(model, train_dataloaders=loader)

print("[mnist] done")
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DL-Oracle: Taint Tracking Operations on Data

. Proxysamp|es I I B S S B . -
samples, labels/= sample_intit() Proxy|abe|s T —————

print("[mnist] start running...")

transforms

DATA_MEAN (samples / 255.0).mean(axis=(0, 1, 2))
DATA_STD (samples / 255.0).std(axis=(0, 1, 2))

Proxydataset ST
print(f"[mnist] data_mean: {DATA_MEAN}, data_std: {DATA_STD}")

transforms = Compose( [ Proxymder

lensor.numpy,

Image.fromarray,
ToTensor(), trainer

Normalize(DATA_MEAN, DATA_STD)
1)

Q\ III:III
. S s Space
print("[mnist] fit model...")

dataset =T "Dat t samples, labels, transforms=transforms
Loader = Dafgiz;dzrafj:taset: patch_s1ze=32, shuttle=lrue) ISOIated AddreSS Space by DL-SandbOX (SAFE)

Unsafe Address Space S¢

traitner = pytorch_lightning.Tratner(gpus=1, max_epochs=10)

QO Clacsizier(] ; Taint track all operations on data

trainer fitlmodeT train_dataloaders=loader

print("[mnist] done")
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DL-Oracle: Taint Tracking Operations on Data

® Proxysamples TemEmEmE o
samples, labels = sample_init() Proxy|abe|s

print("[mnist] start running...")

transforms

DATA_MEAN (samples / 255.0).mean(axis=(0, 1, 2))
DATA_STD (samples / 255.0).std(axis=(0, 1, 2))

Proxydataset
print(f"[mnist] data_mean: {DATA_MEAN}, data_std: {DATA_STD}")

transforms = Compose( [ Proxymder

lensor.numpy,

Image.fromarray,
ToTensor(), trainer

Normalize(DATA_MEAN, DATA_STD)
Unsafe Add_ Mo%€! Hg

1)

print("[mnist] fit model...")

dataset =T "Dat t samples, labels, transforms=transforms
Loader = Dafgiz;dzrafj:taset: patch_s1ze=32, shuttle=lrue) ISOIated AddreSS Space by DL-SandbOX (SAFE)

traitner = pytorch_lightning.Tratner(gpus=1, max_epochs=10)

ORI+ Classizier() ; Taint track all operations on data

trainer fit modec ™ train _dataloaders=loader

Return model only when DGM-Rules are satisfied
19

print("[mnist] done")




Implementation of DLBox

* Implemented on Py lorch library to support real-world datasets
and ML models.

» Used confidential computing (i.e., AMD SEVSNP) to protect
Integrity and confidentiality.
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Security Evaluation

 Number of samples leaked by one transfer of the (seemingly trained) model
Security Attack Training dataset

measure method Cifar10 UTKFace

Baseline
(no security)

ChestXray

Leak-as-itself 60000 (100%) 20000 (100%) 15000 (100%)

FormatEnforce | Embed-to-model 17060 5685 1853

AccuracyEnforce | Bias-to-be-data 2470 113 53

ManualCheck Invert-gradients 4

DLBoX Model-inversion

I
II
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Performance Evaluation

* Performance overheads on training image & language models
* 4% overheads of training time on average

1200
. 345000-
~ " Baseline Prepare Baseline
B DL-unsafe /] Augment 340000 DL-unsafe
O DLBox [0 Update © | DLBox
300 P 335000
- =
3= g= T Prepare
2z S 15000 |
= Z 15000 /1 Augment
=S 0 S [ Update
£ = 10000-
5000-
1 EEL jEo) 7 e o ' { ' e . 0L ————— FrEE . |
: SimpieiMplec, €SneP0bitey,.,  S'MplefMplec, €SNeP0bilsy,.,  MplefMplec,,€SneF0bif Fen Yert-bage St lar P-base IPE2
efc 'Plecn, '€ "Fllengt efc 'Plecn, ~''€U "Fllengt efc 'Plecn, ~''€C "llengt S ge
Cifar10 UTKFace ChestXray  SpinalCordMRI Se”t'ﬂga' | Tran  Lang-Model
Experiment settings Xperiment settings

Image models Language models



DLBox: Conclusion
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DLBox: Conclusion

* We design a new model training framework to protect
training data
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DLBox: Conclusion

* We design a new model training framework to protect
training data

 DLBoXx can foster the data sharing by protecting the right of
data owners
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Thank you



