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Email account setup: Thunderbird as an Example

 Typically, all we need to enter is the email address and password.

Set Up Your Existing Email Address

To use your current email address fill in your credentials.
Thunderbird will automatically search for a working and recommended server configuration.

Your full name

‘ alice ©) ‘

Email address

‘ alice@example.com O ‘

Password

4 Remember password

Configure manually Cancel




Email account setup: Thunderbird as an Example

 Typically, all we need to enter is the email address and password.

However, if that fails, manual configuration is required.

A\ Thunderbird failed to find the settings for your email

account

Manual configuration

INCOMING SERVER

Protocol:
Hosthame:
Port:

Connection security:

Authentication method:

Username:

$

IMAP

Protocol: IMAP / POP3 / SMTP

‘ .example.com

B

None

Autodetect

E Hostname: ?
|
Port: ?
— . .
v Connection security:
v Autodetect / None / STARTTLS / TLS

alice@example.com




Email account setup: Thunderbird as an Example

 Typically, all we need to enter is the email address and password.

- However, if that fails, manual configuration is required.

A\ Thunderbird failed to find the settings for your email

account

Manual configuration

INCOMING SERVER

Protocol:
Hosthame:
Port:

Connection security:

Authentication method:

Username:

$

IMAP

£7 —
® ©

- How to fill in these

-

configurations? Where to get it?

Protocol: IMAP / POP3 / SMTP

‘ .example.com

B

None

Autodetect

E Hostname: ?
|
Port: ?
— . .
v Connection security:
v Autodetect / None / STARTTLS / TLS

alice@example.com




Email auto-configuration

- Define: Automates the configuration process in email clients.

« We identified 6 common auto-configuration mechanisms involving

both servers and clients.

* (To be) Standardized mechanisms:

. [i Autodiscover / o Autoconfig / T\f/w:i SRV service discovery

: , (RFC 6186 and 8314)
- Besides, depend on clients:

« Built-in list / Heuristic guessing / Default settings.



The workflow of email auto-configuration

K |XML| ﬁ

) n o
. m autodiscover.xml

Web Server —

|

Built-in list ¥ config-v1.1.xml
v
ESH j 0 K
% SMTP S — ) ..
Heuristic i = = » BB @ Email administrators pre-
guessing . IMAP/POP3 . . . .
1 Email Client Mail Server Publish configurations in
A
&:} : 0 web or dns server.
Default a ‘
setting
a (@ oo ] =
> n —
u@

DNS Server SRV Record



Example of autodiscover.xml & config-v1.1 xml

1 <Autodiscover xmlns="http://schemas.microsoft.com/exchange/: 1 <c1ientCon'Fig version="1.1">

2 <Response xmlns="http://schemas.microsoft.com/exchange/: ) <emailProvider id="examp1e.com">

3 <Account> . .

4 <AccountType>email</AccountType> 3 <domain>example.com</domain>

5 <Action>settings</Action> = <incomingServer type="imap">

6 <Protocol> 5 <hostname>imap.example.com</hostname>
/ <Type>IMAP</Type> 6 <port>993</port>

8 <Server>imap.example.com</Server>

5 <Port>993</Port> 7 <socketType>SSL</socketType>

10 <SSL>on</SSL> 8 <authentication>password-cleartext</authentication>
11 <Encryption>SSL</Encryption> 9 <username/>

2 <SPA>off</SPA> 10 </incomingServer>

13 </Protocol>

14 <Protocol> 11 <outgoingServer type="smtp">

15 <Type>SMTP</Type> 12 <hostname>smtp.example.com</hostname>
16 <Server>smtp.example.com</Server> 13 <port >465</p0l‘t>

17 <Port>465</Port>

15 <SSL>on</SSL> 14 <socketType>SSL</socketType>

19 <Encryption>SSL</Encryption> 15 <authentication>password-cleartext</authentication>
20 <SPA>off</SPA> 16 <username/>

21 </Protocol> 17 </outgoingServer>

22 </Account> . .

53 </Response> 18 </emailProvider>

24  </Autodiscover> </clientConfig>

[1] “IMS-OXDSCLI]: Autodiscover HTTP Service Protocol,” https://msopenspecs.azureedge.net/files/MS-OXDSCLI/%5bMS-OXDSCLI1%5d-210817.pdf

[2] “Mail Autoconfig,” Internet Engineering Task Force, Internet-Draft draft-bucksch-autoconfig-00, https://datatracker.ietf.org/doc/draft-bucksch-autoconfig/00/ .



Example of autodiscover.xml & config-v1.1 xml

1 <Autodiscover xmlns="http://schemas.microsoft.com/exchange/: 1 <c1ientCon'Fig version="1.1">

2 <Response xmlns="http://schemas.microsoft.com/exchange/: ) <emailProvider id="example.com">

3 <Account> . .

4 <AccountType>email</AccountType> 3 <domain>example.com</domain>

5 <Action>settings</Action> 4 <incomingServer type="imap">

6 <Protocol> 5 I <hostname>imap.example.com</hostname> I
7 <Type>IMAP</Type> 6 <port>m</port>

8 <Server>imap.example.com</Server> I

5 TS S TS B 7 <socketType>SSL</socketType>

10 <SSL>on</SSL> 8 <authentication>password-cleartext</authentication>
11 <Encryption>SSL</Encryption> o) fsnnearnama />

12 [ ] [ ] [ ]

- <Server> [1] or <hostname> [2] determine the destination to
14 M M

- which the client connects.

16 <Server>smtp.example.com</Server> 13 <port >465</p0l‘t>

17 <Port>465</Port> 14 p ketT >SSL</ ketT N

18 <SSL>on</SSL> socketlype socketlype

19 <Encryption>SSL</Encryption> 15 <authentication>password-cleartext</authentication>
20 <SPA>0ff</SPA> 16 <username/>

21 </Protocol> 17 </outgoingServer>

22 </Account> 18 i1p id

23 </Response> f/emal I:OVJ' er>

24  </Autodiscover> 19 </clientConfig>

[1] “IMS-OXDSCLI]: Autodiscover HTTP Service Protocol,” https://msopenspecs.azureedge.net/files/MS-OXDSCLI/%5bMS-OXDSCLI1%5d-210817.pdf
[2] “Mail Autoconfig,” Internet Engineering Task Force, Internet-Draft draft-bucksch-autoconfig-00, https://datatracker.ietf.org/doc/draft-bucksch-autoconfig/00/ o



Example of autodiscover.xml & config-v1.1 xml

1 <Autodiscover xmlns="http://schemas.microsoft.com/exchange/: 1 <clientConfig version="1.1">

2 <Response xmlns="http://schemas.microsoft.com/exchange/: ) <emailProvider id="example.com">

3 <Account> . .

4 <AccountType>email</AccountType> 3 <domain>example.com</domain>

5 <Action>settings</Action> = <incomingServer type="imap">

6 <Protocol> 5 <hostname>imap.example.com</hostname>
/ <Type>IMAP</Type> 6 <port>993</port>

8 <Server>imap.example.com</Server>

9 <Port>993</Ports 7 <socketType>SSL</socketType>

10 I <SSL>on</SSL> I 8 <authentication>password-cleartext</authentication>
11 <Encryption>SSL</Encryption> 9 <username/>

1; . m_ifﬁfi?ffdspm 10 </incomingServer>

1: <SSL>, <Encryption> [1], or <socketType> [2] determine

16 whether an encrypted connection (client —~ mail server) is

[ J
13 required. .
19 ity p A Son g Eit y p s - .y~ [authentication>
20 <SPA>off</SPA> 16 <username/>
21 </Protocol> 17 </outgoingServer>
22 </Account> . .
53 </Response> 18 </emailProvider>
24  </Autodiscover> 19 </clientConfig>

[1] “IMS-OXDSCLI]: Autodiscover HTTP Service Protocol,” https://msopenspecs.azureedge.net/files/MS-OXDSCLI/%5bMS-OXDSCLI1%5d-210817.pdf
[2] “Mail Autoconfig,” Internet Engineering Task Force, Internet-Draft draft-bucksch-autoconfig-00, https://datatracker.ietf.org/doc/draft-bucksch-autoconfig/00/ o



Definition of SRV service discovery
- RFC 6186 [1] & RFC 8314 [2]

« A method for locating email submission and access services, specifying the hostname, port,

and connection type (i.e., whether TLS is supported).

« Lower Priority values are preferred.

<service labels>. <example.com> SRV <Priority> <Weight> <Port> <Hostname>

An example of service records

(_imap._tcp.example.com SRV 0 0 143 . \
_imaps. tcp.example.com SRV 0 1 993 imap.example.com.  Preferred
_pop3. tcp .example.com SRV 0 0 110 .

K_pop35._tcp .example.com SRV 101 995 pop3.example.com. J

[1] “Use of SRV records for locating email submission/access services,” RFC, vol. 6186, pp. 1-9, 2011. [Online]. Available: https://doi.org/10.17487/RFC6186
[2] “Cleartext considered obsolete: Use of transport layer security (TLS) for email submission and access,” RFC, vol. 8314, pp. 1-26, Jan. 2018. [Online]. Available:
https://doi.org/10.17487/RFC8314 10



The workflow of email auto-configuration

@ Client retrieves configurations through

HTTP requests. O s
> n o
. m autodiscover.xml

— Web Server —
=k o a 4 o
@
|

BUIlt -in list config-v1.1.xml

® Client refers

to other . i . 0 SMTP
PN

mechanisms. ;I:::::; z IMAP/POP3

O
o —
> B @ Email administrators pre-

1 Email Client Mail Server Publish configurations in
A

&)} : 0 web or dns server.
Default a
setting

e D SRV

> n —
u@

DNS Server | SRV Record
@ Client retrieves configurations through DNS requests. 11




Configuration HTTP requests - Autoconfig

« Autoconfig requests [1]
e.g., alice@example.com

l HTTP GET request

-
http(s)://autoconfig.example.com/mail/config-v1.1.xml?emailaddress=alice@example.com

https://example.com/.well-known/autoconfig/mail/config-v1.1.xml?emailaddress=alice@example.com

=

l HTTP GET request based on MX hostname

(example.com. MX 0 mx.backoff.target.com.

https://autoconfig.backoff.target.com/mail/config-v1.1.xml?emailaddress=alice@example.com
https://autoconfig.target.com/mail/config-v1.1.xml?emailaddress=alice@example.com

\...
l Local import

[ %USER CONFIGURATION DIR%/isp/example.com.xml

[1] “Mail Autoconfig,” Internet-Draft draft-bucksch-autoconfig-00, https://datatracker.ietf.org/doc/draft-bucksch-autoconfig/00/ 12



Configuration HTTP requests - Autodiscover, similarly

« Autodiscover requests [1]
e.g., alice@example.com
l HTTP POST request

http://example.com/autodiscover/autodiscover.xml
https.//autodiscover.example.com/autodiscover/autodiscover.xml

l SRV for Autodiscover server, then POST

_autodiscover. tcp.example.com. SRV 0 0 443 target.com.
https.//target.com/autodiscover/autodiscover.xml

l HTTP GET for initial, POST for redirection

[http://autodiscover.example.com/autodiscover/autodiscover.xml ]

[1] “[MS-OXDISCO]: Autodiscover HTTP Service Protocol,” https://msopenspecs.azureedge.net/files/MS-OXDISCO/%5bMS-OXDISCO%5d-210817.pdf 13



Configuration DNS requests - SRV service labels

* SRV requests
« RFC 6186 [1] and 8314 [2] define 6 service labels based on the combination

of the protocol and the security mechanism.

e.g., alice@example.com

Plaintext or STARTTLS J implicit TLS
4 . N\ . )
_submission. tcp.example.com _submissions. tcp.example.com
_imap._tcp.example.com _imaps._tcp.example.com
K_pop3._tcp.examp|e.com K_pop3s._tcp.examp|e.com

J J

[1] “Use of SRV records for locating email submission/access services,” RFC, vol. 6186, pp. 1-9, 2011. [Online]. Available: https://doi.org/10.17487/RFC6186
[2] “Cleartext considered obsolete: Use of transport layer security (TLS) for email submission and access,” RFC, vol. 8314, pp. 1-26, Jan. 2018. [Online]. Available:
https://doi.org/10.17487/RFC8314 14



Other mechanisms - E.q., built-in list
* Built-in configuration information for popular mail providers.

« For example, ISPDB [1], maintained by Thunderbird, is widely used on the
client side (14/29 in our tests).

© autoconfig Pubiic ®Watch 12 v Y Fork 39 ~  YY Star 55

¥ master ~ ¥ 7 Branches © Tags Q Gotofile t Add file ~ <> Code ~ About

The ISPDB, Thunderbird's database of

% BaleshSrle Added mail settings for TEOL.net & Vivaldi.net (#125) 5bb82e7 - 2 months ago ‘Cl) 339 Commits mail configuration files.
B github/workflows Add BOM check to GitHub workflow last year @ autoconfig.thunderbird.net/v1.1/
B docs Add Himalaya 5 months ago thunderbird imap mozilla sttp
pop3 autoconfig ispdb
B ispdb Added mail settings for TEOL.net & Vivaldi.net (#125) 2 months ago
Q0 Readme
B tools Remove code to convert to the autoconfig v1.0 file format. (... 2 years ago .
&8 MPL-2.0 license

Include the configuration of most ISPs with a
market share of more than 0.1%.

0 README &8 MPL-2.0 license 7 Report repository

) . ) . Releases
ISPDB - Generic database of mail server configuration

5 X i : 3 No releases published
It contains the server names and configuation for almost all large ISPs in the world. Most ISPs with a user base of

more than 0.1% are included here.

[1] “Ispdb - generic database of mail server configuration,” https://github.com/thunderbird/autoconfig/tree/master/ispdb 15



Research questions

* What security threats exist in email auto-configuration?

« Configuration information transmitted securely?
« Server-provided configuration instructing client to establish

secure connections?

« How extensive is their impact on email services?

* Misconfigured servers? Flawed client implementation?

16



Attack goal

. Type-I: Connecting to attacker-controlled servers; @ @ Compromised

Tampering configuration Kl
o —

m > . m autodiscover.xml

— Web Server —

=X o a :ﬂ T
|

BUIlt in list config-v1.1.xml

. i O svir or—
= | < nkd

Heuristic >

guessing ' IMAP/POP3
Email Client Mail Server

&3 | |
Q@
Default a ‘
setting
SRV

(=]
° - @ =

DNS Server SRV Record

17



Attack goal

« Type-I: Connecting to attacker-controlled servers, % @-}4 Compromised

Tampering configuration Kl
o —

) > . m autodiscover.xml
- m Web Server —
=L (2 N o 4 T
G S |
Built-in list S n config-v1.1.xml
| v Sa |
v
TesT K
= | O svrr - —
Heuristic F— = |MAP/POP3 > .%
guessing .
! Email Client Attacker-controlled Server
4 |
|
Default a ‘0
setting
(@ oo ] SRV
B ¢ —
> —_
o (o

DNS Server SRV Record

18



Attack goal

 Type-lI: Leaking credentials.

2 L_ Uncontrollable
XML

K
> N
. m autodiscover.xml
- Web Server —
:ﬁ a 4 XML
ot I
Bu'lt In list | n config-v1.1.xml
ﬁ K
§- -0 9 is
Heuristic Y 0
guessing IMAP/POP3

! Email Cliel Stealing credentials ail Server
A
ac !
Default a ‘0
setting
e (@ oo ] SRV
> n —
G@

DNS Server SRV Record

* We do not consider DNS resolve-related threats here as it is applied to all network application relying on domains. 19




Attack case (A2.1): Inadequate eTLD validation

 Inadequate eTLD validation when extracting the domain part of an email

address to construct an Autoconfig request.

w Type-I: Connecting to attacker-controlled servers,

« For admin@example.com, the following conditions are required:
« example.com has not deployed Autoconfig.
« MX hostname for example.com is an eTLD+1 (e.q., provider.co.uk).

« Attacker can register autoconfig.co.uk.

20



Attack case (A2.1): Inadequate eTLD validation

admin@example.com HTTP Request:
https://autoconfig.example.com/mail/config- [ example.com ]
l vl.1.xml?emailaddress=admin@example.com o
eee r
/Q\ Construct candidate list % > W.b? ;
Victim 404 Status, no config found. e Serve

__I DNS MX Query
B=

Email Client

A\ 4

Back-off MX, construct
candidate list

Autoconfig

21



Attack case (A2.1): Inadequate eTLD validation

admin@example.com HTTP Request:
https://autoconfig.example.com/mail/config- [ example.com ]
l vl.1.xml?emailaddress=admin@example.com e
O e | ., E[]
N\ Construct candidate list % - Web Server
Victim 404 Status, no config found.
[ ns.example.com ]
l Y DNS MX Request: example.com P
DNS MX Query < > '®
i__l DNS Response: example.com MX provider.co.uk o
ry - DNS Server

Email Client

A\ 4

Back-off MX, construct
candidate list

Autoconfig

22



Attack case (A2.1): Inadequate eTLD validation

admin@example.com HTTP Request:
https://autoconfig.example.com/mail/config- [ example.com ]
l vl.1.xml?emailaddress=admin@example.com e
O ; e , m]
N\ onstruct candidate list < - Web Server
Victim 404 Status, no config found.
[ ns.example.com ]
v DNS MX Request: example.com Py
DNS MX Query < > '@
i__l DNS Response: example.com MX provider.co.uk o
ry - DNS Server

Email Client .
[ autoconfig.co.uk ]

A 4 / ; |
WWW
Back-off MX, construct A4

candidate list Web Server

] 4 Register
Autoconfig I  autoconfig.co.uk

2

Attacker

23



Attack case (A2.1): Inadequate eTLD validation

O
M

Victim

|
=

Email Client

admin@example.com HTTP Request:
https://autoconfig.example.com/mail/config-
l vl.1.xml?emailaddress=admin@example.com

[ example.com ]

Construct candidate list

A

404 Status, no config found.

v DNS MX Request: example.com

K
[ @ pr—
- m]

Web Server

[ ns.example.com ]

DNS MX Query

A

DNS Response: example.com MX provider.co.uk

HTTP Request:
https://autoconfig.co.uk/mail/config-
vl.1.xml?emailaddress=admin@example.com

A\ 4

Back-off MX, construct

L&D
o=

DNS Server

[ autoconfig.co.uk ]

»

didate list
celnelieEns [l < 200 Status, config found.

Autoconfig

AT
WWwWw

A4

Web Server

4
|

2

Attacker

Register
autoconfig.co.uk

24



Attack case (A2.1): Inadequate eTLD validation

admin@example.com HTTP Request:
https://autoconfig.example.com/mail/config- [ example.com ]
l vl.1.xml?emailaddress=admin@example.com e
o —
0 o - md
N\ Construct candidate list < ~  Web Server
Victim 404 Status, no config found.
[ ns.example.com ]
v DNS MX Request: example.com Py
DNS MX Query - . owe
__I DNS Response: example.com MX provider.co.uk o
ry - DNS Server
Email Client HTTP Request: [ autoconfig.co.uk ]
https://autoconfig.co.uk/mail/config-
! vl.1.xml?emailaddress=admin@example.com PraN
WWW
Back-off MX, construct R A4
didate list < -
candicate 1 200 Status, config found. Web ierver Register
Autoconfig I  autoconfig.co.uk
. -2
* OK [CAPABILITY IMAP4revl AUTH=PLAIN] Dovecot ready Attacker
Connecting to attacker- V LOGIN admin passwords

controlled server N



Attack case (A10.1): Inconsistent connection type

« The server administrator published both config-v1.1.xml and autodiscover.xml

at the same time, but the configurations contained were inconsistent.

@ Type-II: Leaking credentials,

« For example,

1 <clientConfig version="1.1"> 3 <Account>

2 <emailProvider id="example.com"> 4 <AccountType>email</AccountType>
3 <domain>example.com</domain> 5 <Action>settings</Action>

4 <incomingServer type="imap"> 6 <Protocol>

5 <hostname>imap.example.com</hos / <Type>IMAP</Type>

6 <port>993</port> 8 <Server>imap.example.com</Server>
7 <socketType>SSL</socketType> 9 <Port>143</Port>

8 <authentication>password-cleart 16  <SSL>off</SSL>

9 <username/> 11  <SPA>on</SPA>
10 </incomingServer> 12 </Protocol>

config-v1.1.xml autodiscover.xml
0 TLS-protected © Plaintext

26



Attack case (A10.1): Inconsistent connection type

admin@example.com HTTP GET Request: [ example.com ]
https://autoconfig.example.com/mail/config- —
1 v1.1.xml?emailaddress=admin@example.com or— 0 TLS-protected
. i
/()\ Autoconfig Query 1 yard [Q Drop packet Web Server
Victim

i-__—l _ Autoconfig Query 2

Email Client

Autodiscover Query

Auto-configuration

27



Attack case (A10.1): Inconsistent connection

admin@example.com HTTP GET Request: [ example.com ]
https://autoconfig.example.com/mail/config-
1 v1.1.xml?emailaddress=admin@example.com m 0 TLS-protected
|
/()\ Autoconfig Query 1 yard [Q Drop packet Web Server
Victim
HTTP GET Request: [ example.com ]
l https://example.com/.well-known/autoconfig/mail/co
__I nfig-v1.1.xml?emailaddress=admin@example.com ° TLS-protected
. -| |
i__ i Autoconfig Query 2 X'IQX Drop packet Web Sorver

Email Client

Autodiscover Query

Auto-configuration

28



Attack case (A10.1): Inconsistent connection

admin@example.com HTTP GET Request: [ example.com ]
https://autoconfig.example.com/mail/config- —
1 v1.1.xml?emailaddress=admin@example.com ﬁ TLS-protected
/()\ Autoconfig Query 1 yard [Q Drop packet Web Server
Victim
HTTP GET Request: | example.com |
l https://example.com/.well-known/autoconfig/mail/co
nfig-v1.1.xml?emailaddress=admin@example.com —— TLS-protected
. mC]
i'-.-l - Autoconfig Query 2 X’[Q Drop packet Web Server

Email Client [ ]
example.com

HTTP POST Request:

https://autodiscover.e?(ample.com/autodiscover/auto O g Plaintext
discover.xml “m
o

[

Autodiscover Query 3 e wons
200 Status, config found. eb Server

Auto-configuration

29



Attack case (A10.1): Inconsistent connection

admin@example.com HTTP GET Request: [ example.com ]
https://autoconfig.example.com/mail/config- —
1 v1.1.xml?emailaddress=admin@example.com ﬁ TLS-protected
/()\ Autoconfig Query 1 yard [Q Drop packet Web Server
Victim
HTTP GET Request: | example.com |
l https://example.com/.well-known/autoconfig/mail/co
__I nfig-v1.1.xml?emailaddress=admin@example.com —— TLS-protected
. m]
i__ i Autoconfig Query 2 )(.A Drop packet Web Server
Email Client [ examble.com ]
HTTP POST Request: pre-
https://autodiscover.example.com/autodiscover/auto O .
P discovgr.xml o g Plaintext
m]
Autodiscover Query 3 >
200 Status, config found. Web Server
Auto-configuration [ example.com ]

| [Q | r—

Downgraded connection )
Mail Server

Leaking credentials
30



Attack scenarios

« 2/10 Type-I attack scenarios (e.g., plain requests, inadequate eTLD check)

and 8/10 Type-Il attack scenarios (e.g., plaintext by default).

Attack goal

Attack scenario

Attacker capability

Type-I: Connecting to

Tampering

attacker-controlled Al: Client requests configuration information in plaintext TCP packets
servers
A2: Client does not enforce eTLD verification Domain squatting
Sniffing
A3: Server sets only the plaintext connection type Sniffing or
hacking STARTTLS'
A4: Client fails to parse and defaults to plaintext Sniffing
Type-II: AS5: Client fails to auto-configure and defaults to plaintext | Sniffing
Leaking credentials |A6: Client implements Autodiscover inadequately
A7: Client prioritizes SRV records incorrectly Sniffin
g or

AS:

Client maintains an outdated built-in list.

A9:

Server prefers insecure connection type

hacking STARTTLS?

A10: Server sets inconsistent connection types

Delaying or dropping packets
and, sniffing or

hacking STARTTLS?
31




Implementation / Deployment defects

« 17 defects arise from servers or clients.

5
A;:;z? Ap|;)licability4 Client defect’ Web Server defect DNS
Al.l AC Plain request Plain response® &
Al.2 AD Plain request Plain response’ %)
%xAl1.3 AC/AD ) Redirection to HTTP %]
xA2.1 AC Inadequate eTLD check & &
A3.1 AC/AD & Plain-only connection %)
Plain or
A3.2 SR “ “ STARTTLS connection
xA4.1 AC/AD Plain fallback on parser error | Incorrect connection type 7]
A5.1 [ AC/AD/SR/BL Plain default 2] &
X% A6.1 AD Ignoring the Encryption element ) )
*xAT.1 SR Non-compliant SRV sorting 2] %]
X% A8.1 BL Outdated built-in list 7] &
A9.1 o & Insecure SRV priority
A9.2 Insecure connection priority )
AC/AD/SR/BL
»%A10.1 ) Inconsistent connection types

32



Methodology: Server scanning & client testing

A custom Golang-based crawler and
scanned in March 26, 2024

I

o @ @) Oy i
1:053:469 I GOV Free-tf:‘naﬂl ! Autodiscover : 1 HTTP CO“"ECﬁO": : E— P
. | = provicer | > Autoconfig , I request type 1+, rrr— P
unique | Bank @ Top100 ! . DNs [= ! ! Incorrect [— Priority: | - |
d i \ Tranco1M : \ SRV Q ' {Parameter Q " ) i Servers |
omains  ‘.____TancoiM _____._ ’ N , (RN 0 S sk, !
‘e smsssEEnnn I
Download domain lists Collect configuration  Analyze configuration | !
information information | i
I
I ' Evaluate
|
I
I
a0
f'-__- ~ : |
1 — I |
A E o B E + separately
! I
: |
! |

ract built-in lists

29 clients

] \ |

] ] pr—

X | ! j Autoconfig (0 | :

I ——p! Autodiscover (o
from 5 ! ' O : :l i- DNSSRV _ * Cmmm E

\

_________________ , . Default settings

>
Z
19

latform .
el Select email clients Analyze client defects Evaluate impacts

A test platform consisted of

mail, web, dns servers. 33



Server results: Deployment status

B The deployment of auto-configuration mechanisms is common.

B However, few domain names have added SRV records.

Unigue domains Support
1,053,469 79,212 (7.52%)
Autodiscover Autoconfig SRV service discovery

49,538 (4.70%) 57,3317 (5.44%) 17,287 (1.07%)
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Server results: Defect evaluation

B Misconfiguration is prevalent in email auto-configuration deployments.
« 49,013/79,212 (61.88%) misconfigured, including 19 in the Top-1K list.

B More than half of the servers allow configuration files to be transmitted
over a plaintext connection (Type-I).
« 43,566 (55.0%) susceptible to connect to attacker-controlled servers.

B Having the parameter settings correctly/securely/consistently is non-trivial
(Type-Il).

- 11,824 (14.93%) face a reduction in connection security, with 2,273 of these

could be downgraded to plaintext connections.
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Server results: Real-world samples

1 <?xml version="1.0" encoding="utf-8" ?><Autodiscover xn 2 <Autodiscover xmlns="http://schemas.microsoft.com/exchange
2 <Response xmlns="http://schemas.microsoft.com/exch 3 <Response xmlns="http://schemas.microsoft.com/exchange
3 <Account> 4 <Account>
4 <AccountType>email</AccountType> 17 <Protocol>
5 <Action>settings</Action> 18 <Type>POP3</Type>
19 <Server> .cyber-folks.pl</Server>
6 <Protocol> 20 <Port>995</Port>
7 <Type>POP3</Type> 21 <DomainRequired>off</DomainRequired>
8 <Server> home.pl</Server> 22 <LoginName></LoginName>
9 <Port>118</Port> 23 <SPA>off</SPA>
10 <LoginName>info@ /LoginName> 24 <SSL>on</SSL>
11 <DomainRequired>off</DomainRequired> 25 <AuthRequired>on</AuthRequired>
12 <SPA>0ff</SPA> 26 </Protocol>
13 <SSL>off</SSL> 27 <Protocol>
14 <DomainRequired>off</DomainRequired> 28 <Type>SMTP</Type>
29 <Server> .cyber-folks.pl</Server>
15 </Protocol> 30 <Port>587</Port>
16 <Protocol> 31 <DomainRequired>off</DomainRequired>
17 <Type>IMAP</Type> 32 <LoginName></LoginName>
18 <Server> home.pl</Server> 33 <SPA>off</SPA>
19 <Port>993</Port> 34 <Encryption>STARTTLS</Encryption>
20 <DomainRequired>off</DomainRequired> 35 ST o o
21 <LoginName>info@ /LoginName> 36 "None ", ".S‘SL ", "TLS", "/4 uto "
22 <SPA>off</SPA> 37 ST EasLom iR s reas e
23 <SSL>on</SSL> 28 </Protocol>
- - 39 </Account>
24 <AuthRequired>off</AuthRequired>
40 </Response>
</Protocol> 41 </Autodiscover>

Insecure connection type preference Invalid parameter value
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Client results: Mechanisms support & evaluation

B Most client implementations have flaws that compromise connection

security.

« 13/29 clients could lead to the victim connecting to an attacker-controlled server (Type-I).

« 6/13 initiated only plaintext requests (A1.1/A1.2), e.g., Kmail.

v [3) srclispdbservice.cpp [& +7 -1 3
32 32 QUrl uri;
33 33 const QString path = QStringLiteral("/mail/config-v1.1.xml");
34 34 switch (searchServerType) {
35 case IspHttpsAutoConfig:
36 url = QUrL(QStringLiteral("https://avtoconfig.") + domain.toLower() + path);
37 break;
35 38 case IspAutoConfig:
36 39 url = QUPrL(QStringlLiteral("http://avtoconfig.") + domain.toLower() + path);
37 40 break;
38 41 case IspWellKnow:
39 url = QUrL(QStringLiteral("http://") + domain.toLower() + QStringLiteral("/.well-known/autoconfig") + path);

url = QUrL(QStringLiteral("https://") + domain.toLower() + QStringLiteral("/.well-known/autoconfig") + path);
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Client results: Mechanisms support & evaluation

B Most client implementations have flaws that compromise connection

security.

« 13/29 clients could lead to the victim connecting to an attacker-controlled server (Type-I).

« Nextcloud Mail used a dot (.) as delimiter when constructing Autoconfig request (A2.1).
24,149 domains were affected and 54 of which within the Top-10k list.

v : @ 15 HEEENE lib/Service/AutoConfig/IspDb.php |'_|‘:I

140 124 i

147 153

148 = if ($tryMx && (%dns = dns_get record($domain, DNS MX))) {
154 4+ if ($tryMmx && (%dns = $this->dnsResolver->resolve($domain, DHNS MX))) {

149 155 $domain = %$dns[@][ 'target'];

150 156 if (! (%$config = $this->query($domain, %email, false))) {

151 157 [, $domain] = explode('.', %$domain, 2);

152 = $config = $this->query($domain, $email, false);
158 4+ // Only try second-level domains and deeper
159 4+ if (!$this-»>dnsResolver->issuffix($domain)) {
160+ $config = $this->query($domain, %$email, false);
161+ }

153 162 }

154 163 }

155 164 return $config;

38



Client results: Mechanisms support & evaluation

B Most client implementations have flaws that compromise connection

security.
« 19/29 were susceptible to downgrade to plaintext or STARTTLS (Type-ID).

- Mailspring has an outdated built-in list, last updated 3 years ago, which prevents it
from connecting to the provider (e.g., alice.it) using the latest configuration.

« Besides, at least 71 domains in ISPDB had outdated configurations.

B Ul notifications as a last line of defense are almost absent.
« All clients, except Thunderbird and K-9 Mail, had at least one Ul-related defect.

21 clients did not prompt users to confirm the results.

« Leaving victims unaware of their connection to an attacker-controlled server.
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Client results: Mechanisms support & evaluation

Table VII: Evaluation results of 29 email clients.

| | |
Client! Auto-configuration Support’ lilefault Port [PIS|3 Defect I UI Notification*
Autoconfig Autodiscover DNS SRV Built-in list Guess | Jicoming Outgoin P AD SR
Windows
Postbox (7.0.60) [ ] @) O [ J; ° 143 S 587 S Al.l, A8.1 v X
Delta Chat (1.42.1) * ] ® O L 73 ] 993 S 465 S AB.1, A8.1 X o
Outlook (16.0.10406.20006 o) ° o ° ° 143 P 25P A4.1, A5.1 X v 7 3 A t f
Mailbird (3.0.6.0) O © O o [ ] — — Al2 X u acan Ig
eM Client (9.2.2157) o L] O ® ] 143 S 587 S X X P
The bat! (11.0.3.1) o @ O ] ] 143 P 25 P AS.1 v X 72 A t d
The b utoaiscover
Claws Mail (4.2.0git36) * o] O ® (@] (@] 143 P 25 P AS.1 v X X o o
Thunderbird (115.6.0) = ® ® O [ Jg ® 143 P 587 Pj | Al.l, A4 1, A5.1, A6.1, A8. v v v 5 SR V d y
Kmail (5.24.4) * or o) 0 o o) 993 S 25 S ALl A4l, A8.1 X SerVIce Isco Ver
Evolution (3.50.3) = ] o) ® [ J3 (@] 993 S 465 S Al.l, Ad.1, A8.1 v X X d d g
Nextcloud Mail (3.5.3) . o o o o |93 s 587 s|| ALl A21, A4l A8 J|f 28 BUIIt-In IIStS
Geary (44.1) * ® O O L Js ® 993 § 465 S A4.1, A8.1 X
Android 7 h -y - -t
FairBmail (1.2149%a) * ° ° ° o ° 993 S 465 S AlL AG.1, A7.1, AS.1 X X .9 EUI'IStIC gUESSIng
Nine (4.9.5¢) or ° ° o ° 993 S 465 S ALl Al2, AG.1, AS.1 X X X
MailTime (4.1.5.1218) [ J3 0 O L 2} ] 993 S 465 S Al.l, A8.1 X X
K-9 Mail (6.714) = ] O O [ J3 (@] 993 S 465 S All, A8.1 v  N/A
Spark Mail (3.7.2) ® O O L 23 ® 903 § 587 S AB.1 X
ProfiMail Go (4.32.00) ® O O [ J3 ® 143 P 25 P Ad.1, A5.1, AB.1 X
Maildroid (5.22) O O O L2} ] 143 P 25 P AS5.1, A8.1 X
i0s 22/29 flawed
myMail (14.71.0) o] O O ] ] 993 S 465 S X aWe
i0S Mail (17.1) o @ O ] (@] 993 S 587 S X
Edison Mail (1.53.14) O © O ® ] 993 S 587 S X X
Gmail (6.0.240225) o O O ] o 993 S 465 S X
Mailbus (3.3.11) o] ¢ O ] ] 993 S 465 S Al2 X
AltaMail (8.2.5) o op O ] ] 143 S 25 S Al.2, A6.1 X
MacOS
Apple Mail (13.5.2) o o o ° o P93 S 465 S X 27/29 h UI_ I t d
AFrE)nail (5.7) O O O ® ® 903 S 465 S X a Ve re a e
Mailspring (1.13.3) * O o O ® (@] 993 S 465 S A8.1 v X
Spike (3.8.0) o] ©p ® ] (@] 993 S 587 S Al2 X X X X defects

! % Open-source client.
2 O - Not support. ® - Supported. © - Support Autodiscover for Exchange only. P indicates the client only initiates plaintext requests and I indicates the client queries the
ISPDB.
3 P - Default to plaintext. S - Encrypted connection through implicit TLS or STARTTLS. Mailbird does not provide a default connection type and port, requiring the user
to enter manually.
4 UC - User confirmation. Wp - Plaintext warning. W4 p - Autodiscover redirect warning. Wg g - SRV FQDN warning. v means a UI notification, and X means no Ul
notification. K-9 Mail requires the user to enter configuration parameters manually when the configuration information retrieved contains a plaintext connection type. 40



« Enforcing secure connections, especially in clients.
« Client should take the lead to enforce TLS.
« Administrators should migrate from plaintext or STARTTLS to implicit TLS.

« Checking and updating configuration regularly.
« Administrators should regularly check and update configurations.
« Developers should ensure that the built-in lists used contain the latest configurations.

« Tool: https://github.com/emailconfigtest/mailconfig

« Implementing professional clients.

« Both the effectiveness and security should be considered.
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https://github.com/emailconfigtest/mailconfig

 The first systematic analysis of the security threats in

email auto-configuration mechanismes.

 Extensive measurements to evaluate the real-world

impact of these threats.

- Widespread flaws in server deployments and client

implementations.
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Backup: Other mechanisms, heuristic guessing

 Heuristically determine mail server configuration.
« For example, Thunderbird prefixes the domain name with a relevant protocol

(e.g., "Imap”, "pop3" or "smtp").

IncomingHostDetector.prototype = { OUthl ngHDS‘tDetector . prototype — {
__proto__: HostDetector.prototype,
_hostnamesToTry(protocol, domain) { _ P r'DtD_: HostDetector. PPOtDtyPE,

var hostnamesToTry H [];

it (protocol 1= o) { _hostnamesToTry(protocol, domain) {

hostnamesToTry.pudh(“imap." + domain); var hostnamesToTr‘y

} " " . .

if (protocol = TAR) ¢ hostnamesToTry.pusH("smtp." 4 domain);
hostnamesToTry.pugh("pop3.” + domain); hostnamesToTry.pusi("mail." 4 domain);
hostnamesToTry.pugh("pop." + domain); .

) hostnamesToTry.push(domain);

hostnamesToTry.push("mail." + domain); return hostnamesTo ry;

hostnamesToTry.push(domain);

return hostnamesToTriys }:

b _portsToTry: getOutgoingTryOrder,

_portsToTry: getIncomingTryOrder,

}s

}s
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Backup: Other mechanisms, default setting

 Default setting when email auto-configuration fails.
* If none of the above mechanisms return settings, most clients preset a

default value for the connection type.

!

Determines if the client-to-mail server connection is plaintext or TLS-
protected (via STARTTLS or implicit TLS).

I .
ry IMAP/POP3 .

Email Client Mail Server
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Backup: Definition of the configuration file

Element Value Meaning

hostname custom The name of the mail server

port custom Customized by the server, typically well-
known ports, e.g., 993, 995, 465 etc.

socketType plain, starttls, ssl Plaintext, or establish an encrypted con-
nection by STARTTLS or SSL.

authentication password-cleartext, password-encrypted, NTLM, GSS- Authentication methods

API, client-IP-address, TLS-client-cert, OAuth2, none

Element Value Meaning

Server custom The name of the mail server

Port custom Customized by the server, typically well-known ports, e.g., 993, 995,
465 etc.

SSL on, off Whether to establish an encrypted connection, default is ‘on’

SPA on, off Whether secure password authentication is required, default is ‘on’

Encryption none, ssl, tls, auto If present, overrides the SSL element. ‘none’ represents no encryption

is uesed. ‘ssl’ and ‘tls’ stand for Secure Sockets Layer (SSL) or Transport
Layer Security (TLS) is used, respectively, where SSL is superseded
by TLS. ‘auto’ represents using the most secure encryption that both
client and server support.

DomainRequired on, off Whether the domain is required for authentication

[1] “Mail Autoconfig,” Internet-Draft draft-bucksch-autoconfig-00, https://datatracker.ietf.org/doc/draft-bucksch-autoconfig/00/
[2] “[MS-OXDSCLI]: Autodiscover HTTP Service Protocol,” https://msopenspecs.azureedge.net/files/MS-OXDSCLI/%5bMS-OXDSCLI1%5d-210817.pdf 46
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