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Manipulating DNSBLs: HADES Attack Impact

Inject hosts into popular email blocklists with just a few emails

Victims’ email deliverability is destroyed, even domain is deleted

Attack Methods
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DNS-Based Blocklist (DNSBL)

An important mechanism in the fight against spam

Including IP addresses and domains involved in malicious activities

Adopted by many popular ESPs, email software and domain registries

I What are 5XX (553 and 554) permanent errors?

¢ A 553 or 554 SMTP error indicates an email could not be delivered due to a permanent
problem. Message delivery can be permanently deferred because:

_popular ESP (e.g., Yahoo)

* The message contains characteristics that Yahoo won't accept for policy

Antispam features [edit;

Mail Server 4 | DNSBL ~ SURBL ¢
Microsoft Yes (2003
Exchange Server | & later)

Spamtraps

-
v

Greylisting ¢ SPF

12

Email software (>20)

reasons.

¢ Other suspicious behavior which leads|
your SMTP connection. ‘r

¢ Your IP is listed by Spamhaus. Please c THE VALUE IS IN YOUR NAME

« If you consistently receive 5xx errors when

symptom of a more widespread, general prg

¢ You should not retry sending an email that

errors/bounces.

compiled by:

Domain registry (e.g., ShortDot) i

review our Sender Requirements & Recomm §pnamHaus.org is one of the most well known non-profit organizations that actively monitors more than 3 Billion?
mailboxes globally for Spam emails. ShortDot uses a third party service that pulls domains from an API into SpamHaus
managers should have a policy for removing g notifies us when Domain (s) violate our Terms and Conditions. According to SpamHaus, their Domain Block List is

al (via
sassin)
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Know the host reputation through a DNS query

o )

A In the blocklist
Spammer Query: m.a.x.e.zen.spamhaus.or
ry: m.a.x.e.zen.sp .0rg Bounce
@ Capture Status: NOERROR
@ BUb pa— Answer: ... A 127.0.0.2 — =%
GO, ublish — =
SPAMHAUS @ > =® < > —]
DNSBL DNS zone Query: m.a.x.e.sbl.spamhaus.org Incoming
@ | Delist (zen.spamhaus.org) | Sratus: NXDOMAIN server
Answer: ... IN A Accept
— Not in the blocklist
=G @

Delisting rule 4



Capture server: report abuse to DNSBL providers

From an empirical analysis of 29 DNSBL providers (e.g., spamhaus)

Capture Server

(Main target)

@ @
@ ;@ @ @ — I’@
Spammer Customer | Email relay server ' DNSBL zone
domain ' | |
i == |
S . [leal 9
5 i ] :

. Data sharing source |



DNSBL construction heavily rely on capture servers

in identifying abusive servers

If the capture servers are identified,

attackers can manipulate DNSBLs by feeding false intelligence



What is the HADES attack

X Compromise email delivery capabilities of outgoing servers,
iInvolving ESPs, websites ...

e |dentify the capture servers

o Attackers simply instruct victims to send emails to

capture servers

o HADES (greek god of the underworld)



Threat model of HADES -

Attackers hold the legitimate accounts of ESPs or enterprises

&) 1l % £ 7 ermnna
i s 0 T Ditest X
ESP/EHP/Website s ME | GER B
: MR 24 - account@victim
| ETO: foo@cap turf == 784 st test@spamtrap
: (1 ﬁ' B B
. Internal attacker . ,
! Victim > Bttt E B test
LS
DNSBL Provider

Capture server

e e e o e e e e mm e e e e e e R Em e e e e e e e e e




Threat model of HADES -

Attackers abuse email subscriptions or password reset services

Subscribe to updates

E SP/EHP/WebSite By entering your email - you will get updates for:
:f """"""""""""""""""" :nl'gamsanons:
! To: foo@capture (===9] Categories:
» All
| o (—=--0]
. Internal attacker .
: VlCtlm Enter email

You can manage your subscriptions later via emailed link.

B 2, T _______ DNSBL Provider
To / PWD reset:

External attacker non-exist@capture | =]
: =
. BB

Capture server

e o e o e e e e e e e mm e e Em o e mm e e Em e e e e o




Threat model of HADES -

Attackers send email from arbitrary IPs to capture servers

that do not perform sender authenticity checks

ESP/EHP/Website . .
o Attacking domains only
E To: foo@capture (==-9
B S
' Internal attacker
! Victim

& 24 T _______ DNSBL Provider
To / PWD reset: ’

cmn
=

External attacker non-exist@capture | =1
: =
a -

From: foo@victim | Capture server DNSBL Zone |
Forgery attacker To: foo@capture '~ ------====— === @—mmm e eomeoo- !
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Threat model of HADES - Consequence

Emails sent by the victim to servers adopting DNSBL failed

ESP/EHP/Website
E BTO foo@capture V1ct1m in blacklist
i Internal attacker VlCtlm i Mall server
a 24 T o DNSBL Provider __

To / PWD reset: : — = :
External attacker  non-exist@capture ! S Victim (black) CEam |
i = d @ g _@ E
From: foo@victim E Capture server DNSBL Zone '

Forgery attacker ~ To: foo@capture ~ ~---------=--mom o
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How broadly are DNSBLs adopted by email servers

Are capture servers of DNSBLs easy to discover

12



Methodology for DNSBL deployment measurement

Active Scan (ethical risks) Passive Analysis (we used)

Bounce

Blocklisted

Bounce message A

550 5.7.1 Service unavailable, Client host blocked
using Spamhaus

)

Target domain use spamhaus

Target domain

Accept
1 We cooperated with Coremail, a large
" email provider, to obtain

Normal and

match DNSBL provider names.
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DNSBL is deployed by many email servers

» 307,244 domain names deploy DNSBLs, of which Spamhaus accounts for 90.06%
» 53% of Top 100 domains deploy DNSBLs, 45% of Top 1K domains deploy DNSBLs

i : Domain
DNSBL # of domains ESP IP Blocklist Blocklist

spamhaus.org |288,514 (90.05%) outlook.com VES VES
hotmail.com YES YES

: 15,825 (4.949
spamcop.net 5,825 (4.947%) yahoo.com YES NO
uceprotect.net 3,304 (1.03%) icloud.com YES YES
tom.com YES NO

junkemailfilter.com | 3,157 (0.99%)
sina.com YES NO
sorbs.net 2,466 (0.77%) sohu.com YES NO




How to discover spamtraps?

s Challenge: Spamtraps are hidden and opaque, and blind detection lead to
ethical risks
s Our Approach: Shortlist domain datasets through features, and then actively

verify spamtraps

Step I: Collect Email Addresses Step II: Select Possible Spam Trap Domains

—————————————————————————————————————————————————————————————————

Download Top Crawl i % 1 i E CED Domain with MX & i E = From: Forged domain i
| % T GA® withinvalid SPE | XX :

domain list webpage To: Non-existent users

b —
—

Dtop Dcrawl
o Internet _— Collect
1O\ . search leaked data  [==
Client D ' - ! i v !
Brar leaked | ﬂ P possible set 1 ! cxn ¢m0n1t0r B {:_0__ é—v poss1b1e set 1/ <
Quf’irly A Extras:t i = e > poss1b1e set 2 '—’: Y Remove WEZ poss1b1e set n X i_’ Ml 0
email log | Domain = ' Dgample : DNSBL % ® e :
E H > D_ i « poss1b1e setn | ! o " st 1 set2 X Spam Trap
Lo o oo e o e a e m e oo m e oo ] e e L e

Coremail Sample Selection Active Detection



Step I: Collect email addresses

Download Top Crawl
domain list ~ (=C webpage R |§|
‘ ])_top Dcrawl
Internet _—  Collect
Q_.g search R I:/__!__\:I lealgedezata , |§|
Client —— Diecaked
Browser
Quirly " Extract
c¢mall log Domain —
- gy > B
- log
Coremail
We collected from four sources to cover as many spamtraps
as possible:
» Three Top1M domain lists (D) » Four leaked email datasets (D, xcq)

» Email address in Top website (D) » Coremail's email address log (D,,;) 16



Step II: Select spamtrap domain candidates

———————————————————————————————————————————————————————————————————

| % 1 i i 2 Domain with MX & i | From: Forged domain i
i % | ' cm® with invalid SPF | : A To: Non-existent users

_____________

Raw data DNS Record Query Send Tigger Email

——————————————————————————————————————————————————————

We noticed that spamtraps usually do not send and reject emails:
» Configure MX record » Configure unavailable SPF records

> Not reject emails with failed authentication » Not return bounce emails

» Not reject emails with non-existent users 17



Step Ill: Verify spamtrap domains

Step III: Verify Spam Trap Servers

______________________________________________________________

: x possible set 1 ' i P momtor _0___,.—7 p0551b1e set 1V |

! r___ﬂ [ =7 P —— ‘9 : @

! = e ‘> p0551b1e set2 i ‘_" o Remove “* possible setnX > Mddoo

! Dsample N : DNSBL ‘:::\._9_ AT A '

! “ p0351ble setn | ! [ > setl set2 X, Spam Trap
Sample Selection Active Detection

Actively send emails to different domain candidate sets

If the sender IP hits the DNSBL, the candidate set is narrowed for further detection

To avoid ethical risks, we only carefully selected 21 domains for active verify
(Attackers can easily apply for many IPs for testing) 18



Spamtraps of 14 DNSBLs can be easily identified

We filter out through our proposed features

In total, we find

Dataset # Domains  # with MX  # with unavailable SPF # trap candidates # hit DNSBLs

D,,, | 2430940 | 1,064,761 219,380 17282 (0.71%) 11
D..,, | 208847 312,532 36,058 702 (0.33%) 3
Dicoreg | 26,845,147 | 11,385,214 3,093,727 233868 (0.87%) 12

D, | 3350518 | 2,939,404 500,403 31102 (0.92%) 13
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Vulnerable srPamHaus @WFRESEID 76 syrBL Mailspike
DNSBLs . 1998 N4 anubisnetv?orks‘ n Sender Score

Brukalai.lt . nkEmailFilter.com [CEIITERS]  fmbla




Manipulation cost: 3 minutes in, 7 days out

The injection cost of the attacker:

4 |P addresses are usually within 2 hours, and domains are usually more than 6 hours (rate: 1/s)
# |t takes only 3 minutes to inject an ip address into Spamhaus blocklist (rate: 1/m)

€ Spamhaus, junkemailfilter and Sulbl do not strictly verify email authenticity, so attackers

can inject forged domains
The delist cost of the victim:
€ Blocklisted hosts usually delist automatically after 7 days
€ 5 DNSBL providers do not support early delist

€& DNSBL providers increase penalties for repeated listings of hosts

20



Theoretically, HADES attack could affect all IP addresses

with outgoing email capability and arbitrary domains.

o=J

Whether DNSBLs can prevent mis-listing of popular servers

7 Whether existing security protections are effective against HADES
0

21



77% of popular outgoing servers can be listed in DNSBLs
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We monitor reputation of outgoing servers for Adobe Top1K domains within 2 months

hotmail.com, gmail.com, yahoo.com, live.com, web.de, qg.com, 163.com

Hit Spamhaus
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Some considerations for attacking high-profile victims

Attacking popular email service providers:
€ The number of outgoing servers of popular suppliers is also limited (50% of Adobe Top1K
domains are less than 30)
Attacking important websites:
€ Email subscription and password reset are the default functions of most popular websites, and
608 government domains support email subscription services
Escalated damage by domain registries:

® 4 registries use DNSBL to delete abusive domains, and domains under 51 TLDs are affected

¢ Aregistry (Radix) deletes blocked domains in about one day
23



Vulnerability Disclosure
Report HADES to all 14 affected DNSBL providers and discuss mitigations:

& Spfbl adopts suggestions and promises to repair

4 Other providers recognize the manipulation risk but worry about the cost of fixing it

Richard W 2024 58300 12:2 ”
. . - MadScientist 2024 5810
. Feedback: Disclosure of Spam Blacklist Vulnerabilit
g L P ¥ pa I I ICO p [B1& : Disclosure of Spam Blacklist Vulnerability -
A FiiE BEA: FEIE, 5% Ibj@tsinghua.edu.cn Szl e
We owned approximately 10,000 domain names which have records set up on several thousand networks around the world. There is no central mx | On 5/9/24 22:28, F1/8 wrote:
for our traps. Our traps receive around 20,000,000 messages per day. My concern is that an attacker could manipulate Truncate's blacklist
. . ) . X ) X to affect email services for normal IP addresses. Specifically, an
We actively support MBAAWG and do follow all their best practices in setting up our traps. In fact, their best practices are modeled after our setup as| | attacker could send spam/email to Truncate's spam traps from free G b u d b
we have amongst the most stringent procedures in procuring and validating a trap. email providers or hosting platforms, affecting other legitimate
users. In addition, the attacker can make the victim's IP address
: : " : . : o deliver emails to spam traps in various ways, such as password reset,
g:: :?tr:: l;?r:g:::drz:ﬁl(l) ?ut:?ggu??::{w l:)erie:;sseexz r<;on‘t process the mail during the mail transaction. Instead the mail is accepted and processed bounced emails, VPS/VPN platforms, social worker emails, etc.
Truncate and Message Sniffer are specifically hardened against these kinds of attacks... in several ways.
A bounea tad diring tha + ti ianting tha hafarg it i tad loavine it iin tn the di tn darida what to d
ith th - . D . These concerns were top of mind during the original design of Message Sniffer (back in the 1990s) and the components of the system were designed
w Joe Wein 2024 5H 23} specifically to operate in hostile environments for long periods of time... even if instances of the product were owned and licensed by malicious
As [G]& : Disclosure of Spam Blacklist Vulnerability S R B L i operators.
mo: I— || wi
the sef| WA FHIE, one @lists.surbl.org Probably the most relevant mechanism is that the mathematics used when SNF nodes share data with each other are biased against weighting any
networ single input and toward correlated inputs from muitiple systems... As a consequence, even if an attacker were to take their licensed SNF instance and
etwo abuse it directly by injecting bad data or impersonating the device, their inputs would have little effect on the larger system and would also appear as
Hello Ruixuan Li outliers in order to call our attention (automatically and manually) to the situation.
We wel !
. . . . . . e . In the specific scenario you imply, what might happen in some cases is a short-term "coloring" of the IPs reputation, but that would quickly evaporate
COUTSEl Not every mail system operator rejects ll mails that fail SPF checks. When these accepted mails contain links to domains listed in SURBL data, they in favor of a more balanced assessment. In fact, the threshold for an IP reputation getting onto the truncate list is so strict that only a tiny fraction of
Hiohac can still be flagged as spam. "good" 1 observations would be required in order to prevent that source IP from being on the truncate list.

Please| If our spamtraps were to reject such mails at the entry point, we would give up direct visibility of the domains advertised in these links. We could not " Leandro 20244589
.| add them to our data. Therefore this behaviour is by design.

| [5]& : Disclosure of Spam Blacklist Vulnerability S fbl
You can not build a domain blacklist for domains listed in message bodies by simply listing every domain of every link that hits a spam trap, regardless WA FiEE p
of how you filter the input. Too many innocent bystanders would be listed as False Positives. For example, many phishing emails link to both the
phishing site and to real bank sites from the same mail body. So this is something we have been dealing with for many years. Consequently, "injecting

acompetitors domaln nams or [P address inta the blackiist’ is not as triviel an aftack to cary out with our. system as you seem to think. Hi Ruixuan. We will make a few adjustments on our system based on your report. For security reasons, we cannot disclose these changes. Thank

Regards you so much for all this information! i,
Joe Wein
Leandro

SURBL SPFBL.net
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Thanks for Listening!

Ruixuan LI

Email: liruixuan@mail.tsinghua.edu.cn

Website: https://ruixuanli.com/
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