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Email Clients

Can we fingerprint here?

NoScript
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Cascading Style Sheets (CSS)

button {

 color: red;

 background-image:

   url(/pattern.png);

 width: calc(100% - 20px);

}

@media (min-width: 720px) {

 button {

   width: 100%;

 }

}
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1. Properties
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CSS-to-Server Communication

button {

 background-image:

          url(/small.png);

}

@media (min-width: 720px) {

 button {

   background-image:

           url(/large.png);

 }

}
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@container (width > 400px) 

{

  p {

    font-size: 16px;

    background-color: blue;

  }

}
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@container allows querying the 
width of a container element.

Text Text

250px 500px

How is this useful?
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calc(1px * (pi * pi + pi))

13.0104
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It works in the browser.
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Webmail

57

Mobile ClientsDesktop Clients

They are essentially browsers!
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HTML Emails
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Content-Type: text/html
Subject: Hello, World!

<html>

  <head>

    <style>

      p { color: orangered; }
    </style>

  </head>

  <body>

    <p>This is the content.</p>

  </body>

</html>
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Remote Content Loading
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100 Test Emails

= 2.100 Emails in Total
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different features
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Takeaways

1. Stylesheets (CSS) alone can be 
used for Fingerprinting.

2. CSS-based Fingerprinting can 
even be used in emails.
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