
EMIRIS: Eavesdropping on Iris Information via 

Electromagnetic Side Channel

Wenhao Li, Jiahao Wang, Guoming Zhang, Yanni Yang, Riccardo Spolaor, 

Xiuzhen Cheng, Pengfei Hu

2025

Shandong University

February 2025

EMIRIS: Eavesdropping on Iris Information via Electromagnetic Side ChannelNDSS 2025



EMIRIS: Eavesdropping on Iris Information via Electromagnetic Side Channel 2NDSS 2025

Iris Recognition & Its Hidden Risks

ID Recognition Airport Security Bank ATMs

 High-entropy biometric authentication method

Widely Used in various authentication scenarios

Typically uses near-infrared (NIR) sensors
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Threat Model

⚫ No physical access to device

⚫ No prior knowledge of victim

⚫ Only capture EM signal at a distance
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Threat Model
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Iris Reconstruction from EM signal 

IRISraw 𝑓 = 𝑀𝐸2𝐼 𝑓, 𝐸,𝑀𝐷2𝐼 𝐷digi, 𝐺 +𝑊(𝑓)

Iris grayscale matrix
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Iris Reconstruction from EM signal 

Example: Electromagnetic Leakage & Data Format

(a) Ground truth (b) Reconstructed iris

Segmentation and normalization
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Iris Reconstruction from EM signal 

IRISraw 𝑓 = 𝑀𝐸2𝐼 𝑓, 𝐸,𝑀𝐷2𝐼 𝐷digi, 𝐺 +𝑊(𝑓)

Noise introduced by the channel

Denoising:

෨𝐸 𝑛 = 

𝑚=0

𝐿−1

𝑏𝑚𝐸 𝑛 −𝑚

𝐸 𝑛 = IDFT{DFT ෨𝐸 𝑛 𝐻[𝑘]}

Digital domain Physical domain

Low-Noise 
Amplifiers 

(LNA)
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Enhancing Iris Structure

 Emphasize key structural components:
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Iris Denoising and Detail Generation

Denoising

𝑥0 𝑥1 𝑥𝑇−1 𝑥𝑇…

𝑥𝑇 𝑥𝑇−1 𝑥1 𝑥0…

Forward process

Reverse process

Additive gaussian noise

➢ Diffusion Model:
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Iris Denoising and Detail Generation

𝑥0 𝑥1 𝑥𝑇−1 𝑥𝑇…

𝑥𝑇 𝑥𝑇−1 𝑥1 𝑥0…

Forward process

Reverse process

Additive gaussian noise

Prior

➢ Diffusion Model:
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Iterative Denoising with HQS

𝑧𝑡 = argmin
𝑧

1

2𝜎𝑡
2 ||𝑧 − 𝑥𝑡||

2 + 𝑃(𝑧)

Subiteration:

 Enforcing consistency between 𝑥 and the captured EM-based iris reconstruction

Prior
(1)
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Iterative Denoising with HQS

𝑧𝑡 = argmin
𝑧

1

2𝜎𝑡
2 ||𝑧 − 𝑥𝑡||

2 + 𝑃(𝑧)

Subiteration:

𝑥𝑡−1 = argmin
𝑥

||𝑦 − 𝐻(𝑥)||2 + 𝜆||𝑥 − 𝑧𝑡||
2

Enforce 𝑥 to stay close to 𝑧𝑡

Prior
(1)

(2)

 Enforcing consistency between 𝑥 and the captured EM-based iris reconstruction
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Diffusion Model

⚫ 4 different datasets

⚫ 46,451 iris images in total

⚫ Diffusion model: DDPM

⚫ Optimizer: AdamW

⚫ Epochs: 50

⚫ Diffusion steps: 1000

➢ Model Training:



EMIRIS: Eavesdropping on Iris Information via Electromagnetic Side Channel 20NDSS 2025

Iris Reconstruction Results

SSIM for different NIR sensors FID for different NIR sensors

Experimental Setup Ground Truth Raw Iris EMRIS Segment of Iris

G
T

R
ec

G
T

R
ec
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Spoofing Iris Recognition Models

SSR for different models

➢ Target models

ROC curves of different models



➢ Target different iris recognition devices

Iris Reconstruction Results

Experimental Setup
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➢ How to against EMIRIS?

Discussion: Defense
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Enhancing EM Shielding.



➢ Limitations

Discussion: Limitations
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EMIRIS may not bypass liveness detection.

Two-dimension Iris Liveness detection

Pupil response detection

Blink detection



➢ Future work

Discussion: Future work
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Apply reconstructed iris information to bionic eyes or contact lenses.

Bionic eye Contact lenses



Our Team

Thank You! Questions and Discussions Are Welcome!
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