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Hi, I’m Fengchen Yang from Zhejiang University. Today I’m going to talk about our recent work on the security of power inverters, which is ReThink: �Reveal the Threat of Electromagnetic Interference on Power Inverters �The authors are from Zhejiang University



Power inverter
• Renewable energy has gradually replaced traditional energy and will

expand at a compound annual growth rate (CAGR) of 17.20%.[1]
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Let me get started by introducing power inverters.Recent years, to face the challenge of global climate, 



Power inverter
• Renewable energy has gradually replaced traditional energy and will

expand at a compound annual growth rate (CAGR) of 17.20%.[1]
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renewable energy sources have increased rapidly and gradually replaced traditional energy



Power inverter
• Renewable energy has gradually replaced traditional energy and will

expand at a compound annual growth rate (CAGR) of 17.20%.[1]
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Global climate challenge Renewable energy

Most renewable energy (RES) cannot be directly fed into the grid 

90%~95%

Cannot be fed into the grid
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However, most of them cannot be directly fed into the grid. 



Power Inverter
• Transform the DC power from renewable energy to the AC power on the 

grid
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Power inverters are used to convert the DC power from renewable energy source to AC power of the grid.



Power Inverter
• Transform the DC power from renewable energy to the AC power on the 

grid
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However, this is a challenging task,  for example, if the output frequency is reduced by 2Hz, the power generation will be cut off, which may cause localized power outages



Motivation and Threat model

• Attack goal: Shut down, power reduction, or even burnout
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We assume the that attack’s goal is to cause shutdown, power reduction, or even burnout of the target power inverter.



Motivation and Threat model

• Attack goal: Shut down, power reduction, or even burnout

• Non-contact Access: No touch or physical damage
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She cannot touch or physically damage the inverter



Motivation and Threat model

• Attack goal: Shut down, power reduction, or even burnout

• Non-contact Access: No touch or physical damage

• Prior Knowledge: Prior knowledge of the target inverter

9

Presenter Notes
演示文稿备注
but she can have Prior knowledge of the target inverter



How does power inverter work?
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Generally, a power inverter includes two stages, the DC-DC stage and the DC-AC stage



How does power inverter work?
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The DC/DC stage is used to convert the substandard input voltage into a standard DC bus voltage



How does power inverter work?
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And the DC-AC stage is used to convert the standard DC bus voltage into the standard AC voltage according to the requirement of grid.



How does power inverter work?
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Notably, all of them relies on the correct feedback of the voltage and current sensor



What if sensor goes wrong?

Input control
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Then, what if sensor goes wrong?  First, for the input power control, if the sensor goes wrong, 



What if sensor goes wrong?

Input control
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the inverter will fail to get the /ˈmæksəməm/maximum power, we called this damping



What if sensor goes wrong?

Input control
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Then, if the output AC current sensor goes wrong, the AC protection mechanism will be triggered and inverter will also shut down, causing the Dos



What if sensor goes wrong?

Input control
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Besides, for the bus voltage control, if the voltage sensor has a positive deviation, 



What if sensor goes wrong?

Input control
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the real voltage will decrease and trigger the protection /ˈmɛkəˌnɪzəm/ mechanism, and the inverter will shut down, and cause DoS



What if sensor goes wrong?

Input control
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Differently, if the voltage sensor has a negative deviation,  the real voltage will increase and exceed the deadline, and cause physical damage, we cause this damage



Whether EMI can impact sensors?

• Frequency sweep test

Voltage sensor Current sensor
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To investigate whether the EMI can impact voltage and current sensors, we conduct a frequency sweep test on a voltage and current sensorThe result shows that both the voltage and current sensors can be manipulated by the EMI signal



Whether EMI can impact sensors?

• Frequency sweep test

Voltage sensor Current sensor

PositiveNegative NegativePositive

EMI can cause positive or negative offset on both voltage and current sensors
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And the offset can be positive or negative



Questions

• Q1: Why does the injected AC noise induce a DC offset ?
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Then, there are 3 questions, Why does the injected AC noise induce a DC offset ?



Questions

• Q1: Why does the injected AC noise induce a DC offset ?

• Q2: Why does the offset can be positive or negative ?
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Why does the offset can be positive or negative ?



Questions

• Q1: Why does the injected AC noise induce a DC offset ?

• Q2: Why does the offset can be positive or negative ?

• Q3: How to achieve controllable manipulation ?
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And How to achieve controllable manipulation 



Q1: Why does the AC noise induce a DC offset?

EMI

EM coupling

• Voltage sensor
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To answer the first question, We take the voltage sensor as an example 



Q1: Why does the AC noise induce a DC offset?

EMI

EM coupling

• Voltage sensor
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When there is an EMI signal near the voltage sensor,  the PCB will receive the EMI and induce noise in signal lines.  



Q1: Why does the AC noise induce a DC offset?
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Then,  the transistors in the operational amplifier



Q1: Why does the AC noise induce a DC offset?
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will further rectify,  and amplify the AC noise, 



Q1: Why does the AC noise induce a DC offset?
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and the AC noise will be filtered into DC offset



Q1: Why does the AC noise induce a DC offset?
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Thus we can conclude that The operational amplifier converts the AC noise into DC offset



• Operational amplifier

Q2: Why does the offset can be positive or negative?
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The second question, why does the offset can be positive or negative? 



• Operational amplifier

Q2: Why does the offset can be positive or negative?

Different
frequencies
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length

Presenter Notes
演示文稿备注
First, because the input lines of the amplifier have different lengths, this can lead to different EMI coupling frequencies, 



• Operational amplifier

Q2: Why does the offset can be positive or negative?
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so the signal input line will induce different signals on the positive and negative input node



• Operational amplifier

Q2: Why does the offset can be positive or negative?
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effect
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Since the amplifier adopts a differential structure, there will be left positive or negative signals after the differential operation.



• Operational amplifier

Q2: Why does the offset can be positive or negative?

Different
frequencies

Different
signals

Different
length

Differential
effect

The asymmetric layout enables the offset to be positive or negative!
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Thus, we can conclude that the asymmetric layout enables the offset to be positive or negative!



Q3: How to control sensors?

• Amplitude modulation

36
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Finally, how to control sensors? In this work, we use AM method to modulate EMI signals, where the Ac is the amplitude, the sm is the modulated signal, and the fc is the carrier frequency.



Q3: How to control sensors?

• Amplitude modulation
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Then we conducted a sensor manipulation experiment, 



Q3: How to control sensors?

• Amplitude modulation
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we successfully control the target sensor to first increase, then vary according to Triangular or sine wave, 



Q3: How to control sensors?

• Amplitude modulation

39

Decrease 
↓

Triangular

Decrease 
↓

Sine

Increase 
↓

Triangular

Increase 
↓

Sine

Amplitude Modulated
signal

Carrier
frequency

Sensor manipulation experiment

Presenter Notes
演示文稿备注
or first decrease, then vary according to Triangular or sine wave. 



Q3: How to control sensors?

• Amplitude modulation
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Thus we can conclude that The AM method can achieve controllable manipulation on sensors!



Attack design
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Design of DoS Attack

Design of Damage Attack

Design of Damping Attack
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--Then let’s design ReThink--There are three types of attacks, DoS attack, Damage attack, and Damping attack



Attack design

• Design of DoS Attack
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DC side
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The dos attack can be achieved on the DC side and AC side:On the DC side



Attack design

• Design of DoS Attack

43

DC side

𝐭𝐭𝐭𝐭

𝐕𝐕

sensor

𝐕𝐕

sensor

Presenter Notes
演示文稿备注
If the sensor value has a sudden change



Attack design

• Design of DoS Attack
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the inverter’s protection mechanisms will be triggered, and achieve dos Attack on the DC side



Attack design

• Design of DoS Attack
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The process is also verified in our simulation, 



Attack design

• Design of DoS Attack
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the DC bus control system is shut down after a sudden change in the DC bus voltage sensor



Attack design

• Design of DoS Attack
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On the AC side



Attack design

• Design of DoS Attack
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If the output current exceeds the threshold value, 



Attack design

• Design of DoS Attack
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the protection /'mekənɪzəmz/mechanism will also be triggered and achieve Dos attack on the AC side



Attack design

• Design of DoS Attack
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Our simulation shows that if we inject a sine wave into the current sensor, the real current will exceed the allowed range, dissatisfy the requirement of power grid, and the inverter will shut down



Attack design
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Then let us design Damage attack



Attack design

• Design of Damage Attack
The key is to avoid triggering the protection mechanisms.
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Different from DoS attack, the damage attack need to carefully control the sensor value to avoid triggering protection mechanisms/'mekənɪzəmz/



Attack design

• Design of Damage Attack
The key is to avoid triggering the protection mechanisms.
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One possible method is to gradually decrease the sensor value



Attack design

• Design of Damage Attack
The key is to avoid triggering the protection mechanisms.
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then the real voltage will gradually increase and exceed the deadline, causing physical damage



Attack design

• Design of Damage Attack
The key is to avoid triggering the protection mechanisms.
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As an illustration, we can first find the frequency that can decrease the sensor value of the DC bus voltage by frequency-sweep test



Attack design

• Design of Damage Attack
The key is to avoid triggering the protection mechanisms.
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Then, gradually increase the amplitude of the signal



Attack design
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Finally, we design the damping attack



Attack design

• Design of Damping Attack
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We have introduced that the solar inverters adopt the MPPT algorithms to achieve the /ˈmæksəməm/maximum power, which relies on the continuous and correct feedback of voltage and current sensors \When there is no interference, the MPPT algorithms will quickly find the maximum power point; \



Attack design

• Design of Damping Attack
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However, when we inject an interference on the voltage or current sensor, the algorithms will fail to get the /ˈmæksəməm/maximum power point



Attack design

• Design of Damping Attack
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Therefore, We can alternatively transmit EMI signals with frequency 1 and frequency 2, where the frequency 1 can increase the  input current or voltage sensor value, while the f2 can decrease the input current or voltage sensor value



Attack design

• Design of Damping Attack
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Notably, because every MPPT control loop has a /ˈrɛzənənt/resonant frequency， if we switch the EMI signals at the resonant frequency, we can achieve a better damping effect



Evaluation

1. Evaluation on sensors
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Then let’s evaluate the performance of RethinkTo investigate whether EMI can cause threats on different Hall sensors, 



Evaluation

1. Evaluation on sensors
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we conducted EMI attacks on 4 analog sensors and 3 digital sensors 



Evaluation

1. Evaluation on sensors
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And we successfully generated a positive and negative offset on these sensors



Evaluation

1. Evaluation on sensors

65Both analog and digital Hall sensors can be attacked by EMI
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So we can conclude that Both analog and digital Hall sensors can be attacked by EMI



Evaluation
2. Evaluation on inverters --- DoS
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Before Attack

See demo video at https://tinyurl.com/ReThinkDemoVideos
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Then we evaluate DoS attack, before the attack , the PV inverter works in normal state

https://tinyurl.com/ReThinkDemoVideos


Evaluation
2. Evaluation on inverters --- DoS
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Before Attack After Attack

See demo video at https://tinyurl.com/ReThinkDemoVideos
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After the attack , the inverter shutdown

https://tinyurl.com/ReThinkDemoVideos


Evaluation

2. Evaluation on inverters --- Damping
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  For the evaluation of Damping attack,  before attack, the PV inverter works at 35 kW

https://tinyurl.com/ReThinkDemoVideos


Evaluation

2. Evaluation on inverters --- Damping
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Before Attack (35 kW) After Attack (2 kW)
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   after the attack, the power reduces to 2 kW

https://tinyurl.com/ReThinkDemoVideos


Evaluation

2. Evaluation on inverters --- Damage
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 And for the damage attack,

https://tinyurl.com/ReThinkDemoVideos


Evaluation

2. Evaluation on inverters --- Damage
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 the solar inverter burns out

https://tinyurl.com/ReThinkDemoVideos


Evaluation

2. Evaluation on inverters
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In conclusion, We conducted the three proposed attacks



Evaluation

2. Evaluation on inverters
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on one solar inverter development kit,5 single-phase and one three-phase commercial solar inverters



Evaluation

2. Evaluation on inverters

74All tested PV inverters can be attacked
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Finally, we successfully achieved DoS attack on all PV inverters, and achieved damping attack on all inverters with power display screens,and achieved damage attack on development-kit considering safety reasons



Evaluation

3. Distance and power
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We evaluated the impact of distance and power on sensors offset, 



Evaluation

3. Distance and power

76The attack ability can be further improved with larger attack power
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and the distance and power to achieve DoS attack.We find that The attack ability can be further improved with larger attack power



Evaluation

4. Real-world grid
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Attack on a 400 kVA microgrid in real world
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with the help of the Local National Grid company. We also /inˈvestiɡeitid/investigated the potential threat of Rethink on real micro-grid we conducted dos attack on the solar inverters under a 400 kW microgrid in the real world;



Evaluation

4. Real-world grid
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Attack on a 400 kVA microgrid in real world Experiment and simulation result
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We attacked 6 inverters about 300 kW in total, 



Evaluation 

4. Real-world grid
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Attack on a 400 kVA microgrid in real world

51.5 Hz → 49.5 Hz

Experiment and simulation result
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we found that the grid frequency decreased about 2 Hz after the DoS of 6 invertersTo avoid causing ethical concerns, we simulated the following work, and found that the microgrid shuts down when the grid frequency drops below 47.5Hz
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Countermeasures

Discussion
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Finally, we discuss the potential countermeasures against such EMI threats
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From the aspect of hardware repair, 
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Hardware repair Shielding repair
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Shielding repair 
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And software detection
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• Portable attack device

Portable attack device Experiment

See demo video at https://tinyurl.com/ReThinkDemoVideos

Discussion

Presenter Notes
演示文稿备注
and we developed a portable attack device to show the flexible attack scenarios, where the attacker only need to bypass the target inverter, and then the inverter will shut down

https://tinyurl.com/ReThinkDemoVideos


Summary

 We systematically analyze the security of power inverters. 

 We propose 3 impacts that can cause the victim PV inverter to shut

down, physically burn out, and reduce output power, respectively.

 We successfully evaluate on an inverter development kit, 5 off-the-shelf 

PV inverters and a real-world microgrid.
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In conclusion, we念
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USSLAB Website: www.usslab.org

Questions & Answer

Demo website:
https://tinyurl.com/ReThinkDemoVideos

Authors

Presenter Notes
演示文稿备注
Thanks for listening!  And I’m ready to answer any questions

http://www.usslab.org/
https://tinyurl.com/ReThinkDemoVideos


Thanks
Q&A


	ReThink: �Reveal the Threat of Electromagnetic�Interference on Power Inverters
	Power inverter
	Power inverter
	Power inverter
	Power Inverter
	Power Inverter
	Motivation and Threat model 
	Motivation and Threat model 
	Motivation and Threat model 
	How does power inverter work?
	How does power inverter work?
	How does power inverter work?
	How does power inverter work?
	What if sensor goes wrong?
	What if sensor goes wrong?
	What if sensor goes wrong?
	What if sensor goes wrong?
	What if sensor goes wrong?
	What if sensor goes wrong?
	Whether EMI can impact sensors?
	Whether EMI can impact sensors?
	Questions
	Questions
	Questions
	Q1: Why does the AC noise induce a DC offset?
	Q1: Why does the AC noise induce a DC offset?
	Q1: Why does the AC noise induce a DC offset?
	Q1: Why does the AC noise induce a DC offset?
	Q1: Why does the AC noise induce a DC offset?
	Q1: Why does the AC noise induce a DC offset?
	Q2: Why does the offset can be positive or negative?
	Q2: Why does the offset can be positive or negative?
	Q2: Why does the offset can be positive or negative?
	Q2: Why does the offset can be positive or negative?
	Q2: Why does the offset can be positive or negative?
	Q3: How to control sensors?
	Q3: How to control sensors?
	Q3: How to control sensors?
	Q3: How to control sensors?
	Q3: How to control sensors?
	Attack design
	Attack design
	Attack design
	Attack design
	Attack design
	Attack design
	Attack design
	Attack design
	Attack design
	Attack design
	Attack design
	Attack design
	Attack design
	Attack design
	Attack design
	Attack design
	Attack design
	Attack design
	Attack design
	Attack design
	Attack design
	Evaluation
	Evaluation
	Evaluation
	Evaluation
	Evaluation
	Evaluation
	Evaluation
	Evaluation
	Evaluation
	Evaluation
	Evaluation
	Evaluation
	Evaluation
	Evaluation
	Evaluation
	Evaluation
	Evaluation
	Evaluation 
	Discussion
	Discussion
	Discussion
	Discussion
	Discussion
	Summary
	幻灯片编号 86
	幻灯片编号 87

