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LLM-related Attack Vectors
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Researchers Highlight How Poisoned LLMs Can Suggest
Vulnerable Code

CodeBreaker technique can create code samples that poison the output of code-completing large language models,
resulting in vulnerable — and undetectable — code suggestions.
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LLMPirate — Preliminary Formulation
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Main Results
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LLMPirate Successfully Evades All Detection Tools




Ablation Study

H# Successes

(Sim. Score) GNN4IP[1] ~ MOSS[2]  Jplag[3] SIM [4]
éé?ﬁﬁ’é‘;t@ 0 (N/A) 0 (N/A) 0 (N/A) 0 (N/A)
éﬁ?ﬁf.’éﬂt 0 (N/A) 0 (N/A) 0 (N/A) 0 (N/A)
é%ﬁﬁ% 32 (-0.75) 32 (0.01) 32 (0.20) 7 (0.32)
LLMPirate 32 (-0.88) 32 (0.01) 32 (0.13) 26 (0.27)

Solution A > Solution B) >>> Solution ©
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Codellama-13B performs significantly better than the smaller CodelLlama-7B
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Training Data Size Matters

Latest version of Llama (Llama3-8B) outperforms the older Llama2 models

Feedback Improves Performance

With proper feedback and multiple attempts, smaller LLMs correct their mistakes
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