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Understanding the problem space: Why is it hard to create sound corpora?

Example (not a real paper)

5

Goal: Create firmware corpus with 1000 samples.

BTaint: Finding Real Bugs in ARM-based Firmware
A. Author and B. Author

Dept. of Binary Firmware Analyses, Example University

Abstract—Firmware corpora for vulnerability research should
be scientifically sound. Yet, several practical challenges complicate
the creation of sound corpora: Sample acquisition, e.g., is hard
and one must overcome the barrier of proprietary or encrypted
data. As image contents are unknown prior to analysis, it is hard
to select high-quality samples that can satisfy scientific demands.
Ideally, we help each other out by sharing data. But here,
sharing is problematic due to copyright laws. Instead, papers
must carefully document each step of corpus creation: If a step
is unclear, replicability is jeopardized. This has cascading effects
on result verifiability, representativeness, and, thus, soundness.

Despite all challenges, how can we maintain the soundness of
firmware corpora? This paper thoroughly analyzes the problem
space and investigates its impact on research: We distill practical
binary analysis challenges that significantly influence corpus
creation. We use these insights to derive guidelines that help
researchers to nurture corpus replicability and representative-
ness. We apply them to 44 top tier papers and systematically
analyze scientific corpus creation practices. Our comprehensive
analysis confirms that there is currently no common ground in
related work. It shows the added value of our guidelines, as
they discover methodical issues in corpus creation and unveil
miniscule step stones in documentation. These blur visions on
representativeness, hinder replicability, and, thus, negatively
impact the soundness of otherwise excellent work.

Finally, we show the feasibility of our guidelines and build a
new corpus for large-scale analyses on Linux firmware: LFwC.
We share rich meta data for good (and proven) replicability. We
verify unpacking, deduplicate, identify contents, provide ground
truth, and demonstrate LFwC’s utility for research.

I. INTRODUCTION

Embedded systems are part of everyone’s life. Their prolif-
eration in households, industries, and critical domains makes
them highly lucrative targets for cyber attacks with devastat-
ing impact, e.g., [1]–[4]. Thus, finding vulnerabilities in the
firmware running on these systems is an important task.

Firmware vulnerability research becomes a matryoshka doll
of nested analysis problems when no source code is available:
Acquisition is hard, data may be encrypted, and architectures
are manifold [5]. Heterogeneity and resource constraints defy
established analysis methods for general-purpose systems [6].

Automated firmware vulnerability research has, thus, be-
come a prevalent research topic [5], [6]: Common static meth-

ods are cross-platform code similarity or taint analysis [7], [8].
Dynamic approaches explore scalable emulation to create test
beds for techniques like fuzzing [6].

Regardless of the method conducted, there is a need for
high-quality firmware corpora for sound evaluations. This is
intuitive, as related fields show that careful curation, rich meta
data, and meticulous documentation foster scientific rigor,
enable replicability, and emulate real conditions [9], [10].

We have conducted a literature review on firmware corpora
and found little consensus on their creation: Some researchers,
e.g., scrape the Internet [11], [12] while others select few
images [13]. Some describe unpacking [8]; others do not [13].
Some collect product data [12]. Others do not [11]. Copyright
and intellectual property laws limit sample sharing. Thus,
some share no data [14], but others provide source links [11].

All of the above affects soundness. Unpacking is an ex-
ample [5]: If we share too few details, replication may fail.
This may push us towards small corpora, which can add bias.
We may bulk collect to improve unpacking odds; but without
filters, we affect representativeness: If data is riddled with, e.g.,
old samples, it may no longer represent today’s vulnerabilities.

To sidestep these problems, we could craft synthetic tests,
but they can not fully model real conditions [15]. Thus, this
paper focuses on real firmware. Of course, analysis methods
affect our corpora; not all work targets the same systems. But
ideally, we may agree on unified and sound data requirements.
This paper is a comprehensive analysis of the problem space
of sound firmware corpora. We provide guidelines to improve
their soundness, and contribute a new corpus that follows these
guidelines. More specifically, our contributions are as follows:

• We distill common firmware analysis problems from re-
lated work [5], [6] to pinpoint corpus creation challenges:
What makes the creation of scientifically sound corpora
so hard? We set ground for a practical perspective on
(and better understanding of) the problem space.

• With the challenges in mind, we propose a framework of
data requirements to increase the soundness of firmware
corpora: Three superordinate goals are nurtured by six
requirements and 16 measures. It can support researchers
by raising attention to the small step stones that lie in
their way towards scientifically sound corpora. As a Latin
idiom states: Mens sana in corpore sano – These are
guidelines to support a healthy mind in a healthy body.

• We show that there is no common ground on corpus doc-
umentation, even in otherwise excellent work: We review
44 top tier papers to collect data on our framework. We
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BTaint: Finding Real Bugs in ARM-based Firmware
A. Author and B. Author

Dept. of Binary Firmware Analyses, Example University

Abstract—Firmware corpora for vulnerability research should
be scientifically sound. Yet, several practical challenges complicate
the creation of sound corpora: Sample acquisition, e.g., is hard
and one must overcome the barrier of proprietary or encrypted
data. As image contents are unknown prior to analysis, it is hard
to select high-quality samples that can satisfy scientific demands.
Ideally, we help each other out by sharing data. But here,
sharing is problematic due to copyright laws. Instead, papers
must carefully document each step of corpus creation: If a step
is unclear, replicability is jeopardized. This has cascading effects
on result verifiability, representativeness, and, thus, soundness.

Despite all challenges, how can we maintain the soundness of
firmware corpora? This paper thoroughly analyzes the problem
space and investigates its impact on research: We distill practical
binary analysis challenges that significantly influence corpus
creation. We use these insights to derive guidelines that help
researchers to nurture corpus replicability and representative-
ness. We apply them to 44 top tier papers and systematically
analyze scientific corpus creation practices. Our comprehensive
analysis confirms that there is currently no common ground in
related work. It shows the added value of our guidelines, as
they discover methodical issues in corpus creation and unveil
miniscule step stones in documentation. These blur visions on
representativeness, hinder replicability, and, thus, negatively
impact the soundness of otherwise excellent work.

Finally, we show the feasibility of our guidelines and build a
new corpus for large-scale analyses on Linux firmware: LFwC.
We share rich meta data for good (and proven) replicability. We
verify unpacking, deduplicate, identify contents, provide ground
truth, and demonstrate LFwC’s utility for research.

I. INTRODUCTION

Embedded systems are part of everyone’s life. Their prolif-
eration in households, industries, and critical domains makes
them highly lucrative targets for cyber attacks with devastat-
ing impact, e.g., [1]–[4]. Thus, finding vulnerabilities in the
firmware running on these systems is an important task.

Firmware vulnerability research becomes a matryoshka doll
of nested analysis problems when no source code is available:
Acquisition is hard, data may be encrypted, and architectures
are manifold [5]. Heterogeneity and resource constraints defy
established analysis methods for general-purpose systems [6].

Automated firmware vulnerability research has, thus, be-
come a prevalent research topic [5], [6]: Common static meth-

ods are cross-platform code similarity or taint analysis [7], [8].
Dynamic approaches explore scalable emulation to create test
beds for techniques like fuzzing [6].

Regardless of the method conducted, there is a need for
high-quality firmware corpora for sound evaluations. This is
intuitive, as related fields show that careful curation, rich meta
data, and meticulous documentation foster scientific rigor,
enable replicability, and emulate real conditions [9], [10].

We have conducted a literature review on firmware corpora
and found little consensus on their creation: Some researchers,
e.g., scrape the Internet [11], [12] while others select few
images [13]. Some describe unpacking [8]; others do not [13].
Some collect product data [12]. Others do not [11]. Copyright
and intellectual property laws limit sample sharing. Thus,
some share no data [14], but others provide source links [11].

All of the above affects soundness. Unpacking is an ex-
ample [5]: If we share too few details, replication may fail.
This may push us towards small corpora, which can add bias.
We may bulk collect to improve unpacking odds; but without
filters, we affect representativeness: If data is riddled with, e.g.,
old samples, it may no longer represent today’s vulnerabilities.

To sidestep these problems, we could craft synthetic tests,
but they can not fully model real conditions [15]. Thus, this
paper focuses on real firmware. Of course, analysis methods
affect our corpora; not all work targets the same systems. But
ideally, we may agree on unified and sound data requirements.
This paper is a comprehensive analysis of the problem space
of sound firmware corpora. We provide guidelines to improve
their soundness, and contribute a new corpus that follows these
guidelines. More specifically, our contributions are as follows:

• We distill common firmware analysis problems from re-
lated work [5], [6] to pinpoint corpus creation challenges:
What makes the creation of scientifically sound corpora
so hard? We set ground for a practical perspective on
(and better understanding of) the problem space.

• With the challenges in mind, we propose a framework of
data requirements to increase the soundness of firmware
corpora: Three superordinate goals are nurtured by six
requirements and 16 measures. It can support researchers
by raising attention to the small step stones that lie in
their way towards scientifically sound corpora. As a Latin
idiom states: Mens sana in corpore sano – These are
guidelines to support a healthy mind in a healthy body.

• We show that there is no common ground on corpus doc-
umentation, even in otherwise excellent work: We review
44 top tier papers to collect data on our framework. We
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BTaint: Finding Real Bugs in ARM-based Firmware
A. Author and B. Author

Dept. of Binary Firmware Analyses, Example University

Abstract—Firmware corpora for vulnerability research should
be scientifically sound. Yet, several practical challenges complicate
the creation of sound corpora: Sample acquisition, e.g., is hard
and one must overcome the barrier of proprietary or encrypted
data. As image contents are unknown prior to analysis, it is hard
to select high-quality samples that can satisfy scientific demands.
Ideally, we help each other out by sharing data. But here,
sharing is problematic due to copyright laws. Instead, papers
must carefully document each step of corpus creation: If a step
is unclear, replicability is jeopardized. This has cascading effects
on result verifiability, representativeness, and, thus, soundness.

Despite all challenges, how can we maintain the soundness of
firmware corpora? This paper thoroughly analyzes the problem
space and investigates its impact on research: We distill practical
binary analysis challenges that significantly influence corpus
creation. We use these insights to derive guidelines that help
researchers to nurture corpus replicability and representative-
ness. We apply them to 44 top tier papers and systematically
analyze scientific corpus creation practices. Our comprehensive
analysis confirms that there is currently no common ground in
related work. It shows the added value of our guidelines, as
they discover methodical issues in corpus creation and unveil
miniscule step stones in documentation. These blur visions on
representativeness, hinder replicability, and, thus, negatively
impact the soundness of otherwise excellent work.

Finally, we show the feasibility of our guidelines and build a
new corpus for large-scale analyses on Linux firmware: LFwC.
We share rich meta data for good (and proven) replicability. We
verify unpacking, deduplicate, identify contents, provide ground
truth, and demonstrate LFwC’s utility for research.

I. INTRODUCTION

Embedded systems are part of everyone’s life. Their prolif-
eration in households, industries, and critical domains makes
them highly lucrative targets for cyber attacks with devastat-
ing impact, e.g., [1]–[4]. Thus, finding vulnerabilities in the
firmware running on these systems is an important task.

Firmware vulnerability research becomes a matryoshka doll
of nested analysis problems when no source code is available:
Acquisition is hard, data may be encrypted, and architectures
are manifold [5]. Heterogeneity and resource constraints defy
established analysis methods for general-purpose systems [6].

Automated firmware vulnerability research has, thus, be-
come a prevalent research topic [5], [6]: Common static meth-

ods are cross-platform code similarity or taint analysis [7], [8].
Dynamic approaches explore scalable emulation to create test
beds for techniques like fuzzing [6].

Regardless of the method conducted, there is a need for
high-quality firmware corpora for sound evaluations. This is
intuitive, as related fields show that careful curation, rich meta
data, and meticulous documentation foster scientific rigor,
enable replicability, and emulate real conditions [9], [10].

We have conducted a literature review on firmware corpora
and found little consensus on their creation: Some researchers,
e.g., scrape the Internet [11], [12] while others select few
images [13]. Some describe unpacking [8]; others do not [13].
Some collect product data [12]. Others do not [11]. Copyright
and intellectual property laws limit sample sharing. Thus,
some share no data [14], but others provide source links [11].

All of the above affects soundness. Unpacking is an ex-
ample [5]: If we share too few details, replication may fail.
This may push us towards small corpora, which can add bias.
We may bulk collect to improve unpacking odds; but without
filters, we affect representativeness: If data is riddled with, e.g.,
old samples, it may no longer represent today’s vulnerabilities.

To sidestep these problems, we could craft synthetic tests,
but they can not fully model real conditions [15]. Thus, this
paper focuses on real firmware. Of course, analysis methods
affect our corpora; not all work targets the same systems. But
ideally, we may agree on unified and sound data requirements.
This paper is a comprehensive analysis of the problem space
of sound firmware corpora. We provide guidelines to improve
their soundness, and contribute a new corpus that follows these
guidelines. More specifically, our contributions are as follows:

• We distill common firmware analysis problems from re-
lated work [5], [6] to pinpoint corpus creation challenges:
What makes the creation of scientifically sound corpora
so hard? We set ground for a practical perspective on
(and better understanding of) the problem space.

• With the challenges in mind, we propose a framework of
data requirements to increase the soundness of firmware
corpora: Three superordinate goals are nurtured by six
requirements and 16 measures. It can support researchers
by raising attention to the small step stones that lie in
their way towards scientifically sound corpora. As a Latin
idiom states: Mens sana in corpore sano – These are
guidelines to support a healthy mind in a healthy body.

• We show that there is no common ground on corpus doc-
umentation, even in otherwise excellent work: We review
44 top tier papers to collect data on our framework. We
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BTaint: Finding Real Bugs in ARM-based Firmware
A. Author and B. Author

Dept. of Binary Firmware Analyses, Example University

Abstract—Firmware corpora for vulnerability research should
be scientifically sound. Yet, several practical challenges complicate
the creation of sound corpora: Sample acquisition, e.g., is hard
and one must overcome the barrier of proprietary or encrypted
data. As image contents are unknown prior to analysis, it is hard
to select high-quality samples that can satisfy scientific demands.
Ideally, we help each other out by sharing data. But here,
sharing is problematic due to copyright laws. Instead, papers
must carefully document each step of corpus creation: If a step
is unclear, replicability is jeopardized. This has cascading effects
on result verifiability, representativeness, and, thus, soundness.

Despite all challenges, how can we maintain the soundness of
firmware corpora? This paper thoroughly analyzes the problem
space and investigates its impact on research: We distill practical
binary analysis challenges that significantly influence corpus
creation. We use these insights to derive guidelines that help
researchers to nurture corpus replicability and representative-
ness. We apply them to 44 top tier papers and systematically
analyze scientific corpus creation practices. Our comprehensive
analysis confirms that there is currently no common ground in
related work. It shows the added value of our guidelines, as
they discover methodical issues in corpus creation and unveil
miniscule step stones in documentation. These blur visions on
representativeness, hinder replicability, and, thus, negatively
impact the soundness of otherwise excellent work.

Finally, we show the feasibility of our guidelines and build a
new corpus for large-scale analyses on Linux firmware: LFwC.
We share rich meta data for good (and proven) replicability. We
verify unpacking, deduplicate, identify contents, provide ground
truth, and demonstrate LFwC’s utility for research.

I. INTRODUCTION

Embedded systems are part of everyone’s life. Their prolif-
eration in households, industries, and critical domains makes
them highly lucrative targets for cyber attacks with devastat-
ing impact, e.g., [1]–[4]. Thus, finding vulnerabilities in the
firmware running on these systems is an important task.

Firmware vulnerability research becomes a matryoshka doll
of nested analysis problems when no source code is available:
Acquisition is hard, data may be encrypted, and architectures
are manifold [5]. Heterogeneity and resource constraints defy
established analysis methods for general-purpose systems [6].

Automated firmware vulnerability research has, thus, be-
come a prevalent research topic [5], [6]: Common static meth-

ods are cross-platform code similarity or taint analysis [7], [8].
Dynamic approaches explore scalable emulation to create test
beds for techniques like fuzzing [6].

Regardless of the method conducted, there is a need for
high-quality firmware corpora for sound evaluations. This is
intuitive, as related fields show that careful curation, rich meta
data, and meticulous documentation foster scientific rigor,
enable replicability, and emulate real conditions [9], [10].

We have conducted a literature review on firmware corpora
and found little consensus on their creation: Some researchers,
e.g., scrape the Internet [11], [12] while others select few
images [13]. Some describe unpacking [8]; others do not [13].
Some collect product data [12]. Others do not [11]. Copyright
and intellectual property laws limit sample sharing. Thus,
some share no data [14], but others provide source links [11].

All of the above affects soundness. Unpacking is an ex-
ample [5]: If we share too few details, replication may fail.
This may push us towards small corpora, which can add bias.
We may bulk collect to improve unpacking odds; but without
filters, we affect representativeness: If data is riddled with, e.g.,
old samples, it may no longer represent today’s vulnerabilities.

To sidestep these problems, we could craft synthetic tests,
but they can not fully model real conditions [15]. Thus, this
paper focuses on real firmware. Of course, analysis methods
affect our corpora; not all work targets the same systems. But
ideally, we may agree on unified and sound data requirements.
This paper is a comprehensive analysis of the problem space
of sound firmware corpora. We provide guidelines to improve
their soundness, and contribute a new corpus that follows these
guidelines. More specifically, our contributions are as follows:

• We distill common firmware analysis problems from re-
lated work [5], [6] to pinpoint corpus creation challenges:
What makes the creation of scientifically sound corpora
so hard? We set ground for a practical perspective on
(and better understanding of) the problem space.

• With the challenges in mind, we propose a framework of
data requirements to increase the soundness of firmware
corpora: Three superordinate goals are nurtured by six
requirements and 16 measures. It can support researchers
by raising attention to the small step stones that lie in
their way towards scientifically sound corpora. As a Latin
idiom states: Mens sana in corpore sano – These are
guidelines to support a healthy mind in a healthy body.

• We show that there is no common ground on corpus doc-
umentation, even in otherwise excellent work: We review
44 top tier papers to collect data on our framework. We
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Illegal: Copyright in firmware images.

Preserve data replicability: Document everything.

BTaint: Finding Real Bugs in ARM-based Firmware
A. Author and B. Author

Dept. of Binary Firmware Analyses, Example University

Abstract—Firmware corpora for vulnerability research should
be scientifically sound. Yet, several practical challenges complicate
the creation of sound corpora: Sample acquisition, e.g., is hard
and one must overcome the barrier of proprietary or encrypted
data. As image contents are unknown prior to analysis, it is hard
to select high-quality samples that can satisfy scientific demands.
Ideally, we help each other out by sharing data. But here,
sharing is problematic due to copyright laws. Instead, papers
must carefully document each step of corpus creation: If a step
is unclear, replicability is jeopardized. This has cascading effects
on result verifiability, representativeness, and, thus, soundness.

Despite all challenges, how can we maintain the soundness of
firmware corpora? This paper thoroughly analyzes the problem
space and investigates its impact on research: We distill practical
binary analysis challenges that significantly influence corpus
creation. We use these insights to derive guidelines that help
researchers to nurture corpus replicability and representative-
ness. We apply them to 44 top tier papers and systematically
analyze scientific corpus creation practices. Our comprehensive
analysis confirms that there is currently no common ground in
related work. It shows the added value of our guidelines, as
they discover methodical issues in corpus creation and unveil
miniscule step stones in documentation. These blur visions on
representativeness, hinder replicability, and, thus, negatively
impact the soundness of otherwise excellent work.

Finally, we show the feasibility of our guidelines and build a
new corpus for large-scale analyses on Linux firmware: LFwC.
We share rich meta data for good (and proven) replicability. We
verify unpacking, deduplicate, identify contents, provide ground
truth, and demonstrate LFwC’s utility for research.

I. INTRODUCTION

Embedded systems are part of everyone’s life. Their prolif-
eration in households, industries, and critical domains makes
them highly lucrative targets for cyber attacks with devastat-
ing impact, e.g., [1]–[4]. Thus, finding vulnerabilities in the
firmware running on these systems is an important task.

Firmware vulnerability research becomes a matryoshka doll
of nested analysis problems when no source code is available:
Acquisition is hard, data may be encrypted, and architectures
are manifold [5]. Heterogeneity and resource constraints defy
established analysis methods for general-purpose systems [6].

Automated firmware vulnerability research has, thus, be-
come a prevalent research topic [5], [6]: Common static meth-

ods are cross-platform code similarity or taint analysis [7], [8].
Dynamic approaches explore scalable emulation to create test
beds for techniques like fuzzing [6].

Regardless of the method conducted, there is a need for
high-quality firmware corpora for sound evaluations. This is
intuitive, as related fields show that careful curation, rich meta
data, and meticulous documentation foster scientific rigor,
enable replicability, and emulate real conditions [9], [10].

We have conducted a literature review on firmware corpora
and found little consensus on their creation: Some researchers,
e.g., scrape the Internet [11], [12] while others select few
images [13]. Some describe unpacking [8]; others do not [13].
Some collect product data [12]. Others do not [11]. Copyright
and intellectual property laws limit sample sharing. Thus,
some share no data [14], but others provide source links [11].

All of the above affects soundness. Unpacking is an ex-
ample [5]: If we share too few details, replication may fail.
This may push us towards small corpora, which can add bias.
We may bulk collect to improve unpacking odds; but without
filters, we affect representativeness: If data is riddled with, e.g.,
old samples, it may no longer represent today’s vulnerabilities.

To sidestep these problems, we could craft synthetic tests,
but they can not fully model real conditions [15]. Thus, this
paper focuses on real firmware. Of course, analysis methods
affect our corpora; not all work targets the same systems. But
ideally, we may agree on unified and sound data requirements.
This paper is a comprehensive analysis of the problem space
of sound firmware corpora. We provide guidelines to improve
their soundness, and contribute a new corpus that follows these
guidelines. More specifically, our contributions are as follows:

• We distill common firmware analysis problems from re-
lated work [5], [6] to pinpoint corpus creation challenges:
What makes the creation of scientifically sound corpora
so hard? We set ground for a practical perspective on
(and better understanding of) the problem space.

• With the challenges in mind, we propose a framework of
data requirements to increase the soundness of firmware
corpora: Three superordinate goals are nurtured by six
requirements and 16 measures. It can support researchers
by raising attention to the small step stones that lie in
their way towards scientifically sound corpora. As a Latin
idiom states: Mens sana in corpore sano – These are
guidelines to support a healthy mind in a healthy body.

• We show that there is no common ground on corpus doc-
umentation, even in otherwise excellent work: We review
44 top tier papers to collect data on our framework. We

Network and Distributed System Security (NDSS) Symposium 2025
24-28 February 2025, San Diego, CA, USA
ISBN 979-8-9894372-8-3
https://dx.doi.org/10.14722/ndss.2025.230669
www.ndss-symposium.org
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C2: Guidelines to create scientifically sound firmware corpora.

IV-B) Measures

IV-B) Requirements

IV-A) Goals
[Rel. Challenges] Representativeness

[C1, C2, C3, C4, C8]
G2

Method-Orientation
[C4, C5, C6, C7, C8]

G3

Replicability
[C1, C2, C3]

G1

Vulnerabilities*

Ground TruthR1

Date*

Version*

Temporal Properties

File Contents
Device Properties

RelevanceR2

Deduplication*
Unpacking Status

Sample Quantity
Unpacked*

Sample Quantity
Packed*

Clean DataR3

Sample Quantity
Sample Quantity

Unpacked

Architecture*
Device Class*

Manufacturer* Model*

FW Type*

Device Properties

Heterogeneity & DiversityR6

Unpacking Proc*
Deduplication

Acquisition*
Reasoning*

DocumentationR5

Date Hash*

Link* Version

File Properties
Device Properties
File Contents

Rich Meta DataR4

10
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IV-B) Measures

IV-B) Requirements

IV-A) Goals
[Rel. Challenges] Representativeness

[C1, C2, C3, C4, C8]
G2

Method-Orientation
[C4, C5, C6, C7, C8]

G3

Replicability
[C1, C2, C3]

G1

Vulnerabilities*

Ground TruthR1

Date*

Version*

Temporal Properties

File Contents
Device Properties

RelevanceR2

Deduplication*
Unpacking Status

Sample Quantity
Unpacked*

Sample Quantity
Packed*

Clean DataR3

Sample Quantity
Sample Quantity

Unpacked

Architecture*
Device Class*

Manufacturer* Model*

FW Type*

Device Properties

Heterogeneity & DiversityR6

Unpacking Proc*
Deduplication

Acquisition*
Reasoning*

DocumentationR5

Date Hash*

Link* Version

File Properties
Device Properties
File Contents

Rich Meta DataR4

Layer 1: Abstract corpus goals to improve soundness.
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IV-B) Measures

IV-B) Requirements

IV-A) Goals
[Rel. Challenges] Representativeness

[C1, C2, C3, C4, C8]
G2

Method-Orientation
[C4, C5, C6, C7, C8]

G3

Replicability
[C1, C2, C3]

G1

Vulnerabilities*

Ground TruthR1

Date*

Version*

Temporal Properties

File Contents
Device Properties

RelevanceR2

Deduplication*
Unpacking Status

Sample Quantity
Unpacked*

Sample Quantity
Packed*

Clean DataR3

Sample Quantity
Sample Quantity

Unpacked

Architecture*
Device Class*

Manufacturer* Model*

FW Type*

Device Properties

Heterogeneity & DiversityR6

Unpacking Proc*
Deduplication

Acquisition*
Reasoning*

DocumentationR5

Date Hash*

Link* Version

File Properties
Device Properties
File Contents

Rich Meta DataR4

Layer 2: Key requirements that nurture the three goals. 
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Layer 3: Concrete measures to estimate requirement fulfillment.

IV-B) Measures

IV-B) Requirements

IV-A) Goals
[Rel. Challenges] Representativeness

[C1, C2, C3, C4, C8]
G2

Method-Orientation
[C4, C5, C6, C7, C8]

G3

Replicability
[C1, C2, C3]

G1

Vulnerabilities*

Ground TruthR1

Date*

Version*

Temporal Properties

File Contents
Device Properties

RelevanceR2

Deduplication*
Unpacking Status

Sample Quantity
Unpacked*

Sample Quantity
Packed*

Clean DataR3

Sample Quantity
Sample Quantity

Unpacked

Architecture*
Device Class*

Manufacturer* Model*

FW Type*

Device Properties

Heterogeneity & DiversityR6

Unpacking Proc*
Deduplication

Acquisition*
Reasoning*

DocumentationR5

Date Hash*

Link* Version

File Properties
Device Properties
File Contents

Rich Meta DataR4

16 unique measures
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Layer 3: Measure examples.

IV-B) Measures

IV-B) Requirements

IV-A) Goals
[Rel. Challenges] Representativeness

[C1, C2, C3, C4, C8]
G2

Method-Orientation
[C4, C5, C6, C7, C8]

G3

Replicability
[C1, C2, C3]

G1

Vulnerabilities*

Ground TruthR1

Date*

Version*

Temporal Properties

File Contents
Device Properties

RelevanceR2

Deduplication*
Unpacking Status

Sample Quantity
Unpacked*

Sample Quantity
Packed*

Clean DataR3

Sample Quantity
Sample Quantity

Unpacked

Architecture*
Device Class*

Manufacturer* Model*

FW Type*

Device Properties

Heterogeneity & DiversityR6

Unpacking Proc*
Deduplication

Acquisition*
Reasoning*

DocumentationR5

Date Hash*

Link* Version

File Properties
Device Properties
File Contents

Rich Meta DataR4

IV-B) Measures

IV-B) Requirements

IV-A) Goals
[Rel. Challenges] Representativeness

[C1, C2, C3, C4, C8]
G2

Method-Orientation
[C4, C5, C6, C7, C8]

G3

Replicability
[C1, C2, C3]

G1

Vulnerabilities*

Ground TruthR1

Date*

Version*

Temporal Properties

File Contents
Device Properties

RelevanceR2

Deduplication*
Unpacking Status

Sample Quantity
Unpacked*

Sample Quantity
Packed*

Clean DataR3

Sample Quantity
Sample Quantity

Unpacked

Architecture*
Device Class*

Manufacturer* Model*

FW Type*

Device Properties

Heterogeneity & DiversityR6

Unpacking Proc*
Deduplication

Acquisition*
Reasoning*

DocumentationR5

Date Hash*

Link* Version

File Properties
Device Properties
File Contents

Rich Meta DataR4

IV-B) Measures

IV-B) Requirements

IV-A) Goals
[Rel. Challenges] Representativeness

[C1, C2, C3, C4, C8]
G2

Method-Orientation
[C4, C5, C6, C7, C8]

G3

Replicability
[C1, C2, C3]

G1

Vulnerabilities*

Ground TruthR1

Date*

Version*

Temporal Properties

File Contents
Device Properties

RelevanceR2

Deduplication*
Unpacking Status

Sample Quantity
Unpacked*

Sample Quantity
Packed*

Clean DataR3

Sample Quantity
Sample Quantity

Unpacked

Architecture*
Device Class*

Manufacturer* Model*

FW Type*

Device Properties

Heterogeneity & DiversityR6

Unpacking Proc*
Deduplication

Acquisition*
Reasoning*

DocumentationR5

Date Hash*

Link* Version

File Properties
Device Properties
File Contents

Rich Meta DataR4

Measure Requirement

contributes to

Goal

Replicability
Representativeness

contributes to

14
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C3: An analysis of state of the art corpus
creation practices in current research.

collected

44 papers

from

NDSS, S&P, USENIX Security, CCS
(and few others, referenced by A* papers)

published

2013 – 2023

criterion

create/use firmware corpus for
vulnerability research
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collected

44 papers

from

NDSS, S&P, USENIX Security, CCS
(and few others, referenced by A* papers)

published

2013 – 2023

criterion

create/use firmware corpus for
vulnerability research

C3: An analysis of state of the art corpus
creation practices in current research.

Read,
analyze artifacts,

& collect data.
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C3: An analysis of state of the art corpus
creation practices in current research.
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Q1( Qdkduambd - - - - - - - � � - - � � � � �
Q2( Bkdam Casa � � � - - - - - - - - - - - - -

Q3( Qhbg Ldsa Casa - - - - - - - � � � � � � � � �
Q4( Cnbtldmsashnm - - � � � � - - - - - - - - - -
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Bnrshm ds ak. )11[ 21…245 15…164 R

Auasaq )17[ 2 2 L 2 2 2 1 HH/HHH
Odvmx ds ak. )21[ 5 5 L 5 5 2 2 9/H

OHD )23[ 3 3 3 3 1 HHH
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EHQLACXMD )11[ 12…924 8…375 R 31 6 H/HH
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GAKtbhmasnq )34[ 15 15 L 2 3 1 1 HHH
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C3: An analysis of state of the art corpus
creation practices in current research.

Cluster by measure
“How many papers 

documented this data?”

19

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
Fraction

Firmware Types

ISAs

Device Classes

Models

Manufacturer

Hashes

Links

Versions

Release Dates
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Packed Samples

Documented Partially Documented Undocumented
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0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
Fraction

Firmware Types

ISAs

Device Classes

Models

Manufacturer

Hashes

Links

Versions

Release Dates

Known Vulnerabilities

Acquisition

Reasoning

Unpack Process

Deduplication

Unpacked Samples

Packed Samples

Documented Partially Documented Undocumented

Acquisition steps are often documented.

Gone.
Corpus replicability

There is few or incomplete meta data.

Result verifiability
Hard.

Representativeness
Hard to assess.

Most papers do not fully describe unpacking.
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Firmware Types
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Device Classes

Models
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Acquisition

Reasoning

Unpack Process
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Unpacked Samples

Packed Samples

Documented Partially Documented Undocumented

Missing meta data & documentation threatens soundness.
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C4: A reference Linux Firmware Corpus (LFwC).

~10,900 unpacked samples
~2,350 devices
22 device classes
10 manufacturers
2005-2023 version history

meta data

manufacturer

device class

model

filename

release date

version

architecture

Linux kernel

hashes
download links

archive.org fallback

routersploit
mapping
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C4: A reference Linux Firmware Corpus (LFwC).

A1 Purpose & Firmware Targets
Corpus Purpose: Soundness, Applicability
Targets: COTS, Network, Type-I/II Linux

A2 Def. Relevance & Meta Data
Sample Relevance: Vuln., Actual, Historical

Meta Data: From Requirements, Kernels

General [Reasoning] A
Modelled Market Distribution: No

Selection Bias Possible: Yes
Manufacturers: 10

AVM, D-Link, EDIMAX, EnGenius, Linksys
NETGEAR, TP-Link, TRENDnet, Ubiquity

Device Classes: Network Appliances
e.g., router, ipcam, switch, ...

[Manufacturers] & [Classes]
B

Technique: Scraping
Tools: Scrapy, Selenium, geckodriver

Root Document: Manufact. Portfolio Pages
Approach: Greedy, all Versions, all HW Rev.

Fallback: WaybackMachine CDX API

Sample [Acquisition]
C

Technique: Scraping
Source: Manufacturer Product Pages, Files
What: [Links, Manufacturer, Model, Rel.

Dates, Versions, Hashes, Dev. Class] 

Meta Data [Acquisition]
D

Tool: FACT Unpacking Plugins
How: Recursive Unpacker Selection based

on MIME Signatures
Fallback: binwalk

Replicable [Unpacking]

Firmware Analysis and Comparison Tool (FACT)
F

Scope: Files Across all Images
How: SHA256 Hash of each File

Content [Deduplication]
G

ISA: architecture_detection Plugin
(Device Trees, Kernel Configs, ELF Headers)

Kernel: software_components Plugin
(Match Linux Kernel Banners via YARA)

[ISA] & Kernel Detection
H

Criterion: Unpacked File Paths Contain 
Linux Components 

("/(bin|var|www|etc|sbin|boot|home|
lib|opt|root|srv|usr)/")

Verify [Unpacking] Success
I

How: Match Models and their Firmware
Versions against Routersploit Database

Annotate [Ground Truth]
J

How: SHA256 Hash of Packed Sample

Firmware [Deduplication]

Unique [Packed]
14,583

with Meta Data

LFwC-Failed
3,670

[Unpacked]
10,913E

LFwC

>100 formats

signature-based

A1 Purpose & Firmware Targets
Corpus Purpose: Soundness, Applicability
Targets: COTS, Network, Type-I/II Linux

A2 Def. Relevance & Meta Data
Sample Relevance: Vuln., Actual, Historical

Meta Data: From Requirements, Kernels

General [Reasoning] A
Modelled Market Distribution: No

Selection Bias Possible: Yes
Manufacturers: 10

AVM, D-Link, EDIMAX, EnGenius, Linksys
NETGEAR, TP-Link, TRENDnet, Ubiquity

Device Classes: Network Appliances
e.g., router, ipcam, switch, ...

[Manufacturers] & [Classes]
B

Technique: Scraping
Tools: Scrapy, Selenium, geckodriver

Root Document: Manufact. Portfolio Pages
Approach: Greedy, all Versions, all HW Rev.

Fallback: WaybackMachine CDX API

Sample [Acquisition]
C

Technique: Scraping
Source: Manufacturer Product Pages, Files
What: [Links, Manufacturer, Model, Rel.

Dates, Versions, Hashes, Dev. Class] 

Meta Data [Acquisition]
D

Tool: FACT Unpacking Plugins
How: Recursive Unpacker Selection based

on MIME Signatures
Fallback: binwalk

Replicable [Unpacking]

Firmware Analysis and Comparison Tool (FACT)
F

Scope: Files Across all Images
How: SHA256 Hash of each File

Content [Deduplication]
G

ISA: architecture_detection Plugin
(Device Trees, Kernel Configs, ELF Headers)

Kernel: software_components Plugin
(Match Linux Kernel Banners via YARA)

[ISA] & Kernel Detection
H

Criterion: Unpacked File Paths Contain 
Linux Components 

("/(bin|var|www|etc|sbin|boot|home|
lib|opt|root|srv|usr)/")

Verify [Unpacking] Success
I

How: Match Models and their Firmware
Versions against Routersploit Database

Annotate [Ground Truth]
J

How: SHA256 Hash of Packed Sample

Firmware [Deduplication]

Unique [Packed]
14,583

with Meta Data

LFwC-Failed
3,670

[Unpacked]
10,913E

LFwC
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Replicate LFwC.

meta data

.csv
sources

filter
& pass

download script

pass

unpack, 
analyze,

deduplicate

vm corpus

23

e.g.:
ISA = “ARM“
Class = “Router“
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Replicate LFwC.

meta data

.csv

filter
& pass pass

unpack, 
analyze,

deduplicate

vm corpus

obtained 10,883 / 10,913
in 5 hours.

à 99.7%

one year after
creation

sources

download script
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Summary.

More information, analyses, and 
case studies in our paper.

1 Corpus Creation Challenges: What are the problems?

Creation Guidelines: What are some properties of sound corpora?
à 16 Measures Towards Sound Corpora.

2
Research Paper Analysis: How do we currently create corpora? 

à More Documentation, More Meta Data.
3

Release LFwC Reference Corpus: Are these guidelines feasible?
à Yes. Proven Replicability.

4
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Artifacts, contributions, and contact.

request LFwC.

https://github.com/fkie-cad/linux-firmware-corpus

original scrapers.FACT vm.

replication scripts.

Jupyter notebooks.
(explore data, gen. paper results)

raw data.

setup tutorial.

Contact: rene.helmke@fkie.fraunhofer.de

contribute.

26




