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Building, sharing, and documenting evaluation datasets.

Firmware
Sample Corpus Results Conclusions
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Scientific Soundness.

Results
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Transparent
Comprehensible
Verifiable

Replicable &
Representative
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Analysis: How can we help researchers to build scientifically sound firmware corpora?

Mens Sana In Corpore Sano: Sound
Firmware Corpora for Vulnerability Research

Identify Propose ! ] Analyze Release
(3) Literature. ) (4) Reference Corpus. )
5 ' [ 7
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Understanding the problem space: Why is it hard to create sound corpora?

BTaint: Finding Real Bugs in ARM-based Firmware

A. Author and B. Author
Dept. of Binary Firmware Analyses, Example University

Goal: Create firmware corpus with 1000 samples.
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Understanding the problem space: Why is it hard to create sound corpora?

BTaint: Finding Real Bugs in ARM-based Firmware

A. Author and B. Author
Dept. of Binary Firmware Analyses, Example University

Goal: Create firmware corpus with 1000 samples.

C General Challenges D)
dC1|Firmware Acquisiton

dC2|Firmware Unpacking
dC3|Content Identification
dC4|Ground Truth

0 0O O O
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Understanding the problem space: Why is it hard to create sound corpora?

BTaint: Finding Real Bugs in ARM-based Firmware

A. Author and B. Author
Dept. of Binary Firmware Analyses, Example University

Goal: Create firmware corpus with 1000 samples.
(— General Challenges ) RE / binary analysis = showstopper

/

4C2|Firmware Unpacking f—
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Understanding the problem space: Why is it hard to create sound corpora?

BTaint: Finding Real Bugs inmrmwme

A. Author and B. Author
Dept. of Binary Firmware Analyses, Example University

Goal: Create firmware corpus with 1000 samples.
(— General Challenges ) RE / binary analysis = showstopper

/

4C2|Firmware Unpacking f—

{CSIISA & Excoution Parametersh— data relevance
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Understanding the problem space: Why is it hard to create sound corpora?

BTaint: Finding Real Bugs in ARM-based Firmware

A. Author and B. Author
Dept. of Binary Firmware Analyses, Example University

Goalfirmware corpus with 1000 samples.

\Illegal: Copyright in firmware images.

Preserve data replicability: Document everything.

R. Helmke et al., Mens Sana In Corpore Sano: Sound Firmware Corpora for Vulnerability Research

9



C2: Guidelines to create scientifically sound firmware corpora.

\
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IV-A) Goals

[Rel. Challenges]
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Layer 1: Abstract corpus goals to improve soundness.

Replicabili
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[C1, C2, C3

Representativeness
[C1, C2, C3, C4, C8]

Method-Orientation
[C4, C5, C6, C7, C8]
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Layer 2: Key requirements that nurture the three goals.

(G1) hcabtln]‘v I
1, C2, C3
IV-A) Goals
G2 resentativeness I
[Rel. Challenges] 1 CP C2.C3. C4, C8]
(G3) Method-Orientation |

\
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Layer 3: Concrete measures to estimate requirement fulfillment.

G Replicabili |
[C1, C2, C3
IV-A) Goals
G2 Representativeness
[Rel. Challenges] O ICI, C2, C3, C4, C8]
@ Method-Orientation

[C4, C5, C6, C7, C8]

IV-B) Requirements (@DGrounaumruth ®)Relevance ) R3)Clean Data ) (R4 Rich Meta Data) RS Documentation) (R6) Heterogeneity & Diversity)

[EERIVUICrabilitiest [S[File Contents | @[Deduplication* |[@]File Contents _|[S[Reasoning*

Sample Quantity

_|<@| Unpacking Status ||@|Device Propertied|@]Acquisition*

Sample Quantit
npacked Y

IV-B) Measures Samﬁle Quantity |[Q|File Properties ||@|Unpacking Proc*|

Device Properties

acked

Date* T D%te He%sh* |&|Deduplication

Sample (%élan;city

3 £
Version npacke

Link* Version

Manufacturer* Model*

Device Class*

|
16 unique measures
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Layer 3: Measure examples.

Measure Requirement Goal

Manufacturer*o—s—oModel* contributes to contributes to ) .
, oArchitecture \;— > Replicability
. « .
Device Class*o—4_opw Type* @O Hcieroseneity &Diversiy)——— Representativeness
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C3: An analysis of state of the art corpus
creation practices in current research.

collected

44 papers

from

NDSS, S&P, USENIX Security, CCS

(and few others, referenced by A* papers)

published

2013 - 2023

criterion

create/use firmware corpus for
vulnerability research
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C3: An analysis of state of the art corpus
creation practices in current research.

Read,
analyze artifacts,
& collect data.
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Requirement Applies to Measure

« & f g g .
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. . . R1) Ground Truth - - - - - - v oo - - - - - - - - -
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R4) Rich Meta Data - - - - - - - v v v v Vv v v v v
R5) Documentation - - v v - - - - - - - - - -
R6) Heterogeneity - v - - - - - - - - v v v v v
Paper Collected Data on the Measures for Scientifically Sound Fimware Corpora
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C3: An analysis of state of the art corpus
creation praCtiCES iNn current resea rCh, B Documented [ Partially Documented BB Undocumented

Packed Samples
Unpacked Samples
Deduplication
Unpack Process
Reasoning
Acquisition

Known Vulnerabilities

Release Dates

Cluster by measure Versions
“How many papers Links

. Hash
documented this data?” . Ashes
anufacturer
Models

Device Classes
ISAs
Firmware Types
00 01 02 03 04 05 06 07 08 09 1.0
Fraction
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Missing meta data & documentation threatens soundness.

Acquisition steps are often documented.

Acquisition M

There is few or incomplete meta data.

Release Dates
Versions

Links

Hashes
Manufacturer
Models

Device Classes
ISAs

Firmware Types

Most papers do not fully describe unpacking.

Unpack Process {INMNT

B Documented 1 Partially Documented = Undocumented

Corpus replicability
Gone.

Result verifiability
Hard.

Representativeness

Hard to assess.
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~10,900
~2,350
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10
2005-2023

C4: A reference Linux Firmware Corpus (LFwC).

unpacked samples

devices

device classes
manufacturers
version history

architecture

hashes
download links

version model

archive.org fallback

device class

routersploit
manufacturer mapping
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>100 formats

— —_

C4: A reference Linux Firmware Corpus (LFwC).
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Artifact
Evaluated

S NDss

Replicate LFwC.

Functional

Reproduced

meta data download script vm corpus
unpack, ®
filter analyze, e
— — . @)
“ & pass pass deduplicate ﬁ%é%&ooo
~ o2 O.. 000
_ ce 0o T
g Coe00e0
ISA = “ARM“ 00¢
Class = “Router”
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Replicate LFwC.

one year after
creation
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Artifact
Evaluated

Snpss

Available

Functional

Reproduced

obtained 10,883 / 10,913
in 5 hours.

=2 99.7%
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Summary.

1 Corpus Creation Challenges: What are the problems?

2 Creation Guidelines: What are some properties of sound corpora?
- 16 Measures Towards Sound Corpora.

3 Research Paper Analysis: How do we currently create corpora?
- More Documentation, More Meta Data.

4 Release LFwC Reference Corpus: Are these guidelines feasible?
-> Yes. Proven Replicability.
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More information, analyses, and
case studies in our paper.
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Artifact
Evaluated

S NDss

Artifacts, contributions, and contact.

Functional

Reproduced

request LFwC. contribute.
raw data. replication scripts.
FACT vm. original scrapers.
setup tutorial. Jupyter notebooks.

(explore data, gen. paper results)

https.//github.com/fkie-cad/linux-firmware-corpus
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