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 Risk-Based Authentication (RBA) boosts security and usability by

adjusting authentication based on user behavior and risk.
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 Users prefer RBA over 2FA, find it more secure than password-only

authentication, and perceive its security as comparable to 2FA [1].

 When users attempt suspicious logins, they receive notifications

but are not prevented from logging in [2].

 Users often receive identity verification codes that may not be

triggered by their actions, causing confusion [3].

[1] Wiefling, Stephan, Markus Dürmuth, and Luigi Lo Iacono. "More than just good passwords? A study on usability and
security perceptions of risk-based authentication." In Proc. ACSAC. 2020.
[2] Markert, Philipp, et al. "Understanding Users' Interaction with Login Notifications." In Proc. CHI. 2024.
[3] Wu, Tingmin, et al. "What risk? i don't understand. an empirical study on users' understanding of the terms used in security
texts." In Proc. Asia CCS. 2020.
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 Three types of suspicious access that trigger a Risk-based Authentication

(RBA) notification:
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 To explore the design of RBA notifications, we test websites ranked in

the top 5,000 by Tranco as of December 2023. We evaluate 251

websites using three types of suspicious access.

 Simulate hacker triggered RBA.

 Create a new account linked to

emails and phone numbers to

receive RBA notifications.

Register a new account

Triggering RBA

Using account RBA notification
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 RBA notifications alert users to suspicious logins and usually include

details like a verification code, time, device, and location.

COMPANY Verification Code

Dear COMPANY Users,

Please confirm your sign-in request

We have detected an account sign-in request from a 

device we don’t recognize.

Your COMPANY verification code is: 907749

If you did not request this code, it is possible that
someone else is trying to access the COMPANY
Account rba@gmail.com. Do not forward or give
this code to anyone.
You received this message because this email address
is listed as the recovery email for the COMPANY
Account rba@gmail.com. If that is incorrect, please
click here to remove your email address from that
COMPANY Account.
Sincerely yours,
The COMPANY Accounts team

Reset your password

We have received your password reset requests.
Click below to change your ^^ account
Password:

Reset  password

Requested from: Chrome browser on 
Windows device

Location: Los Angeles, California
IP: 5.34.219.6

Temporary lock out from your COMPANY ID

You are temporarily locked out of your COMPANY ID 
due to 7 successive login failures. You can attempt to 
login again in 10 minutes from the time this email 
was sent.

If you need to reset  your password you can request 
to reset it here.

Any questions about your COMPANY ID, account, 
organization(s) and subscription(s), can be sent to 
support.COMPANY.com. We will do our best to reply 
as soon as possible.

Sincerely,
The COMPANY Accounts team

COMPANY COMPANY

mailto:rba@gmail.com
mailto:rbatest9527@gmail.com
https://accounts.google.com/AccountDisavow?adt=AOX8kirJrAi0eWsNoxmzLtbE9KAK6Us1L7tPcLIEmld4PSLAGSIPVJYV-XuJ7gn4
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 Online study and offline interview

Offline interviewOnline user study

Users’ attitudes

Understandings

Responses

Measures

Users’ feelings

Behaviors

Satisfaction scores

Expectations 

In this paper, we invite 258 online participants and 15 offline participants to explore users' 
perceptions, reactions, and expectations for three types of RBA notifications.
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 Online study and offline interview

Online user study

Users’ attitudes

Understandings

Responses

Measures

RQ1: [Feelings and Awareness] What are
users' attitudes and feelings towards receiving RBA
notifications that are not triggered by themselves? Do
these RBA notifications raise users' awareness of potential
security risks?
RQ2: [Reactions and Understanding] Is
addressing these notifications a priority for them? What
actions do users take upon receiving RBA notifications?
What do users perceive as the sources of these
notifications?
RQ3: [Perceptions and Expectations] What
factors can influence users' perceptions and reactions?
What key information do participants expect to be included
in an RBA notification? Do current RBA notifications meet
users' expectations?
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 Online study and offline interview

Offline interview

Users’ feelings

Behaviors

Satisfaction scores

Expectations 

Fake email

Score

10 AM
12 PM in the noon
8 PM in the evening

The scores for each
component are calculated
separately in three
different scenarios.
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 Data analysis

Offline interviewOnline user study

Likert-scale tests

Fisher's exact test 

Pearson’s chi-square test 

Scores

Coding
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 RBA notifications not triggered by users often elicit negative emotions

(e.g., suspicion (81.8%), anxiety (60.5), nervousness (61.6%), and surprise

(53.1%)), with no significant differences in feelings toward the three types.
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 Most participants immediately read RBA notifications in full, especially if

they view RBA notifications as beneficial.
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 Most participants follow the instructions in RBA notifications, but

distrust and skepticism still persist. Change account password
Check for unauthorized access
Change shared passwords
Change critical account passwords
Enable two-factor authentication
Use password manager
Update security questions
Review account activity
Maintain current password
Cancel account
Contact customer service
Seek help
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RQ3: Perceptions and Expectations 
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 The design of RBA notification content and the presentation of

metadata significantly influence users' perception of a crisis.
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0         20         40        60        80        100   

Notification headline
Logo/Sender

Account name
Reason for RBA trigger

Verification code/link
The validity period 

Location of the incident
Time of the event

The device
Browser

Solution provided 
Risk warning 

Account status change
Unsubscribe prompt

Copyright and help link
Closing remarks

Others



RQ3: Perceptions and Expectations 

14/15

 Most users ignore RBA notifications triggered by someone other than

themselves.
Four participants show indifference towards RBA
notifications. Six participants feel confused. Three
participants feel nervous. One participant feels sad
about reset password notifications.
Regarding how they check RBA notifications:
Nine out of fifteen participants check notifications
after a long delay. Six participants scan the email
briefly and mark it as spam. Two participants have
email filters that automatically block these
notifications. Two participants ignore the email,
thinking it wasn’t triggered by their actions. One
participant deletes the email, suspecting phishing.
Regarding devices:
Thirteen participants use mobile phones to check
the notifications. Two participants use a computer.
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 RBA notifications or phishing emails

 Most Participants prefer viewing RBA notifications sent via email on

their smartphones.

 The time, location, and device used to receive RBA notifications may

affect how users respond to them.
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