SecHUMAN
RUB

{i1 Leibniz
{ 0{ 2 Universitat
to9:4 Hannover

technische universitat
dortmund

Balancing Privacy and Data Utilization

A Comparative Vignette Study on User Acceptance
of Data Trustees in Germany and the US

Leona Lassak
Ruhr University Bochum

Markus DUrmuth
Leibniz University Hannover

Hanna Puschel Oliver D. Reithmaier
TU Dortmund Leilbniz University Hannover

Tobias Gostomzyk
TU Dortmund





















Data Subject
)



: Data
Data Subject Data User

)



. Data
Data SUbJeCt — Data user —__Dat

)




Data Subject Data User
)



Data Trustee

Data Subject Data User
)



Data Trustee

xO
OO

Data Subject Data User
)



Data Trustee -

&
o ®
o) Q
\y, &
Data Subject Data User

)



Data Trustee -«

&
o ®
o) Q
"y, %
Data Subject Data User

)

- European Legislation (DGA)

- CCPA




Data Trustee

Data Subject Data User
)



Data Trustee

Data Subject Data User
)

User
Acceptance



METHOD



 Germany & USA
« N=1800

M ETHOD + Vignette Study




] & AN @

| —

MEDICAL CAR IOT ONLINE



'IETTE STUDIES



VIGNETTE STUDIES

The medical data is stored to provide
access to research institutions.



VIGNETTE STUDIES

The medical data is stored to provide
access to research institutions.



VIGNETTE STUDIES

The medical data is 'stored to provide
access to research institutions.



VIGNETTE STUDIES

The medical data is 'stored to provide
access to research institutions.



VIGNETTE STUDIES

The medical data is 'stored to provide
access to the government.



VIGNETTE STUDIES

The automotive data is stored to provide
access to the government.






ETTES

Scenario Description <




ETTES

Scenario Description <

Data Trustee Description <

[




ETTES

Scenario Description <

N L~

| T—

MEDICAL CAR IOT ONLINE



ETTES

Data Trustee Description <




ORS

Operator
Anonymity
Processing

Storage

!l!!!

Recipient

Y

Access

Benefits

ki

Monitoring



RESULTS



How likely would you use the Data Trustee?



How likely would you use the Data Trustee?

Germany USA

i




How likely would you use the Data Trustee?

Germany USA

i

Very likely

Very unlikely




How likely would you use the Data Trustee?

Germany USA

i

Very likely

Very unlikely




How likely would you use the Data Trustee?

Germany USA




How likely would you use the Data Trustee?

Germany USA




How likely would you use the Data Trustee?

Germany USA




How likely would you use the Data Trustee?

Germany USA

I B
LE-A RN



How likely would you use the Data Trustee?

Germany USA

20 - 30%

{1ll’.||.



How likely would you use the Data Trustee?

Germany USA

\

{ B | - — > 30- 40%
LA AP

20 - 30%




What factors influenced the acceptance?



What factors influenced the acceptance?

Operator
Anonymity
Processing
Storage
Recipient
Access

Benefits

!!!!l!!!

Monitoring



What factors influenced the acceptance?

Recipient 0,

Benefits

!



How anonymous is the
transmitted data?



How anonymous is the
transmitted data?

Raw data | Anonymized data | Non-personal data



How anonymous is the
transmitted data?

Raw data | Anonymized data | Non-personal data

Significantly higher agreement for

Germany ~ anonymized & non-personal data




How anonymous is the
transmitted data?

Raw data | Anonymized data | Non-personal data

Germany

USA

Significantly higher agreement for
anonymized & non-personal data

Significantly higher agreement
for anonymized data



Who can access the data?



Who can access the data?

Research | Businesses | "Everyone” | Law enforcement



Who can access the data?

Research | Businesses | "Everyone” | Law enforcement

Significantly lower acceptance
for access by law enforcement
Germany



Who can access the data?

Research | Businesses

Germany

USA

"Everyone”

}
}

}

Law enforcement
Significantly lower acceptance
for access by law enforcement

Significantly lower acceptance
for access by everyone

Significantly lower acceptance
for access by everyone



Which benefits convince?



Which benefits convince?

None | Monetary | Personal



Which benefits convince?

None | Monetary | Personal

Germany

Significantly higher acceptance
with monetary & personal benefits



Which benefits convince?

None | Monetary | Personal

Germany

USA

}

Significantly higher acceptance
with monetary & personal benefits

Significantly higher acceptance
with mnonetary benefits



\f? No Influence

Monitoring :







1. Privacy Protection




1. Privacy Protection 1. Personal Benefits




1. Privacy Protection 1. Personal Benefits

2. User Anonymity




1. Privacy Protection 1. Personal Benefits

2. User Anonymity 2. Purpose




1. Privacy Protection 1. Personal Benefits
2. User Anonymity 2. Purpose

3. Personal Benefits




1. Privacy Protection 1. Personal Benefits
2. User Anonymity 2. Purpose

3. Personal Benefits 3. Privacy Protection







mary

How likely would you use the Data Trustee?

Germany USA

= Acceptance rather low

= US more open to idea



mary

How likely would you use the Data Trustee? What factors influenced the acceptance?

= Acceptance rather low = Focus on Anonymity,

: Recipient, & Benefits
= US more open to idea

= Operator, Monitoring, &
Storage are less crucial



mary

How likely would you use the Data Trustee? What factors influenced the acceptance?
1. Privacy Protection 1. Personal Benefits
I I I | I | I | 2. User Anonymity 2. Purpose
= Acceptance rather low = Focus on Anonymity, = US focused on benefits,
Recipient, & Benefits Germany on privacy

= US more open to idea
= Operator, Monitoring, &
Storage are less crucial



leonalossak@rub.de | Leona Lassak
hanna.pueschel@tu-dortmund.de | Hanna Paschel
oliver.reithmaier@itsec.uni—-hannover.de | Oliver D. Reithmaier

ma ry tobias.gostomzyk@tu-dortmund.de | Tobias Gostomzyk
markus.duermuth@itsec.uni-hannover.de | Markus Dirmuth

How likely would you use the Data Trustee? What factors influenced the acceptance?

German y USA
1. Privacy Protection 1. Personal Benefits

2. User Anonymity 2. Purpose

3. Personal Benefits 3. Privacy Protection

= Acceptance rather low = Focus on Anonymity, = US focused on benefits,
: Recipient, & Benefits Germany on privacy
= US more open to idea
= Operator, Monitoring, &
Storage are less crucial
SECH’UMAN :)é biiit:/r;irzsitéit technische universitat
T{U/2] " FORSCHUNGSKOLLEG ™. 094 Hannover dortmund



	Introduction
	Slide 1: Balancing Privacy and Data Utilization  A Comparative Vignette Study on User Acceptance of Data Trustees in Germany and the US
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7

	Begriffsbestimmung
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 18
	Slide 19

	Method
	Slide 23: METHOD
	Slide 24: METHOD
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39

	Results
	Slide 46: RESULTS
	Slide 48: How likely would you use the Data Trustee?
	Slide 49: How likely would you use the Data Trustee?
	Slide 50: How likely would you use the Data Trustee?
	Slide 51: How likely would you use the Data Trustee?
	Slide 52: How likely would you use the Data Trustee?
	Slide 53: How likely would you use the Data Trustee?
	Slide 54: How likely would you use the Data Trustee?
	Slide 55: How likely would you use the Data Trustee?
	Slide 56: How likely would you use the Data Trustee?
	Slide 57: How likely would you use the Data Trustee?
	Slide 62: What factors influenced the acceptance?
	Slide 63: What factors influenced the acceptance?
	Slide 64: What factors influenced the acceptance?
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 77
	Slide 78
	Slide 79
	Slide 80
	Slide 83
	Slide 84
	Slide 85
	Slide 86
	Slide 93
	Slide 94
	Slide 95
	Slide 96
	Slide 97
	Slide 98
	Slide 99
	Slide 100

	Fazit
	Slide 102
	Slide 103
	Slide 105: What factors influenced the acceptance?
	Slide 107: What factors influenced the acceptance?
	Slide 109: What factors influenced the acceptance?


