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Smartphone security: Multi-layered complexity
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Smartphone security: Multi-layered complexity
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Open questions:

* Do different chipsets share vulnerabilities?
* Who discovers chipset vulnerabilities? T

* What are typical timeframes until vulnerabilities are mitigated?

And many more
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Smartphone chipsets

Components

Application processor

Supplied by:
Chipset manufacturers
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Chipset vulnerability lifecycle

Vulnerability
introduction

TR

Chipset
manufacturers
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Chipset vulnerability lifecycle

Vulnerability Vulnerability
introduction discovery

@ Drlvers m

Chipset
manufacturers

Researchers
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Chipset vulnerability lifecycle

Vulnerability Vulnerability Vulnerability
introduction discovery patching

@ Drlvers

Flrmware
Chipset Researchers Chipset
manufacturers manufacturers
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Chipset vulnerability lifecycle

Vulnerability Vulnerability Vulnerability Update packaging
introduction discovery patching & roll-out

|
Drlvers O IAA —_
Chipset Researchers Chipset Smartphone
manufacturers manufacturers manufacturers
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Chipset vulnerability lifecycle

Vulnerability Vulnerability Vulnerability Update packaging
introduction discovery patching & roll-out

Drivers
Firmware

@ Drlvers

N A

Flrmware
Chipset Chipset Smartphone
manufacturers Researchers manufacturers manufacturers

— Challenge: Information is scattered across websites of involved companies
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Our knowledge base
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Our knowledge base

Android security \

bulletins J

Chipset manufacturer
websites

Chipsets.org Devices -~ Chipsets - Vulnerabilities ~

Tracking 3676 chipset vulnerabilities across 6866
different smartphone models.

What is this about? Every smartphone contains a chipset, enabling functionality such as calls, data connectivity, Bluetooth and WiFi
communication, digital image processing and more. Detecting and addressing chipset vulnerabilities is crucial for
optimal smartphone security. However, information on these vulnerabilities is scattered across chipset manufacturers'
websites, AOSP's Security Bulletins, and OEM websites. Our website consolidates this data for a unified and
accessible view.
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National Vulnerabillity
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D a ta b a S e © Vulnerabilities Explore trends () Phone models Show all @) Updates Explore timeline
K 3676 +34 in April 2024 6866 16139 +40 in April 2024
) Phone model Code name Updated in
/.\/ ;\ . Samsung Galaxy A52 SM-A525F April 2024
A [\ \ {&} Chipsets Show all
\ A\ W Samsung Galaxy Tab A9 SM-X115 April 2024
= s |
m n 437 each affected by 137 vulnerabilities (avg.) Samsung Galaxy $21 FE 56 SM-G990E April 2024
* a p O e u p a e Monthly amount of published vulnerabilities (S;(r)r;\;ng Galaxy Tab A8 10.5 SM-X200 April 2024
[ =]
: changelogs
K The big picture. ¥  Vulnerability Introduction
Our data provides a holistic overview on each phase of the Each new chipset release brings exciting features, yet often inherits vulnerabilities from previous generations.

vulnerability lifecycle.

In each new chipset generation...

% 93%

of all vulnerabilities are inherhited from previous chipset generations

<+ 7%

of all vulnerabilities occur in this chipset generation for the first time

—1
] Product databases

ANV AN

https://chipsets.org
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Vulnerability introduction @

Newly introduced
Current chipset model

Previous chipset models
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Firmware

Vulnerability introduction @
Firmware

Newly introduced Removed
Current chipset model

Future chipset models

Previous chipset models
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Vulnerability introduction @
Firmware

Firmware

Newly introduced Removed
Current chipset model

Future chipset models

Previous chipset models

Takeaways:
* Analyzing legacy features still yields new vulnerabilities

* A lot of code is shared between chipset models
* Requires time consuming assessment which models include vulnerable code
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Vulnerability discovery O

Who discovers most vulnerabilities post release (2023)? @
B Chipset manufacturer [ External researcher
100 %
75 %
50 %
25 %
0 % N

Qualcomm  Samsung MediaTek Unisoc
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Vulnerability discovery O

Who discovers most vulnerabilities post release (2023)? @

B Chipset manufacturer [ External researcher

100 %

75 %

50 %

25 %

N
Qualcomm  Samsung MediaTek Unisoc

0 %

Takeaways:
» Generally high reliance on external researchers

 Disclosure processes for external researchers exist & reports are taken seriously
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Patch & Update timeline

Patch development
nomomn — Chipset manufacturers
25% 91 days
50% 122 days
95% of vulnerabilities 325 days
O [[LM :
Vulnerability Patch available
reported
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Patch & Update timeline

25%

50%

O
(/7

Vulnerability
reported

=

91 days

Patch development
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95% of vulnerabilities
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25%
50%

325 days

Patch available
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Update packaging

Smartphone manufacturers

44 days

/1 days

95% of phone models 266 days

{j

Update avalilable
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Patch & Update timeline

Takeaways:

» Updates are not well-coordinated across different phone models

» 90 day coordinated disclosure period is almost never adhered to

— Patch development and update packaging both exceed 90 days frequently

95% of vulnerabilities 325 days 95% of phone models 266 days

& o= E
Vulnerability Patch available Update available
reported
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Additional use cases

Identify trends and avenues for future research
— Which components yield the most severe vulnerabilities?
— Where do we see few vulnerabilities?
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Additional use cases

Identify trends and avenues for future research
— Which components yield the most severe vulnerabilities?
— Where do we see few vulnerabilities?

Make an informed selection of evaluation devices

D — Many chipsets have almost the same set of vulnerabilities
— We offer a tool to estimate and select diverse sets of phone models
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Additional use cases

Identify trends and avenues for future research
— Which components yield the most severe vulnerabilities?
— Where do we see few vulnerabilities?

Make an informed selection of evaluation devices

D — Many chipsets have almost the same set of vulnerabilities
— We offer a tool to estimate and select diverse sets of phone models

5 Determine how widespread a recently found vulnerability is
— List all chipsets and smartphones affected by a vulnerability
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severe consequences, as recent real-world attacks (1] have demon-
trated that adversaries can leverage vulnerabilities (o execute
arbitrary code or exfitrate confidential information. Despite
the far-reaching impact of such attacks, the lifecycle of chipset
vulnerabilities has yet to be investigated, with existing papers
primarily investigating vulnerabilities in ( id operating
provides a comprehensive and_empi

t within the Android ecosystem. For the first time,

reate a unified knowledge base of 3,676 chipset vulnerabil:
ities affecting 437 chipset models from all four major chipset
manufacturers, combined with 6,866 smartphone models. Our
analysis reve the same vulnerabilities are often included
in multiple generations of chipsets, providing novel empirical ev-
idence that vulneral inherited through multiple chipset
generations. Furthermore, we demonstrate that the commonly
accepted 90-day responsible vulnerability disclosure period is

for which update availability is, as we show, often unclear
or heavily delayed. Leveraging the new insights gained from
ourempirical analysis, we recommend several changes that
chipset manufacturers can implement (o improve the security
posture of their products. At the same time, our knowledge base
enables academic researchers o conduct more representative
evaluations of smartphone chipsets, accurately assess the impact
of vulnerabilities they discover, and identify avenues for future
rescarch.

1. INTRODUCTION

Smartphones play an integral part of our daily lives and
are entrusted with safety-critical tasks, such as emergency
calls and safeguarding of users’ confidential information. Most
smartphones run a version of Android, which is the most
popular mobile operating system in the world, with a market
shate of 70.5% [2]. Itis thus of utmost importance to maintain
the security of Android smartphones by proactively identify-
ing particularly vulnerable components as well as ensuring
timely updates after a vulnerability has been discovered. An

.1dss-symposium org.

especially y-relevant component of smartphones is the
chipset. Chipsets consist of multiple, tightly integrated proces-
sors, some of which provide general-purpose compute to run
a mobile operating system, while others provide acceleration
features for graphics, or enable wireless connectivity. The
functionalities implemented by chipsets inherently put them in
an interesting position for an attacker, as chipsets, by design,
have access to sensitive information prior to encryption as well
as long-term cryptographic keys stored on the device.

As a result of the aforementioned exposure, threat actors
started to actively exploit chipset vulnerabilities. Tn 2023,
Amnesty Intemational reported [3] that Predator, a commercial
surveillance spyware capable of extracting messages, online
browsing history, contact lists and location data from com-
promised phones, can be deployed through vulnerabilities
in Samsung chipsets - without interaction by the victim or
cooperation of the victim's service provider. To minimize
the risk of being compromised, Amnesty International rec-
ommended that individuals at-risk should “Always update

.1 as soon as any security updates are made available for
" However, this recommendation assumes the
updates, which is dependent on the close
cooperation of several entities, as the vulnerability originates
from the chipset, rather than the device.

Chipset processors are closely intertwined with their soft-
ware, consisting of firmware, which runs on them, and the
drivers that create the interface to the Android OS. Chipset
processors, firmware and drivers are developed by chipset
manufacturers (CMs), rather than by smartphone manufac-
turers, i.e. Original Equipment Manufacturers (OEMS), not
as a part of the Android Open Source Project (AOSP). This
means that the CMs need to continue to support and provide
updated firmware and drivers to OEMSs over the lifetime of
a chipset, in particular, to mitigate sccurity vulnerabilitis.
The primary goal when dealing with such vulnerabilities is
(o minimize the length of the vunerability lifecycle, i.c.,
overall time frame a vulnerability is exploitable, by employing
successful vulnerability management across the supply chain.
For smartphone chipsets, this time frame i divided into four
phases: (i) the introduction of a vulnerability, (i its eventual
discovery, (iii) the development of a patch removing the
vulnerability by the CM, and (iv) packaging of the patch

SM-X200 April 2024

Vulnerability
discovery

Vulnerability
patching

Update packaging

)

In the paper & on https://chipsets.org:
What are the most affected components?
Differences between firmware and drivers

Comparison to other ecosystem
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