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CHALLENGES Prevalence of external 

name servers
Redacted WHOIS 

records
Mergers and name 

changes

SOLUTIONS Careful check to find 

name servers operated 
exclusively internally

Conservative matching 

of Registrant Org. in 
WHOIS records

Finding alternative 

names using SEC and 
Wikipedia data

Identifying defensive registrations

16 WHOIS Records
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What is a defensive registration?

Contact details

The WHOIS email address’ domain name is 

owned by subsidiaries.

Registrant information

The registrant organization in the WHOIS 
record refers to a subsidiary.

Alternative name servers

All the name servers are subdomains of 
domain names owned by subsidiaries.

Authoritative name servers

All the name servers are subdomains of the 
base domain name.
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Defensive registrations

19,523 
defensive registrations

447
defensive registrants
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Effectiveness of OBPs' defensive registrations
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Predicted performance for prospective customers

Generate

transformations for 

the 53 companies 

without defensive 

registrations.

Identify
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by learning from their 
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Reverse engineering of OBPs’ strategies

42

MarkMonitor Inc. 98.12%

CSC Corporate Domains, Inc. 97.79%

SafeNames Ltd. 96.14%

Nom-iq Ltd. dba COM LAUDE 94.58%

GoDaddy Corporate Domains, Inc. 88.37%

Network Solutions LLC 80.96%

Online Brand Protection 

Service Provider

Performance with 

top 5% guesses
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Predicted performance for prospective customers

Generate

transformations for 

the 53 companies 

without defensive 

registrations.
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Predict
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by learning from their 
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Predicted performance for prospective customers
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The best median score: 

0.36
There is still room for 
improvement for their 
strategies.
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Analysis of proactive vs 
reactive strategies?
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