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GitHub: A pillar of the OSS Supply Chain
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Problem: GitHub displays unverified data

Data from authent'catedL Data from the underlying

actions on GitHub git repositories

Authorized

Icons: Flaticon.com
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The git workflow

endabot[bot]@users
Local Remote name = dependatbot[bot |

N A
1

Creates
commit from
local changes

2 & ao

Author Committer Pusher :
: ¥ main ~ Ay Allusers ~ B Alltime ~

o Bitbucket

Creates local
changes

om> 1718359303 +0200
<dependabot[bot]@users.norepl com> 1718359303 +0200

ther commit in the name of Depanda

‘l & GitLab

Pushes commit to remote
repo

-o- Commits on jun 13, 2024

Commit in the name of Depandabot

<O
Bd tted now
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Attackers can fake participants

Contributor Spoofing Signed Commit with Linus #1 ==

PSR nikibaer merged 1 commitinto main from testing (0J on Sep 26, 2023

. ) Conversation 0 -o- Commits 1 [l Checks o0 Files changed 1 +1-1mm
contributors as (co-)authors .
’ . . "@x", nikibaer commented on Sep 26, 2023 owner | e« R
to attackers’ malicious PRs

No description provided.

and leverage social trust for

- Q Signed Commit 3951749 Assignees
M M No one assigned
more lenient code reviews.
. o o . ;b nikibaer merged commit 56bdc8 into main on Sep 26, 2023 Labels
Goal: Inject malicious code ® o
.
to an OSS project.
to join this conversation on GitHub. Already have an account? Sign in to comment
None yet
Milestone

No milestone
- <>

Development

Successfully merging this pull request may close
these issues.
None yet
— ‘GIT
2 participants
Pull Request
q AL
i

Icons: Flaticon.com
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Attackers can fake contributors

Reputation Hijacking SuperLinux -
® Actions [ Projects @ Security |~ Insights
Create fake commits to e —— N
o . . No description, website,
m al ICIO us repOSIto ry I n th e &) nikibaer and sfahl fff @ 7cfef91 - 10 months ago ) 84 Commits pfavie;:gpuon WebsHg ortopics
n a m e Of esta bl IS h ed OS S I8 _github/workflows 2 years ago 00 Readme
. A~ Activity
contributors and thus push 0 s ideill PR
. . O HbFIz 2 years ago ® 1watching
Its reputation. S renge ¥ 00
. Report repository
Goal: Increase reputation of D sies
H H 0O Lrvig 2yearsiagd Releases 2
a project, e.qg., for repositor
A ° d B e tomonssgy | © 92 D)
CO nfu5|on attaCks. O Rqdwz 2 years ago + 1 release
0O yzzzd 2 years ago
A </> A </> e Packages
‘ ‘ D zawm 2yearsage No packages published
B wawxn 2 years ago
@ @ Contributors 4
0O ysRMx 2 years ago
sfahl
[ README ‘9’ nikibaer Niklas Busch
@ torvalds Linus Torvalds
asasasdasfsaf safsafsafsagdgsagd safsafsafsagdgsagd =
klmmr
Icons: Flaticon.com
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Attackers can hijack unlinked commits

Contribution Hijacking

Claim unassigned commits
in large OSS projects by
adding the email to your

account. Use Domain

Hijacking for full attribution.
Goal: Create fake legend,
e.g., for infiltrating other

OSS projects (see XZ-utils).

- </
Claiming “free” %

4
Commits n

Fix typo =

John Doe committed on Dec 15,2023 - v 1 /1
-o- Commits on Nov 26, 2023

Test Author

,:" sfahl authored and nikibaer committed on Nov 26,

ulli@holtgrave.net
« Unverified Resend verification email
Unverified email addresses cannot receive notifications or be used to

« Not visible in emails
e 'from' address for web

This email will n

15608678+ulliholtgr ers.noreply.github.com

ns, e.g., edits and merges.

We will instead use

ch

Icons: Flaticon.com
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Signing commits adds cryptographic proof

% Git offers committer signatures for © This commit was signed with the X
commits and adds a layer of committer’s verified signature.
authenticity to commit objects The key has expired.

GitHub supports PGP, SSH, and

S/MIME and awards it with a “verified”

badge & timobrembeck
Timo Brembeck

7
%

GPG key ID: 91582F0AC69C1573

Verified on Nov 8, 2024, 10:39 AM
Learn about vigilant mode

Bump tov1.4.0

-Verified 7d65094 (0 <>
@ timobrembeck committed on Oct 2, 2022
. . . . . . e e . . . . . v Ve
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Measuring the attack surface for OSS

Methodology

Libraries.io Open Source Census
o Source 8,870,256 OSS Projects Top 500 NPM & non-NPM
% Top 50,328 open-source packages by dependent SIERIECt
count hosted on GitHub e ——
0:0 26’ 1 701 564 comm |ts [Top 50,000 + all with >=5 dependents]
Dataset
0. . . . e From 17 Package Managers
%  We investigated: e e
> Disparity of git roles within a commit » Critical for OSS Supply chain
> Prevalence of claimable commits GitHubRepository | |  SourceCode |
. . . . o Title e Commit History
> Prevalence of commit signing on GitHub e Stars « README.MD
) . . Data o Topics e CONTRIBUTING.MD
and signature validation status Collected « Programming ,
Language | Contributors |
e Scorecard-Value e Number of Commits
e Commits e Signing Keys
e GitHub Push Events
Commits |
o Author ¢ Signature
o Committer o GitHub Verification
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Scenarios are feasible and difficult to detect

Contributor Spoofing & Reputation Hijacking
% 85.9% of the projects contain at least ae Mo
. . . . - <)
one commit with diverging roles :

% 2,368 repositories contain no commit = o A
Pull Request &y
<~

with parity (e.g., mirrors)

Icons: Flaticon.com
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Scenarios are feasible and difficult to detect

Contributor Spoofing & Reputation Hijacking

% 85.9% of the projects contain at least ae Mo
one commit with diverging roles A K K
% 2,368 repositories contain no commit == A=y
with parity (e.g., mirrors) Pull Request
«~
Contribution Hijacking
% 3,013,817 unlinked commits
% 573,043 contained valid email P
addresses (J Claiming free o
C it
% We found 4,107 available domains that S i

can be taken over via Domain Hijacking

Icons: Flaticon.com
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Only 5% of commits are signed

leb
o . . r 100
% Recent trend towards more SSH signing
2.51
80 g
2.01 §
[42] (9]
£ - — pgP%  [90 o
Signed 1}
g 131 Unsigned —— SSH% 5
8 - —— S/MIME-% @
" r40 =
[0}
1.0 1 <
5
t20 &
0.5 4
L0
0.0 T T T T T T T T T T T T T T
Q " J %) ™ 2 © A 2 o Q N v >
P P FFIFT ISP
DT AT AT AT AT DT DT DT DT DT DT AR AT AP
Result PGP SSH S/MIME GitHub PGP
Valid 890,171 82% 10,660 90% 2 0% 2,960,651 100%
Unknown key 104,760 10% 810 7% - - 1 0%
No user 53,973 5% 119 1% 157 29% 0 0%
Bad email 19918 2% - - 0 0% 0 0%
Unverified email 19,690 2% 273 2% 0 0% 0 0%
Invalid 212 0% 2 0% 1 0% 941 0%
GPG error 384 0% - - - - 111 0%

Bad certificatel - - - - 363 67% - -
No signing key 162 0% - - - - 0 0%
0CSP revoked” - - - - 15 3% -

We also found 5 instances of unknown signature types we could not process.
Entry in the certificate chain was revoked. T Certificate could not be verified.
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Only 5% of commits are signed

% Recent trend towards more SSH signing

o%

% 98.9% used PGP and 1.1% used SSH for signing

# Commits

leb
r 100
2.51
80 g
€
2.01 e
5]
Signed PGP-% % ]
131 Ur?signed —— SSH% 5
— -9 )
SIMIME-S% | 0 @
9]
1.0 £
(=]
t20 X
0.5 4
ro
0.0 T T T T T T T T T T T T T T
Q > 0D ™ 2 © A > ) Q Ny AV A
2 3 NS N H > M QY Qv
O S S S S SR S S S S S
Result PGP SSH S/MIME GitHub PGP
Valid 890,171 82% 10,660 90% 2 0% 12,960,651 100%
Unknown key 104,760 10% 810 7% - - 1 0%
No user 53973 5% 119 1% 157 29% 0 0%
Bad email 19918 2% - - 0 0% 0 0%
Unverified email | 19,690 2% 273 2% 0 0% 0 0%
Invalid 212 0% 2 0% 1 0% 941 0%
GPG error 384 0% - - - - 111 0%
Bad certificate' - - - - 363 67% - -
No signing key 162 0% - - - - 0 0%
ocsP revoked - - - - 15 3% -

We also found 5 instances of unknown signature types we could not process.

" Entry in the certificate chain was revoked.

T Certificate could not be verified.
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Only 5% of commits are signed

Recent trend towards more SSH signing
98.9% used PGP and 1.1% used SSH for signing

GitHub supports S/MIME signatures, but next to

no prevalence in our dataset

# Commits

leb
r 100
2.51
80 g
€
2.01 e
5]
Signed PGP-% % ]
131 Ur?signed —— SSH% 5
— -9 )
SIMIME-% | ,0 2
9]
1.0 £
(=]
t20 X
0.5 4
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Result PGP SSH S/MIME GitHub PGP
Valid 890,171 82% 10,660 90% 2 0% 12,960,651 100%
Unknown key 104,760 10% 810 7% - - 1 0%
No user 53973 5% 119 1% |157 29% 0 0%
Bad email 19918 2% - - 0 0% 0 0%
Unverified email 19,690 2% 273 2% 0 0% 0 0%
Invalid 212 0% 2 0% 1 0% 941 0%
GPG error 384 0% - - - - 111 0%
Bad certificate' - - - -1363 67% - -
No signing key 162 0% - - - - 0 0%
ocsP revoked - - - =\I5 3% -

We also found 5 instances of unknown signature types we could not process.

" Entry in the certificate chain was revoked.

T Certificate could not be verified.
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Only 5% of commits are signed

leb
. . . k100
% Recent trend towards more SSH signing
2.5 1
0 (o) (e) 1 H
% 98.9% used PGP and 1.1% used SSH for signing o0 g
. . 2.0 =
o
< GitHub supports S/MIME signatures, but next to s wery leo E
Signed 1}
. £ 1.5 : —— SSH-% <
no prevalence in our dataset 3 Unsigned — e |, F
[0}
O M . [o) . 1.0 S
% Noticeable Problem: About 10% of commits 5
L20 3
. r . . 054
cannot be verified due to no known signing key
Lo
o
ORI T T TR SR W SN S~ SR VR VY
F P I FIT IO PPN
O S S S S SR S S S S S
Result PGP SSH S/MIME  GitHub PGP
Valid 890.171 82% 10.66090% 2 0% 2,960,651 100%
Unknown key 104,760 10% 810 7% - - 1 0%
No user 53973 5% 119 1% 157 29% 0 0%
Bad email 19918 2% - - 0 0% 0 0%
Unverified email 19,690 2% 273 2% 0 0% 0 0%
Invalid 212 0% 20% 1 0% 91 0%
GPG error 384 0% - - - - 111 0%
Bad certificatefl - - - - 363 67% - -
No signing key 162 0% - - - - 0 0%
ocsP revoked - - - - 15 3% - -
We also found 5 instances of unknown signature types we could not process.
" Entry in the certificate chain was revoked. T Certificate could not be verified.
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Only 5% of commits are signed

le6
% Recent trend towards more SSH signing 100
2.5
% 98.9% used PGP and 1.1% used SSH for signing o0 g
. . 2.01 €
< GitHub supports S/MIME signatures, but next to s wery leo E
. £ 15 Sigred — SSH-% g
no prevalence in our dataset S rsieges — spmies |, 7
% Noticeable Problem: About 10% of commits 1 5
t20 *®
cannot be verified due to no known signing key ~ *
Lo
o - - -
m&o wéQ ’LQ\,} '19\?) "P\v ’LQ\(? w&b w@'« 'L&% w@?} w&q ’LQ":\/ m&% "l«éf)
Result PGP SSH  SMIME GitHub PGP
valid 890,171 82% 10,660 90% 2 0% 2,960,651 100%
Unknown key 104,760 10% 810 7% - - 1 0%
No user S3973 5% 119 1% 157 29% 0 0%
Bad email 19918 2% - - 0 0% 0 0%
. . Unverified email 19,690 2% 273 2% 0 0% 0 0%
— Signed commits are rarely used and the current Invalia wo0%  20% 1 0% oAl 0%

. . . . GPG error 384 0% - - - - 111 0%
adoption offers only limited protection and Bed certificate! - - - -3 6% = =
authentiCity OCS; ?ev-o-iedk‘ : - - - 15 3% - -

We also found 5 instances of unknown signature types we could not process.
" Entry in the certificate chain was revoked. T Certificate could not be verified.
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How can we make future open-source
contributions harder to fake?

4%  Email Validation: We urge GitHub to
rethink their email verification to not rely
on unverified emails for contributions.

% Improve GitHub Ul:

> Distinguish GH signatures
> Display the pusher of a commit
% Add author signatures for git commit

objects: Improve commit authenticity.

We disclosed our findings to GitHub and they
could reproduce our attacks. They consider
making attributions more strict in the future.
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NDSS 2025

Attributing Open-Source Contributions is Critical but Difficult: A Systematic Analysis of GitHub Practices and Their Impact ~ :
on Software Supply Chain Security E

\"/

Co-funded by
the European Union

>
%>

17



Summary

Attackers can fake participants

Contributor Spoofing

Signed Commit with Linus
<D

Add established OSS
contributors as (co-Jauthors
to attackers’ malicious PRs
and leverage social trust for
more lenient code reviews.
Goal: Inject malicious code

to an OSS project.

© s —

Icons: Flaticon.com

Attackers can fake contributors

Reputation Hijacking

Create fake commits to
malicious repository in the
name of established OSS
contributors and thus push

its reputation.
Goal: Increase reputation of
a project, e.g., for repository
confusion attacks.

;- M
1}

Lol o)

-~

Attackers can hijack unlinked commits

Contribution Hijacking

Claim unassigned commits [we=
in large OSS projects by S
adding the email to your I

Test Author

account. Use Domain
Hijacking for full attribution.
Goal: Create fake legend,
e.g., for infiltrating other
OSS projects (see XZ-utils).

Claiming "free”
Commits

\cons:Faticon com Icons:Fticon com|
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< 3,013,817 unlinked commits g Iy > Display the pusher of a commit
& 573 0;13 SontaedNal el i o % Add author signatures for git commit
add’resses a T a = = objects: Improve commit authenticity.
Commits )
% We found 4,107 available domains that " 2 i
sy beutaken over via Domain le"ack/n — Signed commits are rarely used and the current We disclosed our findings to GitHub anfj they
¥ 9 adoption offers only limited protection and could reproduce our attacks. They consider
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Icons: Faticon com .
i g o ot O Ay e ¢ [ ot 11 i e Aini Open-Sasce CATBRIRE

Astrbuting Open-Source Contributionsis Cical but Dfficut A Systemaric Analysis of Github Practices and Their mpact
‘on Software Supply Chain Securiy 5

B e 15

Jan-Ulich Hofigrave
NDSS 2025

Systematic.
‘on Software Supply Chan Securty

Their mpact

Counded by
the European Union 17

Contact:

Jan-Ulrich Holtgrave (jan-ulrich.holtgrave@cispa.de)
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