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Threat Model

Any trusted party (maintainers, forge, bots) may be compromised and act in an 

arbitrarily malicious manner, such as:

● T1: Modifying configured repository security policies, such as to weaken 

them

● T2: Tampering with the contents of the repository’s activity log, such as 

by reordering, dropping, or otherwise manipulating log entries

● T3: Subverting the enforcement of security policies, such as by accepting 

invalid changes instead of rejecting them
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What if we take a distributed 
approach to address these 

threats?
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What if everyone has the 
policy and the activity log?
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gittuf Internals: Activity Tracking

Record of Pushes

E.g., “Alice pushed main to 

commit-A”
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What if a key is 
compromised?
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gittuf Internals: Activity Tracking

Other Activity

E.g., “Alice approved updating main 

to commit-C”
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Implementation & Deployment

● Open source, part of the OpenSSF Sandbox at the Linux Foundation

● Developed by academics, industry, and independent developers

● Backwards compatible with the current Git ecosystem

● Being used in a pilot at Bloomberg
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Policies Across 
Multiple 

Repositories

Read Access 
Control

Better Support 
in Mixed 

Environments



Thank you! 
Questions?

aditya.sirish@nyu.edu

patrick.z@nyu.edu
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gittuf Internals: Policy Declaration
rootOfTrust:
keys: {R1, R2, R3, P1, P2, P3}
signers:

rootOfTrust: (2, {R1, R2, R3})
primary: (2, {P1, P2, P3})

ruleFile: primary
keys: {Alice, Bob, Carol, Helen, Ilda}
rules:

protect-main-prod: {git:refs/heads/main,
  git:refs/heads/prod}

-> (2, {Alice, Bob, Carol})
protect-ios-app: {file:ios/*}

-> (1, {Alice})
protect-android-app: {file:android/*}

-> (1, {Bob})
protect-core-libraries: {file:src/*}

-> (2, {Carol, Helen, Ilda})

ruleFile: protect-ios-app
keys: {Dana, George}
rules:

authorize-ios-team: {file:ios/*}
-> (1, {Dana, George})

ruleFile: protect-android-app
keys: {Eric, Frank}
rules:

authorize-android-team: {file:android/*}
-> (1, {Eric, Frank})



gittuf Internals: Policy

Delegations

E.g., “2 of Alice, Bob, Carol must 

approve changes to main”



gittuf Internals: Policy Declaration

Delegations

E.g., “2 of Alice, Bob, Carol must 

approve changes to main”



gittuf Internals: Policy Enforcement

 



gittuf Internals: Policy Enforcement

Additional approval required for main



gittuf Internals: Policy Enforcement
Equivalent commits



Forges <-> gittuf
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