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Changes to Git commit workflow

Producer From: Nikita Popov Date: Sun, 28 Mar 2021 22:52:24 +0000
Subject: Changes to Git commit workflow
Groups: php.doc php.internals
Request: Send a blank email to internals+get-113838@lists.php.net to get a copy of this message
Hi everyone,
Yesterday (2021-03-28) two malicious commits were pushed to the php-src
repo [1] from the names of Rasmus Lerdorf and myself. We don't yet know how
exactly this happened, but everything points towards a compromise of the
git.php.net server (rather than a compromise of an individual git account).
. J
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B Authoring & reviewing E Build process H Package selection From: slsa.dev
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Egor Homakov i A A A

Security consulting: Sakurity Twitter: @homakov. homakov@gmail.com

Sunday, March 4, 2012 Date: Sun, 28 Mar 2021 22:52:24 +0000

Hacking rails/rails repo

So | commited in rails/rails repo 38@lists.php.net to get a copy of this message

| simply added a <input value=USER_ID name=public_key[user_id]> field to Public key update form,

where USER_ID = 4223 (from https://api.github.com/users/rails). :d to the php-src

le don't yet know how
Backend didn't whitelist accessible attributes and had something like this: compromise of the
@key = PublicKey.find(params[:id]) ividual git account).
@key.update_attributes(params[:public_key]) #0h no! We passed public_key[user_id] of our victim!

Now our victim (Rails) has our public key associated with their account. You can read/write in any
public/private repo on github.
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IMPORTANT JUNIPER SECURITY ANNOUNCEMENT
Egor Honr

Security consulting: Sakurity

CUSTOMER UPDATE: DECEMBER 20, 2015

Administrative Access (CVE-2015-7755) only affects ScreenOS 6.3.0r17 through 6.3.0r20. VPN Decryption (CVE-2015-7756) only affects ScreenOS 6.2.0r15 through 6.2.0r18 and 6.3.0r12
through 6.3.0r20.

Sunday, March 4, 2012

We strongly recommend that all customers update their systems and apply these patched releases with the highest priority.

Hacking rails/ra

So | commited in rails/rails re posTED BY BOB WORRALL, SVP CHIEF INFORMATION OFFICER ON DECEMBER 17, 2015

I simply added a <input value

where USER_ID = 4223 (fror
Juniper is committed to maintaining the integrity and security of our products and wanted to make customers aware of critical patched releases we are issuing today to address vulnerabilities in

Backend didn't whitelist acce devices running ScreenOS® software.

@key = PublicKey.find(paran

@key.update_attributes(para

During a recent internal code review, |15 e el e T E G =t e s IS = (e that could allow a knowledgeable attacker to gain administrative access to NetScreen® devices and to
decrypt VPN connections. Once we identified these vulnerabilities, we launched an investigation into the matter, and worked to develop and issue patched releases for the latest versions of

Now our victim (Rails) has ot

public/private repo on github. ScreenOS.
A Producer (entity) D External build parameters G Distribution channel
B Authoring & reviewing E Build process H Package selection From: slsa.dev

C Source code management F Artifact publication | Usage
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Juniper is committed to maintaining the integrity and security of our products and wanted to make customers aware of critical patched releases we are issuing today to address vulnerabilities in
Backend didn't whitelist acce devices running ScreenOS® software.
@key = PublicKey.find(paran

@key.update_attributes(para
During a recent internal code review, that could allow a knowledgeable attacker to gain administrative access to NetScreen® devices and to

Now our victim (Rails) has ot decrypt VPN connections. Once we identified these vulnerabilities, we launched an investigation into the matter, and worked to develop and issue patched releases for the latest versions of

public/private repo on github. SEreenOs,
A Producer (entity) D External build parameters G Distribution channel
B Authoring & reviewing E Build process H Package selection From: slsa.dev

C Source code management F Artifact publication | Usage
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Threat Model

Any trusted party (maintainers, forge, bots) may be compromised and act in an

arbitrarily malicious manner, such as:

e T1. Modifying configured repository security policies, such as to weaken
them

e T2 Tampering with the contents of the repository’s activity log, such as
by reordering, dropping, or otherwise manipulating log entries

e 13 Subverting the enforcement of security policies, such as by accepting

invalid changes instead of rejecting them
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gittuf: A Scenario
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gittuf Internals: Activity Tracking
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gittuf Internals: Activity Tracking
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Implementation & Deployment

e Open source, part of the OpenSSF Sandbox at the Linux Foundation
e Developed by academics, industry, and independent developers

e Backwards compatible with the current Git ecosystem

»
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e Being used in a pilot at Bloomberg
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Implementation & Deployment

Repository Simulation / Demo

https:/qgithub.com/qittuf/qittuf https:.//aithub.com/adityasaky/qittuf-ndss-eval
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Implementation & Deployment
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gittuf Internals: Policy Declaration

rootOfTrust:
keys: {R1, R2, R3, P1l, P2, P3}
signers:
rootOfTrust: (2, {R1l, R2, R3})
primary: (2, {Pl, P2, P3})

ruleFile: primary
keys: {Alice, Bob, Carol, Helen, Ilda}
rules:
protect-main-prod: {git:refs/heads/main,
git:refs/heads/prod}
-> (2, {Alice, Bob, Carol})
protect-ios-app: {file:ios/*}
-> (1, {Alice})
protect-android-app: {file:android/*}
-> (1, {Bob})
protect-core-libraries: {file:src/*}
-> (2, {Carol, Helen, Ilda})

ruleFile: protect-ios-app
keys: {Dana, George}
rules:
authorize-ios-team: {file:ios/*}
-> (1, {Dana, George})

ruleFile: protect-android-app

keys: {Eric, Frank}

rules:
authorize-android-team: {file:android/*}
-> (1, {Eric, Frank})
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gittuf Internals: Policy Enforcement
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gittuf Internals: Policy Enforcement

main / .
commit-A [«
Branch

ol gy
"j: po|icy-2@

______________________________________________
main {7 :

1

1

! commit-A (€
! Branch

1

1

1

1

1

1

Additional approval required formain




gittuf Internals: Policy Enforcement
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