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Social Media (Twitter) is a critical source of threat 
intelligence
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“Social Media is a Viable Source of Threat Intelligence”
                
- Hunting Threats on Twitter

“Social media platforms are a treasure trove of information 
that can give early warnings on emerging threats”  

- What is Social Media Threat Intelligence?
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Social Media

Heartbleed 2.0? OpenSSL warns 
of a second-ever critical flaw…

SystemBC: The Multipurpose 
Proxy Bot Still Active…

Another phishing campaign 
distributing malicious APKs via 
fake Google Play sites

Security event
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Security event provides actionable threat intelligence
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Social Media

CVE-2022-3602 
CVE-2022-3786

IP, 
Hash

IP: 1xx.1xx.1xx.1...
Hash: 0077***5b691 

http://h**.in/
http://h2**.in/go**

Actionable Threat intelligence

Heartbleed 2.0? OpenSSL warns 
of a second-ever critical flaw…

SystemBC: The Multipurpose 
Proxy Bot Still Active…

Another phishing campaign 
distributing malicious APKs via 
fake Google Play sites

Security event
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Challenges in security event detection from Twitter
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Ø Process Overwhelming Volume of Tweets

The sheer volume and noise in tweets complicate accurate security event 
detection.

Ø Ensure Complete Coverage of Security Events

Existing methods cover only 2.7%–29.8% of events, missing many critical 
security incidents.
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• GloVe

1. Leverage Text Embedding to 
embed tweets 

Existing Approaches
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2. Apply Clustering Algorithms

•  K-means

•  DBSCAN
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This observation is also noted in transformer-
based models such as BERT and LLaMA
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• Word2Ve

• GloVe

1. Leverage Text Embedding to 
embed tweets 

Existing Approaches
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Why?

2. Apply Clustering Algorithms

•  K-means

•  DBSCAN

Embedding 
space

This observation is also noted in transformer-
based models such as BERT and LLaMA
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False similarity in text embedding
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Event1: WhatsApp 0-day

Event2: Exchange 0-day

WhatsApp 0-Day Bug Let 
Hackers Execute an Arbitary 
Code Remotely …. fixed two 
critical zero-day bugs that …

Severe WhatsApp bug (CVSS 
9.8) and no one is talking about 
it. #RCE over … Update your 
WhatsApp

Microsoft Exchange zero-days 
reportedly exploited in attacks 
… allowing for remote code 
execution …

𝑇!!

𝑇′!!

𝑇!"
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False similarity in text embedding
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WhatsApp 0-Day Bug Let 
Hackers Execute an Arbitary
Code Remotely …. fixed two 
critical zero-day bugs that …

Severe WhatsApp bug (CVSS 
9.8) and no one is talking about 
it. #RCE over … Update your 
WhatsApp

Microsoft Exchange zero-days 
reportedly exploited in attacks 
… allowing for remote code 
execution …

𝐷 𝑇!! , 𝑇′!! > 	𝐷(𝑇!! , 𝑇!")   

𝑇!!

𝑇′!!

𝑇!"

The distance between tweets from 
the same event is larger!
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Different security event has different security 
attributes !
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WhatsApp 0-Day Bug Let 
Hackers Execute an Arbitary 
Code Remotely …. fixed two 
critical zero-day bugs that …

Severe WhatsApp bug (CVSS 
9.8) and no one is talking about 
it. #RCE over … Update your 
WhatsApp

Microsoft Exchange zero-days 
reportedly exploited in attacks 
… allowing for remote code 
execution …

Different Exploited Vulnerability!
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Different security event has different security 
attributes !
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Swachh City platform hacked,
data of 16 million users leaked  
https://t.co/xx

"Indian banks' customers … infect 
their #Android devices with a fake 
REWARD app to steal their 
personal data.

"NEW CYBERSECURITY NEWS: 
Palestinian Hacktivist Group 
GhostSec Compromises 55 
Berghof PLCs Across Israel

Observed Data

Malware

Threat Actor
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Swachh City platform hacked,
data of 16 million users leaked  
https://t.co/xx

"Indian banks' customers … infect 
their #Android devices with a fake 
REWARD app to steal their 
personal data.

"NEW CYBERSECURITY NEWS: 
Palestinian Hacktivist Group 
GhostSec Compromises 55 
Berghof PLCs Across Israel

Observed Data

Malware

Threat Actor

Ø Structured language for describing, 
sharing, and analyzing cyber threat 
information consistently.

Structured Threat Information Expression 
(STIX™)

Ø De facto standard for Cyber Threat 
Intelligence (CTI).

Ø Defines 18 objects (entities).
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Security attributes are key to distinguish different events!
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Security attributes are key to distinguish different events!

Then, how to fully leverage this information for security event 
detection?
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Security attributes are key to distinguish different events!

Graph Representation!

Then, how to fully leverage this information for security event 
detection?
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Tweet Relation Graph Representation
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hackers

rce

hackers exchange
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0-day

bug
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bug
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Tweets with common security attributes 
are connected

Tweet Relation Graph
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microsoft

exchange

exchange

microsoft
whatsapp

whatsapp

hackers

rce

hackers exchange

microsoft

0-day

bug

whatsapp

whatsapp

bug

whatsapp

whatsapp

Tweets with common security attributes 
are connected

Represents how security attributes 
are shared across tweets

Tweet Relation Graph
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Embedding Security Attributes with Graph Neural 
Networks
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GATv2

Contrastive Loss
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0-day
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Tweet Relation Graph
Backpropagation
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Tweet Embedding Workflow
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Tweet Embedding Workflow
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Embedding Effectiveness 
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Dataset Baselines Metrics

• Time period: 06/2022 – 
02/2024

• 167 security events (2,054 
tweets) for 
training/validation/testing

• Distinct Time Periods for testing

• Text-Based Embedding: 
TF-IDF, Word2Vec

• PLM: BERT, BERTweet, 
SecureBERT, LLaMA2

• Graph-Based: GCN, GATv2, 
GraphSAGE

• Normalized Mutual 
Information (NMI)

• Adjusted Mutual Information 
(AMI)

• Adjusted Rand Index (ARI)

- Experimental Setup
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TABLE II: Tweet Clustering Results. →: higher the better

Model Test-1 Test-2 Test-3

AMI (→) ARI (→) NMI (→) AMI (→) ARI (→) NMI (→) AMI (→) ARI (→) NMI (→)

Keyword TF-IDF 0.3036 0.0552 0.5147 0.4559 0.0989 0.6150 0.4669 0.0941 0.6218
Word2Vec 0.0463 0.0060 0.1135 0.2469 0.0389 0.3876 0.1380 0.0246 0.2367

PLM

BERT 0.2389 0.0203 0.4395 0.2671 0.0291 0.4544 0.2716 0.0264 0.4573
BERTweet 0.3466 0.0676 0.5211 0.2777 0.0312 0.4618 0.1729 0.0143 0.3372
SecureBERT 0.3046 0.0324 0.5020 0.2555 0.0259 0.4434 0.1927 0.0161 0.3763
Llama2 0.1138 0.0090 0.3041 0.2324 0.0271 0.4375 0.2127 0.0254 0.4118

Graph
GCN 0.2806 0.0869 0.4455 0.3771 0.1253 0.5454 0.3335 0.1171 0.5111
GATv2 0.3396 0.0988 0.5274 0.4065 0.1430 0.5476 0.3440 0.1112 0.5077
GraphSAGE 0.3164 0.0912 0.5019 0.3666 0.1305 0.5350 0.3210 0.1048 0.4866

Our Embedding 0.5919 0.3384 0.7344 0.6561 0.4470 0.7763 0.5950 0.3387 0.7404

Tweet Data

Tweet 
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Tagging

Tweet 
Embedding
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[0, 0, …, 1]

text

Event 
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category
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Fig. 5: Overall workflow of Tweezers.

lack of information to distinguish different security events. To
summarize, the outstanding performance of Tweezers can be
attributed to its ability to integrate the tweet relation graph
for capturing STIX object-sharing patterns between tweets
and event-related features such as tweet content and temporal
information. This integration ensures a more accurate and
resilient security event detection, effectively adapting to topic
changes in security events over time.

IV. Tweezers: DESIGN AND IMPLEMENTATION

This section outlines the workflow for integrating the
proposed security event attribution-centric tweet embedding
method into a security event detection framework. We begin
by presenting the overall workflow of security event detection
framework, followed by detailed discussions of two essential
steps: the Tweet Category Tagging and the Event Identifica-
tion, both of which are critical for the effective deployment of
the proposed event-centric tweet embedding method in real-
world settings.

A. Overall Workflow

As shown in Figure 5, we first retrieve tweets by using
the Twitter Enterprise API7. Retrieving the entire tweets is
impractical due to their extensive volume, so we opted to
collect tweets based on a list of predefined security-related
keywords which was aggregated by analysts from a cybersecu-
rity company for the purpose of monitoring Twitter data. The
collected tweets are then fed into the Tweet Category Tagger

7https://developer.twitter.com/en/docs/twitter-api/enterprise

QNAP Warns of New DeadBolt Ransomware Attacks Exploiting 
Photo Station Flaw https://t.co/dLboZaxxxx

Bob***
@cyber***

1:26 PM Aug 24, 2022

Fig. 6: An example of a multi-category tweet: The above tweet
pertains to both the Malware and Vulnerability categories.

to obtain category information. Tweets related to security are
subsequently forwarded to the Tweet Embedding step, along
with their temporal information. During this step, specialized
embeddings are generated to enhance the detection of security
events. Subsequently, these embeddings undergo clustering
and filtering in the Event Identification step to identify the
security events. As an output, we can get event instances,
which are collections of tweets associated with individual
security events.

B. Tweet Category Tagging

While tweets are collected using predetermined security-
related keywords, the collection inevitably includes some
tweets that are not pertinent to security. Therefore, removing
these irrelevant tweets in the initial phase significantly ben-
efits the subsequent embedding phase by reducing additional
noise. Furthermore, categorizing events with specific types of
information can aid security practitioners in analyzing and
classifying these events. In this stage, we preprocess each
tweet, ensuring the assignment of appropriate category tags.
Recognizing the multi-dimensional nature of security events,
we have constructed our own multi-label tweet category
dataset. Based on this dataset, we design a multi-label classifier
based on a Pretrained Language Model (PLM).
Multi-label nature of security events. Previous research [45],
[76], [80] on event detection has automated categorization of
tweets into predefined categories, such as DDoS, Malware,
Vulnerability, etc. In practice, however, these categories are
not mutually exclusive. Real-world events often span multiple
security categories, as exemplified by the tweet in Figure 6.
The tweet reports on how a malware (DeadBolt Ransomware)
has been exploiting a vulnerability (Photo Station Flaw) and

7

Embedding Effectiveness
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- Experiment Results

(2022.10) (2024.01) (2024.02)
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Embedding Effectiveness
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- Experiment Results
TABLE II: Tweet Clustering Results. →: higher the better

Model Test-1 Test-2 Test-3

AMI (→) ARI (→) NMI (→) AMI (→) ARI (→) NMI (→) AMI (→) ARI (→) NMI (→)

Keyword TF-IDF 0.3036 0.0552 0.5147 0.4559 0.0989 0.6150 0.4669 0.0941 0.6218
Word2Vec 0.0463 0.0060 0.1135 0.2469 0.0389 0.3876 0.1380 0.0246 0.2367

PLM

BERT 0.2389 0.0203 0.4395 0.2671 0.0291 0.4544 0.2716 0.0264 0.4573
BERTweet 0.3466 0.0676 0.5211 0.2777 0.0312 0.4618 0.1729 0.0143 0.3372
SecureBERT 0.3046 0.0324 0.5020 0.2555 0.0259 0.4434 0.1927 0.0161 0.3763
Llama2 0.1138 0.0090 0.3041 0.2324 0.0271 0.4375 0.2127 0.0254 0.4118

Graph
GCN 0.2806 0.0869 0.4455 0.3771 0.1253 0.5454 0.3335 0.1171 0.5111
GATv2 0.3396 0.0988 0.5274 0.4065 0.1430 0.5476 0.3440 0.1112 0.5077
GraphSAGE 0.3164 0.0912 0.5019 0.3666 0.1305 0.5350 0.3210 0.1048 0.4866

Our Embedding 0.5919 0.3384 0.7344 0.6561 0.4470 0.7763 0.5950 0.3387 0.7404

Tweet Data

Tweet 
Category 
Tagging

Tweet 
Embedding

[0, 0, …, 1]

[0, 0, …, 1]

text

Event 
Identification

temporal information

category

embedding

text

event instances

Fig. 5: Overall workflow of Tweezers.

lack of information to distinguish different security events. To
summarize, the outstanding performance of Tweezers can be
attributed to its ability to integrate the tweet relation graph
for capturing STIX object-sharing patterns between tweets
and event-related features such as tweet content and temporal
information. This integration ensures a more accurate and
resilient security event detection, effectively adapting to topic
changes in security events over time.

IV. Tweezers: DESIGN AND IMPLEMENTATION

This section outlines the workflow for integrating the
proposed security event attribution-centric tweet embedding
method into a security event detection framework. We begin
by presenting the overall workflow of security event detection
framework, followed by detailed discussions of two essential
steps: the Tweet Category Tagging and the Event Identifica-
tion, both of which are critical for the effective deployment of
the proposed event-centric tweet embedding method in real-
world settings.

A. Overall Workflow

As shown in Figure 5, we first retrieve tweets by using
the Twitter Enterprise API7. Retrieving the entire tweets is
impractical due to their extensive volume, so we opted to
collect tweets based on a list of predefined security-related
keywords which was aggregated by analysts from a cybersecu-
rity company for the purpose of monitoring Twitter data. The
collected tweets are then fed into the Tweet Category Tagger

7https://developer.twitter.com/en/docs/twitter-api/enterprise
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Fig. 6: An example of a multi-category tweet: The above tweet
pertains to both the Malware and Vulnerability categories.

to obtain category information. Tweets related to security are
subsequently forwarded to the Tweet Embedding step, along
with their temporal information. During this step, specialized
embeddings are generated to enhance the detection of security
events. Subsequently, these embeddings undergo clustering
and filtering in the Event Identification step to identify the
security events. As an output, we can get event instances,
which are collections of tweets associated with individual
security events.

B. Tweet Category Tagging

While tweets are collected using predetermined security-
related keywords, the collection inevitably includes some
tweets that are not pertinent to security. Therefore, removing
these irrelevant tweets in the initial phase significantly ben-
efits the subsequent embedding phase by reducing additional
noise. Furthermore, categorizing events with specific types of
information can aid security practitioners in analyzing and
classifying these events. In this stage, we preprocess each
tweet, ensuring the assignment of appropriate category tags.
Recognizing the multi-dimensional nature of security events,
we have constructed our own multi-label tweet category
dataset. Based on this dataset, we design a multi-label classifier
based on a Pretrained Language Model (PLM).
Multi-label nature of security events. Previous research [45],
[76], [80] on event detection has automated categorization of
tweets into predefined categories, such as DDoS, Malware,
Vulnerability, etc. In practice, however, these categories are
not mutually exclusive. Real-world events often span multiple
security categories, as exemplified by the tweet in Figure 6.
The tweet reports on how a malware (DeadBolt Ransomware)
has been exploiting a vulnerability (Photo Station Flaw) and
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lack of information to distinguish different security events. To
summarize, the outstanding performance of Tweezers can be
attributed to its ability to integrate the tweet relation graph
for capturing STIX object-sharing patterns between tweets
and event-related features such as tweet content and temporal
information. This integration ensures a more accurate and
resilient security event detection, effectively adapting to topic
changes in security events over time.

IV. Tweezers: DESIGN AND IMPLEMENTATION

This section outlines the workflow for integrating the
proposed security event attribution-centric tweet embedding
method into a security event detection framework. We begin
by presenting the overall workflow of security event detection
framework, followed by detailed discussions of two essential
steps: the Tweet Category Tagging and the Event Identifica-
tion, both of which are critical for the effective deployment of
the proposed event-centric tweet embedding method in real-
world settings.

A. Overall Workflow

As shown in Figure 5, we first retrieve tweets by using
the Twitter Enterprise API7. Retrieving the entire tweets is
impractical due to their extensive volume, so we opted to
collect tweets based on a list of predefined security-related
keywords which was aggregated by analysts from a cybersecu-
rity company for the purpose of monitoring Twitter data. The
collected tweets are then fed into the Tweet Category Tagger
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Fig. 6: An example of a multi-category tweet: The above tweet
pertains to both the Malware and Vulnerability categories.

to obtain category information. Tweets related to security are
subsequently forwarded to the Tweet Embedding step, along
with their temporal information. During this step, specialized
embeddings are generated to enhance the detection of security
events. Subsequently, these embeddings undergo clustering
and filtering in the Event Identification step to identify the
security events. As an output, we can get event instances,
which are collections of tweets associated with individual
security events.

B. Tweet Category Tagging

While tweets are collected using predetermined security-
related keywords, the collection inevitably includes some
tweets that are not pertinent to security. Therefore, removing
these irrelevant tweets in the initial phase significantly ben-
efits the subsequent embedding phase by reducing additional
noise. Furthermore, categorizing events with specific types of
information can aid security practitioners in analyzing and
classifying these events. In this stage, we preprocess each
tweet, ensuring the assignment of appropriate category tags.
Recognizing the multi-dimensional nature of security events,
we have constructed our own multi-label tweet category
dataset. Based on this dataset, we design a multi-label classifier
based on a Pretrained Language Model (PLM).
Multi-label nature of security events. Previous research [45],
[76], [80] on event detection has automated categorization of
tweets into predefined categories, such as DDoS, Malware,
Vulnerability, etc. In practice, however, these categories are
not mutually exclusive. Real-world events often span multiple
security categories, as exemplified by the tweet in Figure 6.
The tweet reports on how a malware (DeadBolt Ransomware)
has been exploiting a vulnerability (Photo Station Flaw) and
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TABLE II: Tweet Clustering Results. →: higher the better
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lack of information to distinguish different security events. To
summarize, the outstanding performance of Tweezers can be
attributed to its ability to integrate the tweet relation graph
for capturing STIX object-sharing patterns between tweets
and event-related features such as tweet content and temporal
information. This integration ensures a more accurate and
resilient security event detection, effectively adapting to topic
changes in security events over time.

IV. Tweezers: DESIGN AND IMPLEMENTATION

This section outlines the workflow for integrating the
proposed security event attribution-centric tweet embedding
method into a security event detection framework. We begin
by presenting the overall workflow of security event detection
framework, followed by detailed discussions of two essential
steps: the Tweet Category Tagging and the Event Identifica-
tion, both of which are critical for the effective deployment of
the proposed event-centric tweet embedding method in real-
world settings.

A. Overall Workflow

As shown in Figure 5, we first retrieve tweets by using
the Twitter Enterprise API7. Retrieving the entire tweets is
impractical due to their extensive volume, so we opted to
collect tweets based on a list of predefined security-related
keywords which was aggregated by analysts from a cybersecu-
rity company for the purpose of monitoring Twitter data. The
collected tweets are then fed into the Tweet Category Tagger

7https://developer.twitter.com/en/docs/twitter-api/enterprise

QNAP Warns of New DeadBolt Ransomware Attacks Exploiting 
Photo Station Flaw https://t.co/dLboZaxxxx

Bob***
@cyber***

1:26 PM Aug 24, 2022

Fig. 6: An example of a multi-category tweet: The above tweet
pertains to both the Malware and Vulnerability categories.

to obtain category information. Tweets related to security are
subsequently forwarded to the Tweet Embedding step, along
with their temporal information. During this step, specialized
embeddings are generated to enhance the detection of security
events. Subsequently, these embeddings undergo clustering
and filtering in the Event Identification step to identify the
security events. As an output, we can get event instances,
which are collections of tweets associated with individual
security events.

B. Tweet Category Tagging

While tweets are collected using predetermined security-
related keywords, the collection inevitably includes some
tweets that are not pertinent to security. Therefore, removing
these irrelevant tweets in the initial phase significantly ben-
efits the subsequent embedding phase by reducing additional
noise. Furthermore, categorizing events with specific types of
information can aid security practitioners in analyzing and
classifying these events. In this stage, we preprocess each
tweet, ensuring the assignment of appropriate category tags.
Recognizing the multi-dimensional nature of security events,
we have constructed our own multi-label tweet category
dataset. Based on this dataset, we design a multi-label classifier
based on a Pretrained Language Model (PLM).
Multi-label nature of security events. Previous research [45],
[76], [80] on event detection has automated categorization of
tweets into predefined categories, such as DDoS, Malware,
Vulnerability, etc. In practice, however, these categories are
not mutually exclusive. Real-world events often span multiple
security categories, as exemplified by the tweet in Figure 6.
The tweet reports on how a malware (DeadBolt Ransomware)
has been exploiting a vulnerability (Photo Station Flaw) and
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*Further trained on Twitter and Security corpus
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TABLE II: Tweet Clustering Results. →: higher the better

Model Test-1 Test-2 Test-3

AMI (→) ARI (→) NMI (→) AMI (→) ARI (→) NMI (→) AMI (→) ARI (→) NMI (→)

Keyword TF-IDF 0.3036 0.0552 0.5147 0.4559 0.0989 0.6150 0.4669 0.0941 0.6218
Word2Vec 0.0463 0.0060 0.1135 0.2469 0.0389 0.3876 0.1380 0.0246 0.2367

PLM

BERT 0.2389 0.0203 0.4395 0.2671 0.0291 0.4544 0.2716 0.0264 0.4573
BERTweet 0.3466 0.0676 0.5211 0.2777 0.0312 0.4618 0.1729 0.0143 0.3372
SecureBERT 0.3046 0.0324 0.5020 0.2555 0.0259 0.4434 0.1927 0.0161 0.3763
Llama2 0.1138 0.0090 0.3041 0.2324 0.0271 0.4375 0.2127 0.0254 0.4118

Graph
GCN 0.2806 0.0869 0.4455 0.3771 0.1253 0.5454 0.3335 0.1171 0.5111
GATv2 0.3396 0.0988 0.5274 0.4065 0.1430 0.5476 0.3440 0.1112 0.5077
GraphSAGE 0.3164 0.0912 0.5019 0.3666 0.1305 0.5350 0.3210 0.1048 0.4866

Our Embedding 0.5919 0.3384 0.7344 0.6561 0.4470 0.7763 0.5950 0.3387 0.7404
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Fig. 5: Overall workflow of Tweezers.

lack of information to distinguish different security events. To
summarize, the outstanding performance of Tweezers can be
attributed to its ability to integrate the tweet relation graph
for capturing STIX object-sharing patterns between tweets
and event-related features such as tweet content and temporal
information. This integration ensures a more accurate and
resilient security event detection, effectively adapting to topic
changes in security events over time.

IV. Tweezers: DESIGN AND IMPLEMENTATION

This section outlines the workflow for integrating the
proposed security event attribution-centric tweet embedding
method into a security event detection framework. We begin
by presenting the overall workflow of security event detection
framework, followed by detailed discussions of two essential
steps: the Tweet Category Tagging and the Event Identifica-
tion, both of which are critical for the effective deployment of
the proposed event-centric tweet embedding method in real-
world settings.

A. Overall Workflow

As shown in Figure 5, we first retrieve tweets by using
the Twitter Enterprise API7. Retrieving the entire tweets is
impractical due to their extensive volume, so we opted to
collect tweets based on a list of predefined security-related
keywords which was aggregated by analysts from a cybersecu-
rity company for the purpose of monitoring Twitter data. The
collected tweets are then fed into the Tweet Category Tagger

7https://developer.twitter.com/en/docs/twitter-api/enterprise

QNAP Warns of New DeadBolt Ransomware Attacks Exploiting 
Photo Station Flaw https://t.co/dLboZaxxxx

Bob***
@cyber***

1:26 PM Aug 24, 2022

Fig. 6: An example of a multi-category tweet: The above tweet
pertains to both the Malware and Vulnerability categories.

to obtain category information. Tweets related to security are
subsequently forwarded to the Tweet Embedding step, along
with their temporal information. During this step, specialized
embeddings are generated to enhance the detection of security
events. Subsequently, these embeddings undergo clustering
and filtering in the Event Identification step to identify the
security events. As an output, we can get event instances,
which are collections of tweets associated with individual
security events.

B. Tweet Category Tagging

While tweets are collected using predetermined security-
related keywords, the collection inevitably includes some
tweets that are not pertinent to security. Therefore, removing
these irrelevant tweets in the initial phase significantly ben-
efits the subsequent embedding phase by reducing additional
noise. Furthermore, categorizing events with specific types of
information can aid security practitioners in analyzing and
classifying these events. In this stage, we preprocess each
tweet, ensuring the assignment of appropriate category tags.
Recognizing the multi-dimensional nature of security events,
we have constructed our own multi-label tweet category
dataset. Based on this dataset, we design a multi-label classifier
based on a Pretrained Language Model (PLM).
Multi-label nature of security events. Previous research [45],
[76], [80] on event detection has automated categorization of
tweets into predefined categories, such as DDoS, Malware,
Vulnerability, etc. In practice, however, these categories are
not mutually exclusive. Real-world events often span multiple
security categories, as exemplified by the tweet in Figure 6.
The tweet reports on how a malware (DeadBolt Ransomware)
has been exploiting a vulnerability (Photo Station Flaw) and
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Ø Introduced seven categories to enhance correctness of  
labeling and tweet classification process.

Ø Enabled multi-category classification for accurate event 
categorization.

End-to-end evaluation of the Tweezers framework confirms it doubles event detection 
coverage and precision compared to existing security event detection method. 
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“Medibank refuses to pay ransom, data of 
9.7 million customers is at risk”

Data Privacy
Ransomware/Malware

“KmsdBot Malware Hijacking Systems for 
Mining Crypto and Launch DDoS Attacks”

Ransomware/Malware
DoS/DDoS

“TikTok ‘Invisible Body’ Challenge Exploited 
to Push WASP Infostealer Malware”

Ransomware/Malware
Data Privacy

“Aurora Infostealer Malware Increasingly 
Adopted by Cybergangs ”

Ransomware/Malware
Data Privacy

“OpenSSL Releases Patch for 2 New 
High-Severity Vulnerabilities”

Vulnerability

“India Metro Smart Cards Vulnerable to 
‘free top-up’ Bug”

Vulnerability

“New Laplas Clipper Malware Targeting 
Cryptocurrency Users”

Ransomware/Malware

“Canadian Crypto Exchange Coinsquare 
Says Client Data Breached”

Data Privacy

“Daixin Ransomware Gang Steals 5 Million 
AirAsia Passengers”

Ransomware/Malware
Data Privacy

We took a look at #Azov #Ransomware — a 
new destructive data wiper: 
- Manually crafted in Assembly using FASM 
- Multi-threaded intermittent overwriting 

(looping 666 bytes) of original data content 
- Effective, fast, and unfortunately 

unrecoverable data wiper

The sample of #Azov wiper we analyzed is 
using a trigger time, set to 10-27-2022 10:14:30 
AM UTC 
IoC: 7129291fc3d97377200f8a24ad06930a

a

Chec***
@_CPR***
Fighting cyber threats one research at a time. News 
from Chec*** (@chec***) Research team…..
117 Following 19.4K Followers

#Peck*** FTX Accounts Drainer 1 currently holds 
250,735.1 $ETH (~$302.6M) & makes the 
address become the 27th largest holder of $ETH

#Peck*** FTX Accounts Drainer 1 currently 
holds 190.5 $BNB ($51.5k) & ~1.68M $DAI on 
BSC 0x2Cfe has swapped ~44,235.4 $BNB for 
3k $ETH & 7.5M stablecoins These ~7.5M 
stablecoins then have swapped for ~6.2k $ETH
All swapped $ETH has consolidated to FTX 
Accounts Drainer 1

Peck***
@Peck***
Free Chrome Extension: chrome.google.com/website/
Telegram: t.me/peck***
2 Following 73.4K Followers

(b)(a)
www. ***
@www_***
for more information about us please visit http://XXX
1 Following 209 Followers

New post from https://t.co/XXX (CVE-2022-41779) has been published on https://XXX

New post from https://t.co/XXX (K52341555: Samba vulnerability CVE-2022-3592) has been 
published on https://XXX

New post from https://t.co/ XXX  (CVE-2022-3050 (chrome, fedora)) has been published on 
https://XXX

(c) 

a

Security Event Trend Analysis Finding Informative Security Users

- Two use cases of Tweezers
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Summary
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Ø Introduced a novel event attribution-centric tweet embedding method 
for precise and comprehensive security event detection.

Ø Developed the Tweezers framework, which outperforms baselines by 
doubling event detection coverage and precision.

Ø Demonstrated real-world applications in security trend analysis and 
identifying informative security users.
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Thank You!

CodePaper


