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Message from the Program Co-Chairs

It is our great pleasure to welcome you to the 3rd International Workshop on Automotive
and Autonomous Vehicle Security (AutoSec) 2021. This workshop is organized to contribute
to new theories, technologies, and systems related to security and privacy challenges in
automotive and autonomous vehicles and their supporting infrastructures. Ground and
aerial vehicles, such as cars, buses, trucks, airplanes, and drones make the whole world
convenient and connected. Due to their wide usage and high safety criticality, any security
and privacy problems in them pose direct threats to users and stakeholders in
transportation. With the recent global interest in substantially increasing their autonomy and
connectivity, including autonomous driving, drone delivery, vehicle-to-everything (V2X)
communication, intelligent transportation, and drone swarm technologies, such problems
become more critical than ever and thus require immediate attention and discussion in both
academia and industry.

In addition to the regular session that presents regular papers and short position/work-in-
progress research papers, AutoSec 2021 also features a demo session to allow academic
researchers and industry companies to share demonstrations of their latest attacks,
defenses, tools, or systems on automotive and autonomous vehicles. All accepted papers
and demos are considered for Best Paper Award and Best Demo Award. The winner and
runner-up win cash prizes, sponsored by UCI CS and UB CSE. In addition, a special Baidu
Security AutoDriving Security Award is given to one of the accepted papers to recognize
and reward research that makes substantial contributions to secure today’s emerging
autonomous driving technology.

In response to the call for papers of AutoSec 2021, 21 regular papers, five short/work-in-
progress papers, and 10 demo papers were submitted. Each regular/short paper received
at least three reviews, and each demo paper received at least one review. Consequently,
the program committee selected 12 regular papers, and accepted all short and demo
papers to broaden the community. These papers cover a variety of topics, ranging from
various new contributions to in-vehicle network security (including new attacks, defenses,
and also benchmarks), to new attack discovery and defense designs for emerging
autonomous driving systems security, to connected vehicle infrastructure and protocol
security, and to electric vehicle security and trusted software updates for embedded
systems. Among them, the papers receiving the highest and second highest average review
scores are the Best Paper Award winner and runner-up. In addition, among the short/work-
in-progress papers, the ones receiving the highest and second highest average review
scores are the Best Short Paper Award winner and runner-up. Among the papers studying
autonomous driving security, the highest-scored regular one received the Baidu Security
AutoDriving Security Award. Best Demo Award winner and runner-up are decided based on
the voting results during the workshop.

The organization of a workshop requires the collaboration of many individuals. First, we
would like to thank the authors for submitting to the workshop. Second, we thank the
program committee members for their efforts in reviewing the papers and providing valuable
feedback to authors. We hope that you will find this program interesting and that the
workshop will provide you with a valuable opportunity to interact with other researchers and
practitioners in automotive and autonomous vehicle security.

Ziming Zhao Gail-Joon Ahn
Qi Alfred Chen . . Arizona State University, USA
UC Irvine, USA Unlvers:glsﬂ‘ Buffalo, and Samsung Research, South
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