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Message from the Program Co-Chairs

On behalf of the AutoSec 2022 Steering Committee and Organizing Committee, we
welcome you to the Fourth International Workshop on Automotive and Autonomous Vehicle
Security (AutoSec) 2022. As ground and aerial vehicles such as cars, buses, trucks,
airplanes, and drones make the whole world increasingly convenient and connected,
security and privacy problems pose direct threats to passengers, owners, operators, as well
as the environment. Since 2019 the AutoSec workshop has been an impactful venue for
new theories, technologies, and systems related to security and privacy challenges in all
kinds of current and emerging vehicles, and their supporting infrastructures, especially on
the emerging technologies such as autonomy, driver assistance, and connectivity.

AutoSec 2022 received many high-quality submissions. In total, 23 regular papers, 9
short/work-in-progress papers, and 17 demo papers were reviewed by the Technical
Program Committee (TPC). The TPC of AutoSec 2022 comprised researchers and industry
practitioners. Each regular/short paper received at least three reviews, and each demo
paper received at least one review. After the careful review process, the TPC had a virtual
meeting to discuss three boundary papers. Consequently, the TPC selected 9 regular
papers, 6 short/work-in-progress papers, and 15 demo papers to be presented in the
workshop.

All accepted papers and demos are considered for the Best Paper Award, Best Short Paper
Award, and Best Demo Award. The winners and runners-up win cash prizes, sponsored by

UCI CS. In addition, a special General Motors AutoDriving Security Award is given to one of
the accepted papers to recognize and reward research that makes substantial contributions
to securing today’s emerging autonomous driving technology.

The workshop was held in one day at the Catamaran Resort Hotel & Spa, San Diego, CA,
USA as one of the Network and Distributed System Security Symposium (NDSS) 2022’s co-
located workshops. Beyond the technical program of the research papers, the workshop
was enriched by many other items. The workshop program featured keynotes from Prof.
Dongyan Xu (Samuel Conte Professor of Computer Science at Purdue University) and Mr.
Kell Rozman (Toyota Motor North America). AutoSec 2022 also featured a demo session to
allow academic researchers and industry companies to share demonstrations of their latest
attacks, defenses, tools, or systems on automotive and autonomous vehicles. In addition,
this year a new “community shout-out” session was introduced for interested attendees to
give lightning talks on their ongoing efforts or new ideas that they feel eager to broadcast
and seek feedback at the community level. AutoSec 2022 also had a community discussion
on the future of AutoSec.

The organization of a workshop requires the collaboration of many individuals. First, we
would like to thank the authors for submitting to the workshop. Second, we thank the TPC
for their efforts in reviewing the papers, providing valuable feedback to authors, and
attending online discussions. Third, we thank the Steering Committee for the guidance. We
are indeed thankful to the NDSS organizers for coordinating this successful event. We hope
that you will find this program interesting and that the workshop will provide you with a
valuable opportunity to interact with other researchers and practitioners in automotive and
autonomous vehicle security.

Qi Alfred Chen Z. Berkay Celik Ziming Zhao
UC Irvine Purdue University University at Buffalo
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