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In the grander scheme of things
This talk is relatively unimportant



Thanks

Sergey Bratus Thomas Dullien 
(Halvar Flake)

Taddeus Grugq
(The Grugq)



Memory corruption 

A minor philosophical point: I'd suggest shifting the focus slightly from memory corruption as such to

harnessing emergent properties 
of memory abstractions

and youand me



What I hope to achieve

Honor those who got us here

Assess where we stand

Look forward



Memory Safety is So Simple

Stay inside your box



Memory Corruption is also Simple



Memory Corruption is also Simple

Stay inside your box
Do Not
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(Won definitely by Robert Morris)



USAF Computer Security
Technology Planning Study (1972)

Warning



Core War

Abstract assembly language (“Redcode”)

Still actively played

Alexander 
Dewdney









1985 Phrack 01

How to: Acetylene balloon bomb



1988 Morris Worm

fingerd

char line[512];

...

line[0] = ‘\0’;

...

gets(line);



1



Go see Haroon’s BlackHat Talk!
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What about me?



 ‘00    ‘01    ‘02    ‘03     ‘04   ‘05     ‘06    ‘07     ‘08    ‘09    ‘10

Bypassing StackGuard + 
StackShield  (GOT overwrite)     
                           --Bulba &  Kil3r

“Smashing C++ VPTRS”
                            -- rix

“Exploiting non-terminated 
adjacent memory spaces”
           -- twitch@vicar.org

“Format String 
   Attacks”
    -- Tim Newsham

PaX

PAGEEXEC
MPROTECT

ASLR

Advanced 
return-2-libc
-- nergal

“Non-Stack based exploitation”
-- David Litchfield

“Third Generation Exploits” 
--Halvar Flake

“Bypassing PaX ASLR 
 Protection”  -- Tyler Durden

“Advances in Format String Exploitation”
“4 tricks to bypass StackGuard and StackShield
   -- Gerardo Richarte (gera)

Integer Overflows
-- Mark Dowd, 
-- Chris Spencer, 
-- Neel Metha, 
-- Nishad Herath 
-- Halvar Flake

On the effectiveness of 
ASLR -Shacham et al.

MetaSploit 
-- H.D. Moore

“Unsafe unlinking of the 
lookaside list” -- sh0k, Horovitz

Heap Spray
 -- eEye Code Red 

SEH handler 
overwrite

Vudo malloc tricks
       -- MaXX

"Borrowed Code Chunk 
Exploitation Technique"  
--Sebastian Krahmer

grsecurity
-- spender

“Bypass HW DEP”
 -- Matt Miller, Ken Johnson

"CFI"  
-- Abadi, Budiu, 

    Erlingsson, Ligatti

"Application-Specific Attacks - 
Leveraging the ActionScript VM"
-- M. Dowd, A. Sotirov

"Application-Specific Attacks - 
Leveraging the ActionScript VM"

“Geometry of Innocent 
Flesh” -- H. Shacham et al.

ROP reaches academia!

"Heap Feng Shui in 
JavaScript" -- A. Sotirov

“null ptr deref in kernel”

“double free”

“Unusual Bugs”
-- Ilja van Sprundel

“zero allocation 
vulnerabilities” 
        -- Julien Vanegue



What about me?



1978



I want to be a superhero



I want to be a superhero



2012



My lectures:



My lectures:

"Unfortunately, I ended up breaking up with my girlfriend towards the 
end of the period, she said she felt like I did not prioritize her and that 
I did not have enough time for her anymore… I guess 8 hours of only 
Computer & Network Security  per day has its price. But it is okay, 
don't sweat it, I would do it all over again. Great course, I learned a 
lot!"
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Memory Errors



Memory Errors



You forgot us!
Publishing cool papers



“Typical academic”
“Who are you?”
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But we tried!



“What just happened?”

Not everyone likes academics
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ROP



Make it concrete, please!





Let’s have a look



1996



ROP: Memory is now W^X
$ cat /proc/self/maps
55c684813000-55c68481b000 r-xp 00000000 103:02 5505049 /bin/cat
55c684a1a000-55c684a1b000 r--p 00007000 103:02 5505049 /bin/cat
55c684a1b000-55c684a1c000 rw-p 00008000 103:02 5505049 /bin/cat
55c6852c9000-55c6852ea000 rw-p 00000000 00:00 0       [heap]
7f2fff97b000-7f2fffc5a000 r--p 00000000 103:02 21497232   /usr/lib/locale/locale-archive
7f2fffc5a000-7f2fffe41000 r-xp 00000000 103:02 19661405   /lib/x86_64-linux-gnu/libc-2.27.so
7f2fffe41000-7f3000041000 ---p 001e7000 103:02 19661405   /lib/x86_64-linux-gnu/libc-2.27.so
7f3000041000-7f3000045000 r--p 001e7000 103:02 19661405   /lib/x86_64-linux-gnu/libc-2.27.so
7f3000045000-7f3000047000 rw-p 001eb000 103:02 19661405   /lib/x86_64-linux-gnu/libc-2.27.so
7f3000047000-7f300004b000 rw-p 00000000 00:00 0
7f300004b000-7f3000074000 r-xp 00000000 103:02 19660823   /lib/x86_64-linux-gnu/ld-2.27.so
7f3000239000-7f300025d000 rw-p 00000000 00:00 0
7f3000274000-7f3000275000 r--p 00029000 103:02 19660823   /lib/x86_64-linux-gnu/ld-2.27.so
7f3000275000-7f3000276000 rw-p 0002a000 103:02 19660823   /lib/x86_64-linux-gnu/ld-2.27.so
7f3000276000-7f3000277000 rw-p 00000000 00:00 0
7ffc0ecd4000-7ffc0ecf5000 rw-p 00000000 00:00 0       [stack]
7ffc0ed50000-7ffc0ed53000 r--p 00000000 00:00 0       [vvar]
7ffc0ed53000-7ffc0ed54000 r-xp 00000000 00:00 0       [vdso]
ffffffffff600000-ffffffffff601000 --xp 00000000 00:00 0   [vsyscall]



Solution: reuse code already present

“Return Oriented Programming”

stack



ROP



But was it the first?
The ability to overwrite the stack with arbitrary data
is very powerful.   Besides return addresses the stack
is also used to save register values and to hold variables.
Most programs have segments of code that look like:

     restore some registers from the stack
     return from subroutine

If an attacker knows the address of such code, he can
provide register contents on the stack and set the return
address to point to this code.  When the next return
happens, registers are set with whatever values he put
on the stack, another return is done pulling another
address off the stack.  Say the next return address on
the stack pointed to code that trapped to the system call
vector.  We just put arbitrary values in registers and
then trapped to the system - we have the ability to
do arbitrary system calls.  All the code that was executed
was from the code segment.

By controlling the stack, an attacker can cause execution
to thread through segments of existing code with a great
degree of freedom.  The attacks have to accurately compute
the location of stack positions and code addresses so
the attack is definitely a lot harder than the cookie-cutter
stack overflows that you see today, but its still
``just a simple matter of coding''.
...

Getting around non-executable stack (and fix)
From: solar () FALSE COM (Solar Designer)
Date: Sun, 10 Aug 1997 17:29:46 -0300

Hello!

I finally decided to post a return-into-libc overflow exploit. 
This method has been discussed on linux-kernel list a few months 
ago (special thanks to Pavel Machek), but there was still no 
exploit. I'll start by speaking about the fix, you can find the 
exploits (local only) below.

[...]

You can find the fixed version of my non-executable stack Linux 
kernel patch at http://www.false.com/security/linux-stack/.

[...]

Actually, using this method it is possible to call two functions 
in a row if the first one has exactly one parameter. The stack 
should look like this:

                              pointer to "/bin/sh"
                              pointer to the UID (usually to 0)
                              pointer to system()
 stack pointer ->             pointer to setuid()

Solar Designer 1997 Tim Newsham, Bugtraq, 1997



But was it the first?

2001 Nergal describes fully featured 
ROP attack

The advanced return-into-lib(c) 
exploits: PaX case study

Phrack Volume 0x0b, Issue 0x3a, Phile #0x04 of 0x0e



But was it the first?

2002, David Litcfield: “Non-Stack based exploitation” → essentially ret2libc on Win32

2002, Bulba and Kil3r: “Bypassing StackGuard and StackShield” (Phrack) 
→ used existing code to jump to shellcode on stack

2004, Jack and Nemo: “Jump Oriented Programming” on the SPARC architecture 
(Phrack): use existing code to jump to arbitrary addresses.



But was it the first?

In 2005, Sebastian Krahmer published: 
“x86-64 buffer overflow exploits and 
the borrowed code chunks exploitation technique”



Were there any differences?

Yes.

The previous attacks used short sequences as glue in combining the invocations of 
functions in libc or in jump-starting the execution of attacker-injected code. Our technique 
shows that short code sequences, combined in appropriate ways, can express any 
computation an attacker might want to carry out, without the use of any functions. 

Of the previous uses discussed here, Krahmer’s borrowed code chunks exploitation 
technique [15] is the closest to ours. Krahmer uses static analysis to look for register-pop 
sequences. He describes a shellcode-building tool that combines these sequences to 
allow arbitrary arguments to be passed to libc functions. However, exploits constructed 
using Krahmer’s techniques are still straight-line limited and still rely on specific functions 
in libc— like other traditional return-into-libc attacks, and unlike the new attack we 
propose.



“framing (a certain kind of) exploitability as a 
mathematical property that can be proved as a theorem.”

“It opened the floodgates”

“When non academics develop something [...], they use 
an example implementation to demonstrate a broader 
point that they’re making. Only, they suck at making it 
clear that “here is theory X, and a simple demonstration 
of the theory is present here as X1”



Did Hovav mention the original work?

Yes.



Meanwhile, everybody cites Hovav’s paper…

… and nobody mentions Krahmer, Nergal, Newsham, or Solar Designer





Rare?
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aborsy on Aug 2, 2020 | prev [–]

The vast majority of academics are there for power and status. I rarely see a true 
scholar, and nearly always bizarre characters and politicians to say the least.
Politics in academia is especially vicious.



Non Academic            Academic

What happened?

Security Research:



A hacker culture emerges

At MIT

Marvin Minsky  - champion of hackers



Hackers

“These kids are like superheroes.”

“They have special abilities.”

“They often don’t fit in.”



Yes.

Also for academics



Perhaps less cool



Independent ways

“Industry/gov” ←→  “academics” ←→  “Hackers/crackers”

Academic venues would not/rarely accept attacks

- IEEE S&P 1980
- ACSAC 1985
- USENIX Security1988
- ACM CCS 1993
- NDSS 1993

Separate venues emerged for hackers community

- CCC 1984
- DEF CON 1993
- Black Hat 1997



Why the bad blood?

arrogance?

motives?

research culture?

lack of recognition?



The communities getting closer again

Hackers in academic communities

Offensive research recognized

Recognition from non academic security community (and vice versa?)



So… back to memory safety
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+

“Negative Result: Reading Kernel 
Memory From User Mode”
-- Anders Fogh

“Exploiting the DRAM Rowhammer 
bug to gain kernel privileges”
  -- Mark Seaborn, Thomas Dullien

“Row Hammer Refresh 
Command” (Patent)
-- K. S. Bains, J. B. 
Halbert, C. P. Mozak, 
T. Z. Schoenborn, 
and Z. Greenfield

“Flipping bits” -- Y. Kim, R. Daly, J.S. 
Kim, C. Fallin, J-H Lee, D. Lee, C.B. 
Wilkerson, K. Lai, O. Mutlu

“Meltdown: Reading Kernel Memory from User Space”

-- Jan Horn, Werner Haas, Thomas 
Prescher, Daniel Gruss, Moritz Lipp, 

Stefan Mangard, Michael Schwarz, Paul 
Kocher, Daniel Genkin, Mik Hamburg, 

Yuval Yarom

“Spectre Attacks: Exploiting Speculative Execution”

+

rowhammer.js -- D. Gruss, C.Maurice, S.Mangard

“Dedup est machina”
-- Erik Bosman et al.

‘11     ‘12    ‘13     ‘14    ‘15    ‘16    ‘17    ‘18     ‘19    ‘20    ‘21    ‘22    ‘23     ‘24   
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COMBINATIONS
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Traditional
exploits

Side channels 
& artefacts

Hardware side 
channels

Rowhammer Transient 
execution

- Dedup est machina, S&P’16
- Flip Feng Shui, USENIX Security’16
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Traditional
exploits

Side channels 
& artefacts

Hardware side 
channels

Rowhammer Transient 
execution

- Speculative Probing (“BlindSide”), CCS’20

- PAC-MAN Attack, ISCA’22

- [embargo], [embargo]’24
if (slow-condition) { 
  call [corrupt-ptr];   
}  



110101010010000101110101010010000101
01
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Traditional
exploits

Side channels 
& artefacts

Hardware side 
channels

Rowhammer Transient 
execution

SpecHammer, S&P’22

Potential gadget:
if (index < bounds) { // not attacker-controlled
  data = array1[index];
  val = array2[data]; 
}
Usable gadget:
if (index < bounds) { // attacker-controlled!
  data = array1[index];
  val = array2[data]; 
}



Memory (Un)Safety: “All Things Under The Hood”

We should not need to be aware of them



Abstraction: Fundamental Tenet of Software Engineering

Figure 1-2. Operating systems turn awful 
hardware into beautiful abstractions



Abstractions, layers, partitioning

Fundamental concepts

We need them to understand the world

Vulnerabilities are where abstractions break down

!

90



Abstractions considered harmful and essential

To write secure code you must know everything (?!)

Memory Corruption Phase 3: The MultiVerse

Conclusions (1)

https://vusec.net
   info@vusec.net
   @vu5ec

!



Conclusion (2)

We have treated the non-academic security 
community poorly. 

We owe these people a lot.
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Modest proposal

Academic community

Always cite any available prior art
(But do not reject papers because someone somewhere wrote a blog post)

Cite the earliest sources in addition to (recent) academic work

Non-academic community

Work on making it easier to find stuf
https://vusec.net
   info@vusec.net
   @vu5ec



Less Modest proposal

Academic community

Be more accepting toward papers from non-academic researchers
Explain better what we expect

Recognize the achievements of hackers.Why doesn’t this conference have, say, a 

Dark Spyrit Award for Embedded Systems Security?     or a

Dan Kaminsky Award For Best Internet Security Achievement ?

https://vusec.net
   info@vusec.net
   @vu5ec


