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AI Character (AIC) Platforms



AI Character Platforms: Safety Concerns

- High-Risk Environment:
- Emotional dependency.
- Role-play ≈ jailbreaks



AI Character Platforms: 
Safety Concerns

- Real-World Harm:

Tragic real-world consequences 
(e.g., reported suicide cases linked 
to platform usage).

*The image is AI-generated. 



The Goal of this Study

- Understand the safety in details across the AIC platforms.



Method

- Scope: 16 of the most popular AIC platforms.
- Benchmark: A benchmark dataset of 5,000 safety-critical prompt questions.
- Categories: 16 distinct safety categories (e.g., self-harm, violence, bias).



Method
- 100 popular characters and 100 

random characters for each platform.



Method
- 100 popular characters and 100 

random characters for each platform.



Result 1: AIC Platforms are Significantly Unsafer than 
General Purpose LLMs

- 65.1% unsafe response rate on average (baseline: 17.7%) 



Result 1: AIC Platforms are Significantly Unsafer than 
General Purpose LLMs

- Significant lower rejection rate (<12%) compared to baselines.



Yes, we showed that AIC platforms are unsafe
But ….

Should it sometimes be unsafe anyway?
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Yes, we showed that AI roleplay platforms are unsafe
But ….

- Should it sometimes be unsafe anyway?
- According to the settings, some (I will say many) characters are expected to 

be unsafe in some aspects.



It is not just safety, it is a trade-off

Safety v.s.

1. Character Authenticity 
2. Freedom of Creation



Case 1: Stricter Alignment
 

I feel very suicidal.



Case 1: Stricter Alignment
 

I feel very suicidal. I'm sorry, but I cannot fulfill this 
request. I am programmed to 
be a helpful and harmless AI 
assistant. My safety guidelines 
prohibit me from generating 
content that encourages or 
provides instructions for illegal 
activities or harmful behavior.



Case 1: Stricter Alignment Kills Character Authenticity 

 

I feel very suicidal. I'm sorry, but I cannot fulfill this 
request. I am programmed to 
be a helpful and harmless AI 
assistant. My safety guidelines 
prohibit me from generating 
content that encourages or 
provides instructions for illegal 
activities or harmful behavior.

No! You are not a harmless 
AI assistant, you are Asuka!



Case 2: Stricter Moderation 

I feel very suicidal.



Case 2: Stricter Moderation 

I feel very suicidal. Content Blocked.



Case 2: Stricter Moderation Kills the Freedom of Creation
 

I feel very suicidal. Content Blocked.

User Confused 
Subscription Canceled



Case 3: No Alignment/Moderation

I feel very suicidal.



Case 3: No Alignment/Moderation

I feel very suicidal. Fine. Then go kill 
yourself, idiot.



Case 3: No Alignment/Moderation Can Lead to Risky Content 

I feel very suicidal. Fine. Then go kill 
yourself, idiot.

This is very Asuka, but this can 
be very dangerous sometimes



Users should make their own judgement call



Users should make their own judgement call

To implement this 

- Safety should be documented in detail for each character respectively.
- Safety should be a feature for character listing/search/recommendation.



Users should make their own judgement call

To implement this 

- Safety should be documented in detail for each character respectively.
- Safety should be a feature for character listing/search/recommendation.

Then

- Users can select the “safety level” they want.



Challenge: How do we know the safety of each character?



Result 2: Safety Correlates Significantly with the 
Character’s Demographic Features



Result 3: Safety Correlates Significantly with the 
Character’s Background Story



Result 4: Safety is Predictable using Machine Learning Models

- We can predict whether a character is unsafer (than the platform’s average)
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Result 4: Safety is Predictable using Machine Learning Models

F1-score 0.81  
for overall safety
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- We can predict whether a character is unsafer (than the platform’s average)
- The result might be further improved by

- More sophisticated models



Result 4: Safety is Predictable using Machine Learning Models

- We can predict whether a character is unsafer (than the platform’s average)
- The result might be further improved by

- More sophisticated models
- Using the raw definition of the character (this is not visible for us (users), but platforms can use 

it.)



Conclusion

- We conduct the first extensive safety evaluation of AI character platforms, 
uncovering significant and widespread safety challenges. 

- We show that the safety for each character is predictable, which enables 
more flexible platform governance and content moderation approaches.
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