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The npm Supply Chain Security Challenge

Background: npm is The world's largest software ecosystem, 3+ million packages

The Problem: Complex Dependency Chains

• Deep nesting, intricate dependencies

• Single vulnerability → massive downstream impact

• Example: pac-resolver CVE → 285,000+ GitHub repos at risk

Current Reality: 
• ~25% of package versions depend on vulnerable packages
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Current State - The Alert Fatigue Crisis

Package-Level Analysis: 

• SCA tools (npm audit, Dependabot) report vulnerable dependencies

• Developers face critical question: "Am I really affected?"

The Alert Fatigue Crisis:

• 95% of vulnerabilities have fixes available

• Yet 80% of enterprise dependencies remain unpatched for >1 year

• Root cause: "Patching paralysis" from alert overload

• Uncertainty about true impact → costly update process
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Package-Level Analysis Limitation

The Current Standard: Package-Level Analysis

• SCA tools report vulnerable dependencies present in dependency graph

Critical Limitation: Coarse-grained analysis

• Presence ≠ Reachability

• Cannot determine if vulnerable code is actually called

• Leads to massive false positive rates
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Why Not Function-Level Analysis? (Scalability)

The Logical Solution: Function-Level Reachability

• Determine if vulnerable code is actually called

• This is the necessary first step before exploitability

Challenge 1: Scalability

• Existing approaches face critical computational barriers

• Whole-program analysis is computationally prohibitive

• Jelly/JAM: Only 37% success rate under 4GB memory limit

• Must re-analyze entire dependency graph for each project
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Why Not Function-Level Analysis? (Dynamic Nature)

Challenge 2: JavaScript's Dynamic Nature

• First-class functions: passed as arguments, returned from functions

• Callbacks and higher-order functions obscure call targets

• Dynamic property access: obj[variable]() → statically undecidable

Impact: Simple syntactic analysis is highly imprecise
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Why Not Function-Level Analysis? (Module Systems)

Challenge 3: JavaScript's Module Systems

• CommonJS (CJS): require(), module.exports

• Mutable exports modified at runtime

• Dynamic require expressions: require(variable)

• ECMAScript Modules (ESM): static imports

• Challenge: CJS + ESM interoperability

Our Goal: Precise function-level analysis at ecosystem scale
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Methodology - Key Insight

Key Insight: npm package versions are immutable

• Once published, (package, version) pair never changes

• Opportunity: Pre-compute once, reuse many times

• Our Strategy: "Analyze-once, reuse-many-times" model

• Enables ecosystem-scale analysis with practical performance

8



VulTracer Overview

• Key Insight: Pre-compute once, reuse many times
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Phase 1 - Rich Semantic Graph (RSG)
Rich Semantic Graph (RSG): Beyond Standard Call Graphs
Traditional CG Problem: 

• function A() → function B()
• Loses boundary information needed for composition
• Cannot model external dependencies or public APIs

RSG Solution: Reifies boundaries as vertices:
Vertex Types:

• Programmatic entities (modules, functions)
• Invocation points (reified as vertices)
• Export anchors (public API)

Edge Types:
• Lexical nesting (contains)
• Call resolution (internal/external)
• Export resolution (standard/reference)

Result: Self-contained, composable package representations 10



Phase 2 - Interface Contracts

Formal Abstraction for Composition: Interface Contracts

Contract = ⟨Export Manifold, Import Manifest⟩

Export Manifold (ME):
• API Path → Set of Functions

• Example: ⟨moduleExport, getMember('process')⟩ → {process_func}

• Example: ⟨moduleExport, getMember('parser')⟩ → {external_parse_func}

Import Manifest (MI):
• Use Path → Set of Invocation Points

• Example: ⟨moduleImport('util-lib'), getMember('process')⟩ → {invk_node_1}

• Catalogs external dependencies
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Phase 2 - Interface Contracts

Benefits:

• Machine-readable API specification

• Enables semantic matching during composition

• Decouples implementation from interface
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Phase 3 - Compositional Synthesis
Building Ecosystem-Scale Call Graphs: Compositional 
Synthesis
Strategy:

1. Topological sort of dependency graph
2. Bottom-up processing: leaves first 
3. For each package:

• Load pre-computed RSG from cache
• Compose with already-resolved dependency graphs

Interface stitching:
• Match use paths (Import Manifest) to definition paths (Export 

Manifold)
• Create cross-package call edges
• Handle both direct calls and transitive resolution

Result: Precise, on-demand call graphs at ecosystem scale 13



RQ1 - Call Graph Accuracy

Evaluation Setup:
• 7 projects with 100% test coverage

• Dynamic ground truth (NodeProf + GraalVM)

• Compare against Jelly (state-of-the-art)

Key Results:
• VulTracer: F1 score of 0.905

• Perfect precision: 1.000 (zero false positives)

• Superior recall: 0.841 vs Jelly's 0.806

• Inter-package coverage: 65.08% vs Jelly's 58.67%

14



RQ1 - Call Graph Accuracy

Evaluation Setup:
• 7 projects with 100% test coverage

• Dynamic ground truth (NodeProf + GraalVM)

• Compare against Jelly (state-of-the-art)

Key Results:
• VulTracer: F1 score of 0.905

• Perfect precision: 1.000 (zero false positives)

• Superior recall: 0.841 vs Jelly's 0.806

• Inter-package coverage: 65.08% vs Jelly's 58.67%

15



RQ2 - Scalability Wins

Performance Comparison on 99 Real Projects (CVE-2023-32314):

Jelly (Monolithic):
• Success rate: 37.37% (37/99 packages)

• Majority fail: out-of-memory errors

• Must re-analyze 26,653 dependencies for each project

• Average time: 31.34 minutes (for successful cases only)

VulTracer (Compositional):
• Success rate: 99.41% (503/506 packages)

• 98% reduction in analysis scope (26,653 → 506 unique packages)

• One-time pre-computation: 174 minutes (cached for reuse)

• On-demand synthesis: 41.87 seconds per project
Key Advantage: Time scales with unique packages, not project complexity 16
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RQ3 - False Positive Reduction

Real-World Vulnerability Auditing

Dataset: 12 applications (from JAM benchmark)

npm audit baseline:
• 532 vulnerable packages reported

• 75 vulnerability propagation paths

VulTracer Results:
• 532 packages → 53 alarms (49 unique vulnerabilities)

• Manual verification: Only 21 True Positives

• 94% false positive reduction  VS  npm audit

• Better than prior work: JAM achieved 81% reduction

Impact: Dramatically reduces alert fatigue while maintaining accuracy
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RQ4 - Ablation Study

Variants:
• VulTracer-Full: Complete system

• VT-NoContract: Removes formal contracts (uses name matching)

• VT-SimpleAPI: Restricts API vocabulary (removes getReturn, getParameter, getInstance)

• VT-NoRTS: Disables Reverse Topological Sort
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Ecosystem-Scale Study Datasets

DSnpm: Complete npm ecosystem
• 3,267,273 unique packages

• 34,685,976 distinct versions

• 900+ million dependency links

• Data collected through December 31, 2024

DSCVE: Two-dimensional vulnerability selection
1. High-impact: 6 CVEs from top 10 most downloaded packages

• lodash, debug, semver, minimatch

2.  Diversity: 21 CVEs aligned with 2024 CWE Top-25

• Covering injection, prototype pollution, path traversal, etc.

Total:  27 unique CVEs with precisely identified vulnerable functions
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RQ5 - Over-Approximation

RQ5: How Much Do Package-Level Alerts Over-Approximate?

Analysis: 27 CVEs, 703,896 Direct Dependents (d1)

Key Finding:
• Single-hop: 67.51% global over-approximation

• Multi-hop (transitive): 68.28% of package-level alerts are false positives

• Only 32.49% of flagged packages actually reach vulnerable functions

Implication: Package-level tools create massive noise
• 2 out of 3 alerts don't represent real threats

• Alert fatigue is a solvable technical problem

22



RQ5 - Over-Approximation

RQ5: How Much Do Package-Level Alerts Over-Approximate?

Analysis: 27 CVEs, 703,896 Direct Dependents (d1)

Key Finding:
• Single-hop: 67.51% global over-approximation

• Multi-hop (transitive): 68.28% of package-level alerts are false positives

• Only 32.49% of flagged packages actually reach vulnerable functions

Implication: Package-level tools create massive noise
• 2 out of 3 alerts don't represent real threats

• Alert fatigue is a solvable technical problem

23



Understanding Attenuation - API Surface
Why Such Different Propagation Rates?

Factor 1: API Breadth
- Broad API (lodash):

• 242 functions available

• template (vulnerable): rank #49, only 0.30% of calls

• Top functions: forEach (10.66%), isFunction (9.99%) 

are safe

• Result: 2.92% propagation (shallow usage)

• Long-tail distribution limits impact

- Narrow API (debug):
• Focused on core debugging functionality

• 98% of importers use the vulnerable function

• Result: 71.77% propagation (deep usage)

• Limited alternative functions drive high usage

Insight: Vulnerability impact correlates with API specificity 24



Understanding Attenuation - Unused Dependencies
Factor 2: Unused Dependencies
Critical Finding:

• 22.80% of high-impact direct dependents (d1), 42.28% globally

• Never import the dependency at all (fail C_mod condition)

Examples:
• CVE-2021-23337 (lodash): 131,933 packages declare but never use

• Declared in package.json but no actual import statements

Implication: Instant false positive

• Presence in dependency graph ≠ actual usage
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Multi-Hop Propagation Decay
RQ6: How Does Impact Attenuate Transitively?
Key Findings:

• Average: 68.28% of transitive alerts are false positives
• True impact is shallow and localized

Path Depth Comparison:
• Package-level:

• Average: 2.21 hops
• Maximum: 32 hops
• Appears to propagate deep

• Function-level:
• Average: 0.71 hops
• Maximum: 8 hops
• Actually very shallow

Critical Result: 96.59% of true impact identified within 4 hops
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Interpretation

Interpretation: True vulnerability impact is shallow and localized

Key Insights:
• Initial attenuation factors (unused deps, shallow API usage) compound at each hop

• Real vulnerabilities rarely propagate deep through dependency chains

• Most transitive propagation paths are noise, not signal

• Function-level analysis reveals true attack surface

Practical Impact:
• Focus remediation on nearby dependencies (≤4 hops)

• Prioritize direct and close transitive dependencies

• Long dependency chains rarely represent real threats
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Practical Implications

For Developers and Security Teams:
• Reachability-driven triage: Prioritize by evidence of reachability, not just presence

• Direct dependencies first: Reachable vulnerabilities in direct deps warrant immediate action

• Dependency hygiene: Remove unused dependencies to reduce attack surface and noise

• Strategic allocation: Focus resources on genuine, reachable threats

For SCA Tool Vendors:
• Move beyond package-level: Integrate function-level call-graph analysis

• Reduce alert fatigue: Distinguish presence from reachability

• Actionable intelligence: Provide precise, prioritized threat information

• Transform value proposition: From overwhelming reports to targeted insights
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Conclusions

VulTracer bridges the gap between precision and scalability:
• Addresses critical problem: Alert fatigue from imprecise tools

• Enables practical solution: Function-level analysis at CI/CD speed

• Provides actionable insights: Focus on reachable, genuine threats

• Transforms understanding: Vulnerability propagation is shallower than believed

From Noise to Signal:
• Package-level analysis: 68.28% noise

• Function-level analysis: Reveals true signal

• Impact: Developers can finally answer "Am I really affected?"

Future: Path to more effective software supply chain security

29



From Noise to Signal: Precisely Identify Affected Packages of 

Known Vulnerabilities in npm Ecosystem
Yingyuan Pu, Lingyun Ying, Yacong Gu

puyingyuan01@qianxin.com 


