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Cryptojacking 

- Cryptojacking is an act of using victims’ 

processing power without their 

knowledge and consent.

- Examples: 

- US DOD 

- UK Governmental Services  

- YouTube 

- Nintendo game consoles 
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Cryptojacking Types 

Cryptojacking Malware

In-Browser Cryptojacking Host-based Cryptojacking
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In-browser Cryptojacking 

- Takes advantage of interactive web content technologies.

- Connects to victims’ host devices to access the computational resources of the victim 

(e.g., CPU).

- Performs mining as long as the victim keeps the webpage open.
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Host-based Cryptojacking 

- Turns victims’ host devices into a miner for the malware owner.
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IoT Cryptojacking 

- New favorite toy of the attackers. 

- Not individually profitable. 

- Botnet attacks to take control of the IoT 

devices at scale.

- Mirai-inspired botnet attacks used this 

network to mine Bitcoin and turn the 

botnet network into a giant 

cryptojacking mining pool.
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IoT Cryptojacking 

- Another Mirai-inspired botnet, LIQUOR 

IoT botnet started to mine Monero on 

its victims’ IoT devices.

- BASHLITE updated with mining and 

backdoor commands.

- EnemyBot, Spring4Shell, Glupteba, 

TickBot and more IoT botnets are 

weaponized to mine cryptocurrency.
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- Existing cryptojacking detection methods:

- Hardware-level features: 

- CPU Events, 

- Memory Activities, 

- Hardware Counters, 

- System Calls.

- Browser-specific features: 

- JS Compilation Times, 

- Static Source Code Analysis.
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Existing Solutions
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- We used network traffic because :

- It does not require devices to be programmed.

- It can collect the traffic from all device types, communication protocols, hardware 

types.

- It works on the encrypted traffic, i.e., only metadata is needed. 

- It is challenging:

- Evasion techniques such as CPU limiting (i.e., throttle),

- Minimized communication to hide the cryptomining operations,

- High device diversity and heterogeneous network traffic. 
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Our Approach
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- Cryptojacking With Service Providers:

- Service Providers

- Coinhive, Authedmine, Browsermine, Coinimp, 

Cryptoloot, DeepMiner, JSECoin, Monerise, 

Webmine, WebminerPool, Webminepool.

- The attackers merge these framework capabilities with 

known vulnerabilities and abuse them to run their 

cryptojacking  malware inside of these devices.

- We used Webmine and Webminepool.
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Thread Model 1

Coinimp

Webminepool

Coinhive
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- Cryptojacking With C&C Servers:

- We focused on the communication pipeline between the compromised device and the 

C&C server.
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Thread Model 2
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Setup

- Regular home-networking settings.

- All devices are connected to the same router.

- One computer is responsible to collect networking data.

- Compromised devices are also using the network pipeline to connect C&C servers.

13
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Devices

Device Representation Hardware Operating System

Raspberry Pi IoT Device Cortex-A72 64-bit 
SoC 4GB RAM

Raspberry OS

LG Smart TV IoT Device LF Quad Core 
Processor

WebOS 2.0

Laptop Regular Device Intel Core i7 9th 
Generation CPU 16 
GB DDR4 RAM

Ubuntu 18.04 LTS

Tower Server Powerful Device Intel. Xeon. Gold 
6314U Processor
192 GB DDR4 RAM

Ubuntu 20.04

Router Internet Routing Atheros QCA9563 
Processor

OpenWRT V.19.07.1
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Dataset Collection Methodology

- Same methodology for benign and malicious data collection.

- ARP poisoning to re-route the data communication path.

- Labelled the collected networking data during the data collection process.

- Three datasets:

- Benign Dataset-1

- Benign Dataset-2

- Malicious Dataset

15
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Benign Dataset-1

- Downloaded a network data from a public repository:

https://data.mendeley.com/datasets/5pmnkshffm/1

- It dataset includes following user activities:

- Interactive

- Bulk Data Transfer

- Web Browsing

- Video Playback

- Idle Behaviour

https://data.mendeley.com/datasets/5pmnkshffm/1
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Benign Dataset- 1
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Benign Dataset-1
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Benign Dataset-2
- Our own benign dataset with the same set of the devices. 

- Regular user activities:

1. Idle Behavior,

2. Web Browsing,

3. Watching Video,

4. Large File Download,

5. Interactive. 

- Only watching video activity from LG Smart TV.

- 16 dataset (3 devices x 5 activities + LG Smart TV).
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Benign Dataset-2
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Benign Dataset
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Malicious Data Collection

Malicious Data Collection

Implementing 
In-Browser Cryptojacking

Implementing
Host-based Cryptojacking
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Implementing In-browser Cryptojacking

- In-browser cryptojacking use service 

providers to connect and receive 

mining tasks and start performing 

cryptomining.

- We created a Wordpress webpage 

server.

- Cryptojacking malware samples from 

different service providers.
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Implementing In-browser Cryptojacking

- LG WebOS operating system does not 

support WASM and JS libraries.

- We used LG WebOS SDK’s 

cryptographic libraries to implement 

cryptojacking on LG devices.

- We collected network traffic data for at 

least 12 hours for every use case 

scenario.
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Implementing Host-based Cryptojacking

- Implementing on Raspberry Pi and 

Server were straightforward.

- Downloaded the cryptocurrency 

mining binary MinerGate V1.7 and 

run it on our test device.
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Implementing Host-based Cryptojacking

- Implementation of host-based cryptojacking on the LG Smart TV is more challenging

- The malware binary needed to be located in a suitable way.

- We used LG WebOS development framework.

- We developed a basic IP TV application that runs cryptojacking malware as long as 

the application running.
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Implementing Host-based Cryptojacking
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Implementing Host-based Cryptojacking

- We implemented the application with two settings;

- CC server receives the mining tasks from a mining pool:
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Implementing Host-based Cryptojacking

- CC server runs its own node to create mining tasks:
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Malicious Samples
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Malicious Dataset
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Initial Observations

- The highest malicious PPS and APS rates << The highest benign PPS and APS 

rates. 

- Very small amount of PPS rate and APS rate  for in-browser mining.

- Binary mining samples do not have any intonation to minimize their communication.

- For binary mining, the APS and PPS rates are directly correlated with the 

computational power of the device.

- All device types give almost the same PPS and APS rates for in-browser mining 

applications.

29
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Evaluation Methodology

- Four sets of experiments:

1. IoT cryptojacking detection mechanism using Machine Learning 

2. Different adversarial behaviors 

3. Various smart home network settings 

4. Sensitivity of the classifier 

30
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IoT Cryptojacking Detection

31

- Designing the optimum IoT cryptojacking detection mechanism using Machine 

Learning (Scenario 0)

- Feature Extraction

- Feature Selection

- Best-performing Classifier

- Varying Training Sizes
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IoT Cryptojacking Detection - Results
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IoT Cryptojacking Detection - Results
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- Different adversarial behaviors 

- Victim Device Type (Scenario 1)

- Server vs. Desktop vs. IoT

- Profit Strategies (Scenario 2)

- Aggressive vs. Robust vs. Stealthy

- Cryptojacking Type (Scenario 3)

- In-browser vs. Host-based

Adversarial Behavior

34
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Adversarial Behavior - Results
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- Various smart home network settings  

- Fully Compromised (Scenario 4)

- Overall

- Partially Compromised (Scenario 5)

- IoT + Laptop

- Single Device Compromised (Scenario 6)

- IoT

- IoT Compromised (Scenario 7)

- IoT + IoT

Smart Home Settings 
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Smart Home Settings - Results 
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Classifier Sensitivity
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- The sensitivity of the proposed classifier 

- Imbalance Dataset (Scenario 8)

- Timely Balanced

- Timely Balanced with Oversampling

- Same Device

- Classifier Transferability (Scenario 9)

- Service Provider

- Device Type

- Cryptojacking Type

- Non-default Parameters (Scenario 10)
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Classifier Sensitivity - Results
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Classifier Sensitivity - Results
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Experimental Challenges

41

- Implementing cryptojacking malware on LG WebOS

- Expansion to the other devices

- Amazon Echo

- Apple HomePod

- Philips Hue Environment

- ML training on a huge volume of data

- IP → MAC
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Code Snippets
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Code Snippets
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Code Snippets
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- A novel, accurate, and robust IoT-based cryptojacking detection system

- Designed novel experiment scenarios.

- Different adversarial behaviors. 

- Different network settings.

- The dataset and code are publicly available in:

- github.com/cslfiu/IoTCryptojacking

Concluding Remarks
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