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Quantum Security Unleashed:
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Quantum Technologies Principles and General View
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Quantum Technologies: First Revolution

Experiment of Young
(Wave nature of light)

N
/\}é\

- o= : +
Electrons O—>
Evaculated quartz tube
)
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Photoelectric Effect
(Particle nature of light)

Incident
nd

Reflected

Potential barrier

A A>h"‘
- \p_qﬂ:\

Planck Constant

Position Uncertainty \

Momentum Uncertainty
(p=m.v)

The position and the velocity of an object

cannot both be measured exactly, at the
same time

2 2 2 2
8 [6w+6w+5yf}+Vw=EW

C8r'ml ' ot &

(W)? Electronic probability density

Orbitals: Described by quantum
numbers (n | my my)

Function that describes the

state of a quantum-mechanical
system

Wave-Particle Duality (1905)

Uncertainty Principle of Heisenberg
(1927)

Schrodinger Equation (1925)
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Quantum Phenomena
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Collapses to a single state when measured

Superposition Entanglement
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Post-Quantum

Quantum Technology: Second Revolution Cryptography

ryptographic algorithms that can be deployed
in traditional devices and

Quantum

Communications

Quantum communications
protects data that flows
through optical fibre or

wireless communications, by
using quantum encryption.

Quantum Enabling Technologies

Technologies that comprise a quantum system or
the value-chain for the quantum technology
industry, such as lasers, optics, semiconductors...

Quantum Computing
Quantum Sensing “ i 7 1 Quantum computing will enable

, solving highly complex computation
Precise measurement of problems. Research focus on both
the environment, using hardware and software. Building
very accurate quantum universal quantum computers and
based sensors. specific simulators.

6 Quantum Technologies / Johanna Sepulveda AI RB US
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McKinsey Report 2022

General Market View: Quantum Technologies (QT) World Map

%

The QT market is still dominated by
North America

North America leads the QT market,
with nearly 40% of players and over
60%1 of all start-up funding

10 out of the 12 biggest hardware
players are based in North America

China leads in commercial
e front-runner in Q
adoption

Quantum Technologies / Johanna Sepulveda

Funding is rising rapidly

Announced raised funding for 2021
(~$2.1 bn) is already almost triple the
total funding of nearly $800 m raised
in 2020

Announced major deals for 2021
extend to software and QComms
players

China has committed $15 bn over
5 years for QT; the European Union
announced $7.2 bn

Global market participation is
increasing

The United Kingdom is catching up to
North America due to recent major
deals

China leads in patents and is
expected to catch up rapidly on QC

AIRBUS
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General Market View: Quantum Technologies (QT) Funding

Global public investments in QT reached $42 billion in 2023.

Not exhaustive

_ M Announced before 2023
Announced government investment,’$ billion B Announced in 2023

China 15.3
Germany 29 |23 K. Key insights

: : ; * While China and the United States
United Kingd 1.2 R 4.3
kool bl previously dominated QT public

United States 3.8 investment, new announcements
South Korea | 23 X from Germany, the United

Kingdom, South Korea, and India
France 2.2 created a more diverse global QT

Japan 1.8 development landscape in 2023
India m. 1.7 While all 2023 announcements
l 1.4 nearly doubled public funding for

0.1 each country, South Korea and the
Netherlands EE 1.0 United Kingdom significantly
Russia OE 0.8 increased their funding levels
lernal . 0.4 Many public funQing

| announcements included plans to
Others m 1.8 attract private investment as part of
overall program goals

Canada

Total hisloric announced invesiment. timelnes for investiment vary by country

Source: McKinsey analysis McKinsey & Company 24
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General Market View: Quantum Pillars

~

Quantum computing
» 261 start-ups

» $6.7 billion investment

& ©
& @

Quantum communication
» 96 start-ups

» $1.2 billion investment

+XX% Compared to previous year

(((\ )))

Quantum sensing
» 48 start-ups

» $0.7 billion investment

Companies pursuing two or more quantum technologies simultaneously: 38

Technological breakthroughs in 2023

Quantum computing

Quantum error-correction
proposals and demonstrations by
large players accelerate timelines
toward large-scale, fault-tolerant
quantum computing

Scientific progress

4,763

QT-related patents granted in 2022

Quantum-capable talent

Quantum communication

Improved performance for quantum
key distribution, and demonstration
of longer transmission distances
and increased data rates for
quantum networks

+1% YOY 42,155

Quantum sensing

Development of new techniques
to improve the sensitivity of
quantum sensing devices

-4.5% YOY

QT-related publications in 2023

55 +10% YOY 19 5

universities with QT research groups

QT master’'s degree programs

9 Quantum Technologies / Johanna Sepulveda

+8.3% YOY

McKinsey Report 2023
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NATO Quantum Capabilities and Airbus Footprint
£ 8 %,

AIRBUS i ik i = AIRBUS

>
*
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*

." rlnenlal Sensorsf;r 100x rechcﬂon in

o T == AIRBUS
L P «

| Ultra-sensitive 'MMMM&M} -AIRBUS... ’.0.

{ acoustic sensors | and underwater

rSecurecm'mnsbetmeen

cammmmmnnse Ry )L qur&wl:::"“ JA'RBUS

[ Enhuwed ns&ll-:'tlon. covert audr ]
band md:m. twork — u o [ ‘
e ision fire
oI Fibre link to fixed fibre network = e o AIRBUS g
* for secure comms and improved Enhanced decision making through quantum Mass (gravimetric) sensor for enhanced
—— dock stability information science (predictive analytics and Al) _ bunker/tunnel detection and mapping |

AIRBUS “~ AIRBUS
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Quantum Technologies Principles and General View
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Quantum Computers

12 Quantum Technologies / Johanna Sepulveda
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When?
At any moment!

Quantum Computer (10 years)

Nitrogenase Fe-Mo eofactor

I 4 ¥

cﬂ"
-t ﬂ'l

0 .’6 ,‘#za: 1 |
%m@* Wy
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Quantum Threat

SKC/PKC in CLASSIC
Better classic algorithm
~ 1034 Steps

In a classic computer (THz)
(1 trillion of ops / sec)

~ 17 Trillions of years

Quantum Technologies / Johanna Sepulveda

Grover’s algorithm

Halves the security of AES

AES-128 ==»AES-256

Shor’s algorithm

~ 107 Steps
Solves PKC

N a quantum computer (MHz)
(1 million of ops / sec)

~ 10 Seconds
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Quantum Computer Roadmap

5000

1000

qubit

100

15

f

5000-qubit

1000-qubit 2000-qubit

|000-qubit

128-qubit o 100-gbits Pasqual

Quantum
annealer <

RSA ECC

Key Length  qubits Key Length  qubits

1024 2048 163 1000
2048 4096 224 1300
3072 6144 256 1500
4096 8192 383 2300

15360 30720

F=z =
. 2 PR 'Y
=L

& s 1l
433-gbits Osprey === - = ——

@ D:waue

64 qubits
soogl @
49-qubit
(Intel « Tangle Lake »b.__________
20-gbits IQM
| 7-qubit
® | |-qubit
@ 2-qubits (MISIS, Russia)
P 20,20, 20,32 o, .
99€ 000 2006 \)00) 2009 «)0/5 0/6\0/) 0/8 0/9 2020 2023 025 0‘)6

Physical qubits # Operational qubits

Quantum Technologies / Johanna Septilveda https://WWW_ g rss-leee.o I’g/
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Applications

v’ Internet-of-Things
v' Language Processing

v Logistics and optimization

16

Artificial
Intelligence

Battery
Technology

Quantum
Computer

Drug and
Chemical
Research

Cybersecurity

Machine
Learning

Financial
Modeling

Network
monitoring/
Smart scheduling

Cryptanalysis

AlI/ML based
Implementation
attacks

Pattern
Recognition

Threat Detection

AIRBUS
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Quantum Sensing

17
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Physical Transduces physical property Readable

Classical Sensors Vs Quantum Sensors Sy L e il Sl

T A-ah ML

Mx‘_=;?‘g SP

High Precision High Stability Low Maintainance

Measures the same physical quantities as classical sensors but through the exploitation of quantum phenomena

18 Quantum Technologies / Johanna Sepulveda AI RB US
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Current challenges: Jamming and Spoofing (OODA)
GNSS: Global Navigation Satellite System

g Drone’s Intended Path
%7

GPS
Satellite

Landing Location (L)

Drone’s Spoofed Path

...........
"""""
.
G

..... _ = Spoofed
-~ Destination (D)

HH H - _9£ —————————————————
Initial Location (I)’ 0= o s
-

™ {  Fabricated 5
i ! GPS Signal : Autonomous Mode or
. P : | Jammed (if manual mode)
: % :
: é 7
: o\
/ . %, )
Max Spoofing Range Spooler )

GNSS is not
always available;

such as

" 5 Ground
............ Controller

GNSS spoofing attack is less expensive (from 50 — 500 USD to 100 USD)

underwater,
urban, or hostile

Lo environments
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Measure magnetic fields with
high precision

Quantum Sensors

The most accurate
timekeeping devices ever
created

Measure the strength of
local gravitational
acceleration using quantum
interference.

Enable three-dimensional imaging
based on the time it takes a photon to
travel between an object and detector

Quantum accelerometers and quantum
gyroscopes, which measure changes in linear
acceleration and rotation using the principles

of quantum interference

Measure electric fields, such as the
radio frequency waves used by
effectively all modern communication

devices. AlRBUS

Quantum Sensors Applications: Gravity Cartography, Navigation, Advanced SCA

20 Quantum Technologies / Johanna Sepulveda
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Quantum-Secure Communication

21
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Security Challenges (Defence)

22

Quantum-
Secure
= Solutions are
: required

_ Different
Criticality Heterogeneity Communication
capabilities and needs

Require long term
security

Quantum Technologies / Johanna Sepulveda AI RB US
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Quantum Key Distribution (QKD)@)

Goal:
Use a quantum channel to transfer a
secret random key.
It is impossible that an attacker read
(measure) without getting noticed

23

% g Post-Quantum Cryptography (PQC)

Post-Quantum Cryptography ﬁ*\
: \

L ,|
[ Code J | Hazh ‘[Mulﬁv J[IWWJ[W}E;_/

Goal:
Protect the communication through hard

mathematical problems resistant to
traditional attacks and quantum attacks

Transition: Layered approach (different layers of protection) AIRBUS
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Post-Quantum Cryptography

24 Quantum Technologies / Johanna Sepulveda
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‘ Code ‘ Hash Isogeny ‘ Lattice

Post-Quantum Cryptography (PQC) Types

Code-based Hash-based Multivariate Isogeny Lattice-based
(e.g. McEliece) (e.g. SPHINCS) (e.g. GeMSS) (e.g. SIKE) (e.g. NTRU, LWE, RLWE)
Pros: Pros: Pros: Pros: Pros:
= Well studied error = Security relies on = Multipurpose = Elliptic-based = Efficient
correcting codes hash functions = Very efficient for = Smallest key = Public key,
= Multipurpose = Very efficient signature sizes digital
- Fast schemes signatures,
FHE, IBE
Cons: Cons: Cons: Cons: Cons:
L k n i - H ..
\(ery large key No encryption Most public key - Low efficiency . Key sizes when
sizes schemes schemes are = Difficult to d
= Track of signed broken compared to
construct classical crypto

messages

25 Quantum Technologies / Johanna Sepulveda AI R B US
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NIST

Performance

PQC Benchmarking “Example”

O QuaskCyclic codes 01 QuasiCyclic codes
B Goppacodes B Goppa cod £
L L wred lattices co  Uns e | Attices

There IS not an obvious best PQC alternative

Key Sizes

&

KEM

Signature

AIRBUS

26
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Airbus PQC Innovation and Footprint

National Institute of Standards and Technology (NIST) PQC standardization Roadmap

Alrbus:

_ > Record implementation of
Airbus: First Design 1st Ch|_p with EU advanced PQC

o PQC-codesign HW/SW processor with PQC crypto-primitives

(Crypto-agility)

Airbus:
Development of
Airbus: First Airbus: PQ?-\;?I?I(;enied
PQC-enhanced Record on PQC

Wireless sensor Implementation Airbus: systems
Airbus: network (performance, power, Demonstration Space, dynamic
Ultra-constrained memory footprint) PQC on the networks, PQC-

PQC solution field secured Blockchain
ﬁ)‘ Secure Drone
Quantum Technologies / Johanr{a; Sepulveda ConneCtiVity AI RB US
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Quantum Cryptography

28 Quantum Technologies / Johanna Sepulveda
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QKD Network: Terrestrial and Space segments

To deliver keys between different communication parties (identical, private)
« Terrestrial: Optical fibre or free-space ground-to-ground optical links
Higher throughput, limited coverage (maximum distance between consecutive nodes is 100km)
» Space: free-space satellite links
Low throughput but high coverage (LEO)

Protocol 2: Entanglement

g

29 Quantum Technologies / Johanna Sepulveda FSO for terrestrl al Seg ment AI RB US
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Worldwide Demonstrations (terrestrial)

DARPA (2002)

o Blment A

* — ‘ o |

BBN Lab LN 3 4z , 1 71 o S
i & ik B (TR
N CAurS! - e, - R L

ki Q, ST SEONAE.... LIt MysY
55 {3 o1} H d 0NN Fhanee ]
%{k\ N\ arvar o ot )

5 .6' : 5

L

I ‘-'.-g‘ W’i“

e |
Fchestaaeiiy >
B TN

Yy

TOKYO (2009)

Tokyo QKD Network
& Free Space Optical Testbed

Quantum Technologies / Johanna Sepulveda

Tépn & Rl

~ Nuea NV W =usny =
e W o
| South Korean QKD Network

i @ Phase 1 (~2015): Bundang-Suwon-Seoul

£]
Cnal
2=
=u | ® Phase 2 (~2017): Seoul-Sejong-Daejeon

® Phase 3 (~2020): National Network

L U P [EER TP

Jn( O\ 3

oy N
Sayme e
=\
2 A\ ¢
L E Dos

v

=

ITALY-IQB INRIM CNR
(2018)

CAMBRIDGE (2019)

@ switch (trusted node)
Relay (trusted node)
@ Final user

1} JWW 85 50:50 ‘x.%aleis

Wil

Quantum IM,
Cband B
LASER
Ining @55
TR Synchronization
=

Synchronization 1M

Alice

Bob

ITALY-SLOVENIA-CROATIA
(2021)
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Worldwide Demonstrations (Space)

S, Alphasat I-XL,
‘sv EU
QKD missions, present and future x> By

Overview of several current and future airborne
and space missions with a QKD focus (discussed
in text). Narrower end of pink path shows QKD LAGEOS,

source; broader end shows receiver. Italy
‘;
SPEQS,

MICIUS o e NANOBOB, Singapors . geyssat,
: SRUBANY S s France and Canada " SOCRATES,

BETEL

China Canada Germany Austria

Tiangong-2,

Germany

e

MLRO, Italy  TESAT, TAOGS
1a0al, DLR, ESA OGS, 1ac, Canada
USTC, China Austria

I. Khan et al. Satellite-based QKD. Optics and Photonics News. 2018

Quantum Technologies / Johanna Sepulveda

Germany Spain NICT, Ja

/AN

Q-DOS
(UK)
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Chinese QKD Network: Terrestrial And Space QKD

Beijing Rural
Commercial

agency, e : Beijing
(Beijing) : " ' branch

Estate Trading
Caenter Co., Ltd.

regulatory
platform

agency
Nanjing Bill
Center

China
financial
building

Shangha
© control centre © Trusted retay

Shanghai

. Backbone 0 Al-pass optical =y
connection node switches

http:/www.sci-news.com/physics/integrated-quantum-communication-network-china-09228.html

Spanning Beijing to Shanghai (2000 km)
Extended to 4600 km by use of free space QKD links

Fibre losses limit distance between nodes to ~100 km
Dedicated fibre network with more than 30 trusted nodes and 700 fibres AIRBUS




DEFENCE AND SPACE DECLARATION ON A
QUANTUM COMMUNICATION

I I INFRASTRUCTURE
Quantum Communications: EuroQCI rox o
European Quantum Communication Infrastructure AL 27 EU Member States

yor signed g declaration agrecing 1o work
together 10 wqiom bhow 10 bulld 4 guantus o
communication infrastrocture 100 across ,
furope, boostng European capabinies
N quantum technologes, cybenecurity
and industsiad competitiveress

v’ Sovereignty matters
« Hardware resources
* Logical resources

v National / international resources

v Security Level

v’ Interoperability
« Between National domains
* Between terrestrial and space segment

33 Quantum Technologies / Johanna Sepulveda AI RB US
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Airbus Quantum Communication footprint (EuroQCIl — SAGA) /‘

EUROPEAN
AnQUOR q DEFENCE
AGENCY

IRB

-

« QKD EU National

QKD
Deployments » x26 Operational
iviti Two Commercial concept .
Preparatory activities p Two studies IRB system

studies
« High level Architecture »

EU funded research
projects

« Detailed Design »

Quantum
Internet

EuroQCI
Coordination
AIRBUS AIRBUS AIRBU
Terrestrial Quantum Communication Infrastructure

SAGA | SAGA Il
IRBUS IRBUS

EAGLE 1
——AIRR

(partner)

Space Quantum Communication Infrastructure

Start of integration with
EuroQCI

34 Quantum Technologies / Johanna Sepulveda



- .AGILE.EARTH OBSERVATION
. SATELLITE

LaserPort - Optical Ground Station QKD - Final product

OGS at customer or secure hubs, to receive quantum keys from LEO satellites

Do not discard
photons

“ LARGEDIAMETER »
OPTICAL TERMINAL .’

@ Turbulence compensation
AO and fiber-coupled for downlink : Availability

Support for broad
environmental conditions

%% Pointing capacity

Full hemispherical
Robust Acquisition and tracking
schemes

Characteristics
@ Compact, autonomous and
ruggedized

LaserPort LEO QKD: | ow-complex, low-cost OGS
for free space QKD (2027)

P Smart operations
QKD-key protected —= Industrialized solution with
customer data integrated operations

: 28 i <,> control software
*Solution can be static or transportable 7 A .0.

AIRBUS

|
1.7
{
d
|
V

P ap—
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Quantum Communications: Interoperability

a
o

SENDERS

9]

. Seniceaer L m——
» System view of quantum-secure networks matters: %{ R e |
Cryptographic application (APP) i : User network manager ;
T N —
H H T i : QKDN management layer ':
» Quantum layer is relevant but is only a part of the overall system | QKON comrol | i o |1
» Security matters: secure implementation, integration and o I e T | L S I
interoperability is relevant 2 T T~ ;
oo o oo e L e I — Contral H
> PQC plays also an important role | Classical World HE
EK A Key manager (KM) - ol i
: : . | L[ o [y mom ] vy oo || [ oo g g} g i :
> Wide system design space exploration {L Ko Koy ot ; Koy o §| [t oot g | ' ;
:%— KMA[ Key replay " Key storage ul(c_y Iifncy:]emnmgcmmll E '3 ;
""""""""""""" i} kef el TH=HEHE
(Qummiaer | T THNC §
; QKD module ! i ' i
Odi:sie_l Key distillation " QKD-key supply | OI:"L;Mu!L'cunlmll[ Mg S
st-n;c_e{ Quantum channel synchronization RNG | I—‘ i
TRUST OPTIMUM DARK  NIR L0SS SPACE "“ie-| Quantum communication ifqrn-
LIGHT SOURCE MODULATION REQUIRED TRL TEMP. COUNTS EFFICIENCY  TYPE TOLERANCE SUITABLE TRL ' H Cops

Laser phase, ampl., pol. PIN @ nfa @ cv Q g : Mw; Quenun
Single photons polarization WIELIUI APD & DV @ E M:Jpsi : AL
channel 7 © : i ;

L SNS (@ v il | g || ARSI A N I e e
Entangled photons intrinsic NSPD @ e PPl e st — —

IMPLEMENTATION

COMMERCIAL IMPLEMENTATION

Quantum Technologies / Johanna Sepulveda

TECHNICAL PARAMETERS

QKD PROTOCOL COMMERCIAL

From ITU Y-3802
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An Example of a QCI architecture (high level view): Layered View

(Note: Fully Distributed Key Management Layer)

Optical Network Controller

Control, status
Information of
KMA and KSA

Classica l KM I l Classicai
Existing Existing
link link
Relay Relay
B C

| Quantua Quantu

QKD Module Dedicated QKD Module ‘ —D P di QKD Module ‘
edicate edicate

= fiber S = fiber = =~

Quantum Technologies / Johanna Sepulveda
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Looking to the future: Extended Space/Airborne QKD (HAPS and Drones)

Quantum Technologies / Johanna Sepulveda AI RB US
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Thank you

johanna.sepulveda@airbus.com

AIRBUS



