Solving the memory safety
problem, once and for all

Dr. Dan Wallach
Program Manager

DARPA Information Innovation Office
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Memory safety (or, the problem with programming in C)

Software written in C is not guaranteed to be memory safe:

« Roughly 70% of reported software vulnerabilities in critical systems (e.g., Google Chrome or Microsoft Windows)
exploit memory safety flaws in C (or C++) programs’

Is CVE a Memory Safety Issue (RCE, EOP, Info Disclosure)?

30%
20%
10%
0%
2016 2017 2018 2019 2020 2021 2022
k = Memory safety issue = Non-memory safety issue ‘
Wuilnerability Case Data from Microsoft (Dave Weston
RCE = remote code execution ,0/‘656/71'5[70/7 at B/Ué'/'/at .[L, May 2023)

EOP = elevation of privilege
CVE = common vulnerability enumeration

Thttps://youtu.be/KugtcxEUBC8?si=_pA8TO1u50bD50L5 Distribution Statement A. Approved for public release: distributionis unlimited.



We've tried everything!

1 . developer training 7 non-executable memory
|

2 . code coverage 8 . Control Flow Integrity (CFl)

coding suidelines Address Space Layout Randomization
. §8 = (ASLR)

static analysis 1 1 . hardening memory allocators

3
4 e 10 sencboxing
5
6

C++ subsets 1 2 _hardware support for the above (*)
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UAREA) Digression: hardware memory safety

« Sandboxing: useful to contain memory faults, limit the exploitability of a buffer overflow
* Example: Used in the Chrome browser (and yet, security issues still happen)

« Hardware memory tagging / fat pointers
 CHERI (fat pointers, track allocation boundaries)
* ARM/ Apple Extended Memory Tagging Extensions (shipping on M5 Macs /iPhone 17)

* 4-bittags on memory allocations and pointers; writes that cross tag boundaries halt the program
* Includes hardware features to protect against speculation attacks!

« But what do we do with all the legacy computers in the world?

CHERI = Capability Hardware Enhanced RISC Instructions

Distribution Statement A. Approved for public release: distribution is unlimited.
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Today’s advice: Incrementally rewrite in a memory safe language

“[We] encourage software manufacturers to move security
considerations earlier in the [software development lifecycle], which
can improve product security and reliability upon deployment.

Depending on the programming language in question, there may
be an increase in the amount of up-front work!”

« Engineering and policy challenge: rewriting legacy software is
expensive
« Example: Google’s experience with Android
« Incremental rewriting of sensitive code into Rust for several years
« Substantially fewer memory-safety vulnerabilities, but still present
» For legacy software (open source or industry), insufficient

funding available (one industry estimate: $1 trillion cost to
rewrite one billion lines of code)

Thttps://www.cisa.gov/sites/default/files/2023-12/The-Case-for-Memory-Safe-Roadmaps-508c. pdf
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Rust: the memory-safe systems programming language of choice

hd Ru st p rog ra m S a re me mory Safe W by CO n Stru Ct i On " re:lnven; Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement
« Guaranteed memory safety (or rejected by the compiler)
 Competitive performance and memory use to C Why AWS loves Rust, and how we'd like to help
° A\Y U n safe n esca pe hatC h Wh en necessa ry :irr\:::r:say | on 24 NOV 2020 | in Announcements, Open Source, Programing Language | Permalink | @ Comment s |

« Efficient interoperation with legacy C and C++
« Multiple vendors offer ISO 26262 “qualified” Rust (for automotive); roadmaps

& The A Register’ Q

OSES 572

include avionics (DO-178), rail (EN-50128), space (ECSS-E-ST-40C and ECSS- -

Q-ST-80C) and others

« Growing popularity - easier to hire or train Rust programmers

Linux kernel 6.1: Rusty release could be a game-
changer

Don't sob into your battered copy of K&R though, the shift will move slowly

A Steven ). Vaughan-Nichols Fri 9 Dec 2022 12:30 UTC

« Today: full rewrite of legacy C software to Rust is too expensive ® @

Aug 4,2020 - 4 min read © Listen

« If we could do automatic, high quality conversion 7 e

« Immediate, permanently improved security posture for minimal cost
« Ongoing benefits (e.g., cheaper maintenance due to better code modularity)
« Open source and defense performers would be enthusiastic adopters

Reference herein to any specific commercial product, process, or

service by trade name, trademark or other trade name, manufacturer
or otherwise, does not necessarily constitute or imply endorsement
by DARPA, the Defense Department or the U.S. government, and shall

not be used for advertising or product endorsement purposes

How Microsoft Is Adopting Rust

@ Rust




If we eliminate memory unsafety in software, do we need hardware?

« If we somehow rewrote every line of C and C++ into safe Rust, we'd eliminate:

* Buffer overflows (“spatial memory safety”)
* Use after free / double free (“temporal memory safety”)

* Type confusion
And also have an impact on null pointer dereference (*), concurrency bugs, and integer overflow/underflow

« But we wouldn't solve microarchitectural timing attacks (Meltdown, Spectre, etc.)

« Thought experiment: do memory safe languages know enough to stop undesirable speculation?
* Example: How do we squash a speculative load beyond the bounds of an array?

* Rustarrays know their length
* Hypothetical “bounded load instruction”: take source address register, offset, bound, and destination register

* Or, could use fat pointers, tagged memory, etc.
* Squash any memory speculation beyond the specified bound

(*) The Rust equivalent: calling unwrap() on an empty Option. This led to a Cloudflare outage in Nov ‘25.

Distribution Statement A. Approved for public release: distribution is unlimited.
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Current state of the art (not all translations are equally good)

Bug-for-bug
compatible (e.q.,
will crash if args

are missing)

Original C code
int main(int argc, char **argv) {

printf("Hello, %s\n", argv[1]); %
}

Safe, idiomatic translation (hand-written)
fn main() A
let name = std::env::args().nth(1)
.unwrap_or(&String::from(""));

println!("Hello, {}", name);

Supplies empty
string if missing
arguments

)i
Distribution Statement A. Approved for public release} distribution is unlimited.

Unsafe Rust translation (via c2rust)

#![allow(dead_code, mutable_transmutes, non_camel_case_types, non_snake_case,
non_upper_case_globals, unused_assignments, unused_mut)]
#![register_tool(c2rust)]
#![feature(register_tool)]
extern "C" {

fn printf(_:

*const libc::c_char, _: ...) -> libc::c_int;

}
unsafe fn main_0(
mut argc: libc::c_int,
mut argv: *mut *mut libc::c_char,
> libc::c_int {
rintf(
b"Hello, %s\n\@" as *const u8 as *const libc::c_char,
*argv.offset(1l as libc::c_int as isize),

pub fn main() {
let mut args: Vec::<*mut libc::c_char> = Vec::new();
for arg in ::std::env::args() {
args.push(
(::std::ffi::CString: :new(arg))
.expect("Failed to convert argument into CString.")
.into_raw(),

)s
}
args.push(::std::ptr::null_mut());
unsafe {
::std::process::exit(
main_o(
(args.len() - 1) as libc::c_int,
args.as_mut_ptr() as *mut *mut libc::c_char,
) as 132,
)
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UAREA) LLMs can translate code, sometimes very well

« “Please translate this C to safe, idiomatic, simple Rust” and it did the job perfectly
« It even renamed the buffer to “password” and correctly handled missing arguments

Original C code Rust translation (by Google Gemini)
int main(int argc, char **argv) { fn main() {
char buff[8]; _ _ let password = if let Some(arg) = args().nth(1l) {
int success = 0; Long mp_UtS will arg
overwrite the } else {
strcpy(buff, argv[l]); success flag. return; // Exit program if no argument provided
}s
if(!strcmp(buff, "s3cr8tpw")) {
success = 1; if password == "s3cr8tpw" {
} println! (' Welcome!");
}
if(success) { }

printf("Welcome!\n");
}

Distribution Statement A. Approved for public release: distribution is unlimited.



TRACTOR progress report

« TRACTOR started rolling in June 2025
* Sixteams, taking very different approaches (from ML-centric through PL-centric)

* Initial progress? We evaluated the teams on a number of “microbenchmarks” of purpose-written C with or without
various pathologies. Too early to declare anybody “winning” or “losing”.

Translation failures (Lower is better) Idiomatic code quality (higher is better)
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https://www.dar mil/r rch/programs/translating-all-c-to-rust
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LLMs are increasingly amazing; do we still need TRACTOR?

Code translation is hard enough; evidence of code equivalence is harder still

Legacy codebases often lack sophisticated test suites
* Ifthe codeisthe spec, then what does it means for a translation to be “equivalent”?

TRACTOR ultimately needs to
convince a team to abandon its
old C code and move to a new
Rust codebase.

This requires evidence.
It's a high bar.

ANTHROP\C

Engineering at Anthropic

Y X
V-
@®. ./

NV

Research  Economic Futures Commitments v  Learn v News Try Claude

Building a C compiler with a team of
parallel Claudes

Published Feb 05, 2026

We tasked Opus 4.6 using agent teams to build a C Compiler, and then (mostly)
walked away. Here's what it taught us about the future of autonomous software
development.

https://www.anthropic.com/engineering/building-c-compiler
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Data format complexities lead to vulnerabilities in parsers

“PDF is the Most Common PD F' Re | ated “The Pdf file format specification

Malware Vector.” and the properties of the viewer

- Schneider on Security CV ES by Ye ar allow malware authors a significant

181 degree of freedom when designing
K and developing a threat.”

“One of the biggest reasons that "It’s Official: Adobe Reader is - Symeniee seeuy Response

PDF exploits blossomed in 2009 was F world’s most-exploited app.”

Adobe Reader's ubiquity.” - The Register
- Roul Schouwenberg, Kaspersky Researcher

130

" As with Microsoft Office documents in the

past, the PDF file format has become a
target for malware authors and is currently
being widely exploited as a means to

deposit malware onto computers. ”
- Symantec Security Response

“Researchers analyzed emails and
identified 300,000 unique malicious
documents, representing 48% of
all malicious files detected in the
last 12 months.”

- Barracuda Networks ; ] .
P AL O PO LD OO DD 60N
T FT TS T TS “Recent attacks like SpicyOmelette
“In all of last year, our Capture W o _ illustrate a typical Cobalt Group
ATP sandbox discovered more Data Hiding: The PDF syntax is attack pattern starting with a spear
than 47,000 new attack variants very loose and could be used to . phishing email containing a

in PDF files.” hide information easily.” malicious PDF file.”
- Capture ATP Sandbox - DSTO-TR-2730 (Unclassified) - Cylance 2019 Threat Report

Distribution Statement A. Approved for public release: distribution is unlimited.



Parsers: The code that read these
complex data formats

14



T lr’ﬂ AP '.}':‘v) Parsers (computer security perspective)

« Parsers convert (untrusted) bytes to (sensitive) internal data structures
« Parsers are the outer edge of the attack surface of every program!

* And, in C or C++, hand-written parsers are (arguably) the source of 80% of CVEs
* Developers take shortcuts, make unsafe assumptions

« Example: Heartbleed OpenSSL bug (2014), trusting a length field allows an attacker to read sensitive memory

HEARTBLEED MUST | I MEAN, THIS BUG ISNT [ ITo NorJost kevs. | | WELL, THE ATACK 1S
BE THE \JORST WEB | JUST BROKEN ENCRYPTION. | ITS TRAFRC DATA. | | UMITED To DATA SIDRED

i
SECURITY LAPSE EVER. T LETS JEBSITE VISITORS EMAILS. PASSWORDS. | | IN COMPUTER MEMORY.

WORST 50 FAR. | MAKE. A SERVER DisPENsE | EROTIC FANFICTION. } 50 PAPER IS SAFE.

(OMPROMISED? OUREWTOI*&TOD 3
} GEE,uEuBEFmE

il

https://xkcd.com/1353/

CVE: Common Vulnerabilities and Exposures
(https://www.cve,org/About/Qverview)
Distribution Statement A. Approved for public release: distribution is unlimited.
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Parsers (functional programming nerd perspective)

Parsers are algebraic data types! We can combine small parsers into bigger parsers

Example JSON parser (written with the Hammer parser combinator library for C)

— —@ 1 whitespace f—@)—}
()

( o/ value J
h

s :
e/%j,( “Ar an array (json.org)
Lay.

I, . afn ’
Notably absent: error-handling
h, code. (But it’s still there under
the hood.) .

(Tutorlal for these concepts usi ng the Angstrom I|brary for TypeScrlpt)
Source: h HammerPrimer/bl

void init parser() {
/* Whitespace */
H_RULE(ws, h_in((uint8_t*)" \r\n\t", 4));
/* Structural tokens */
H RULE(left_square_bracket,
h_middle(h _many(ws), h_ch('["'), h_many(ws)));
H RULE(right_square_bracket,
h_middle(h _many(ws), h ch(']"), h_many(ws)));
H RULE(comma, h middle(h _many(ws), h ch(',"'), h _many(ws)));

/* Forward declarations */ Parser combinatOr
HParser *value = h_indirect();
code looks (more)

like an abstract
/* Arrays */

H_ARULE(json_array,
h middle(left_square_ bracket, Spec.

h_sepBy(value, comma),
right_square_bracket));

16
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How hard is it to write a parser?

Distribution Statement A. Approved for public release: distribution is unlimited.
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CVEs for JSON parsers in C and C++

“Find all the CVEs for popular C and C++ JSON parsers and categorize the vulnerabilities.”
(Gemini 2.0 Flash, "Deep Research”, May 2025. "Gemini can make mistakes, so double-check it")

A LiTTLE LONGER

THAN A FelN
Mi:NuTeS LaTER

Distribution Statement A. Approved for public release: distribution is unlimited.
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A sampling of parser CVEs for JSON in C and C++

Lexical analysis / tokenization vulnerabilities

CVEID Affected Library Description Severity

CVE-2016-4303 cJSON Mishandling of Unknown
UTF8/16 strings in
parse_string leading
to heap-based buffer
overflow

CVE-2016-10749 cJSON Buffer over-read in Unknown
parse_string when
string ends with
backslash

Distribution Statement A. Approved for public release: distribution is unlimited.

19



I N
/7 /N N\ NN
[/ ' \ADDA
’-\ I] '.V'
\\_ ,

A sampling of parser CVEs for JSON in C and C++

Data handling and semantic interpretation vulnerabilities

CVEID Affected Library Description Severity

CVE-2024-38517 RapidJSON Integer underflow in High
GenericReader::Parse
Number()

CVE-2024-39684 RapidJSON Integer overflow in High
GenericReader::Parse
Number()

CVE-2023-26819 cJSON Denial of service via Low
crafted JSON
documentwith a
large number

Distribution Statement A. Approved for public release: distribution is unlimited.



A sampling of parser CVEs for JSON in C and C++

Memory management vulnerabilities

CVEID Affected Library Description

SNYK-UNMANAGED- nlohmann/json Heap-based buffer overflow during CBOR parsing
NLOHMANNJSON-6387367 due to unclosed UTF-8 string

CVE-2019-15550 simdjson Out-of-bounds read and incorrect crossing of a

page boundary

SNYK-RUST- simdjson-derive Access of uninitialized pointer due to misuse of
SIMDJSONDERIVE-8370210 MaybeUninit (Rust)

CVE-2021-32292 json-c

Stack-buffer-overflow in parseit function of
json_parse sample program

CVE-2020-12762 Integer overflow and out-of-bounds write via large

JSON file

CVE-2023-5047 Segmentation violation via

cJSON_InsertltemInArray

CVE-2023-50472 Segmentation violation via cJSON_SetValuestring

CVE-2024-31755 cJSON Segmentation violation via cJSON_SetValuestring

Stk NILIL 1 m ot s mmm o~ am e

Severity

High

High

High

Critical

Unknown

High

Unknown

Unknown



A sampling of parser CVEs for JSON in C and C++

Error handling and input validation vulnerabilities

CVEID

CVE-2024-38525

CVE-2024-34363

CVE-2019-1010239

AIKIDO-2024-10263

Affected Library

dd-trace-cpp (using
nlohmann/json)

Envoy (using
nlohmann/json)

cJSON

JsonCpp

Description

Uncaught exception when logging
malformed unicode

Uncaught exception when serializing
incomplete UTF-8 strings

Null dereference in
cJSON_GetObjectltemCaseSensitive(
) due to improper condition check

Out-of-bounds read in
getLocationLineAndColumn during
error message generation

Distribution Statement A. Approved for public release: distribution is unlimited.

Severity

High

High

High

Low



A sampling of parser CVEs for JSON in C and C++

Denial of service

CVEID Affected Library Description Severity

CVE-2013-6401 Jansson Predictable hash collisions Medium
leading to denial of service

Distribution Statement A. Approved for public release: distribution is unlimited.
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Let’s use a safe programming language!

Memory-safe programming languages (roughly) guarantee code will have well-defined behavior
« Memory safety would have defeated the Heartbleed vulnerability (and many, many others)

A buggy parser, even in a safe language, can still be bad for security
* Security decisions are made based on the outputs of parsers
* Codeinjection attacks (cross-site scripting, SQL injection) can be viewed as attacks on

parsers
HI, THIS 1S OH, DEAR = DID HE | DID YOU REALLY WELL, WE'VE LOST THIS
YOUR SON'G SCHOOL. | BREAK SOMETHING? | NAME YOUR SON YEAR'S STUDENT RECORDS.
WE'RE HAVING SOME N H WAY Robert'); DROP T HOPE YOURE HAPPY.
(OMPUTER TROUBLE. / TABLE Stodents:—— 7 é’

AND I HOPE
j ~OH.YES UTTLE - YOUVE LEARNED
WE m BOBBY TABLES, TO SANMIZE YOUR
WE CALL HIM. DATABASE INPUTS.

Distribution Statement A. Approved for public release: distribution is unlimited.
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DARPA:

HOWTO

Distribution Statement A. Approved for public release: distribution is unlimited.
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The DARPA Business Model

«  “We've got this great research idea, we'd like to do X and Y. Will you fund it?”
 Thisisn’t (typically) how DARPA works

« How it actually works (simplified)

December 2022: “| have an idea to replace the C programming language.”

March 2023: “When can you start?”

(time passes)

July 2024: TRACTOR is announced

November 2024: Proposals due

DARPA initiates a new program to automate the translation of the

J une 2 02 5 N TR A CTO R p ro g ram k I C k (@) ff world's highly vulnerable legacy C code to the inherently safer Rust

programming language
Jul 31,2024

Distribution Statement A. Approved for public release: distribution is unlimited.
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Ask me anything!

How do I learn about new DARPA programs?
* You can sign up for email announcements (or RSS feed)
* Information Innovation Office (120): https://www.darpa.mil/about/offices/i20

Or, you can try to learn about them before they’re announced

“Hey Dan, what are you working on next?”
* I’m free to talk about future ideas (important caveat: “it’s justa concept”)
* I’m limited once the solicitation is out (posting FAQs for everybody)

Distribution Statement A. Approved for public release: distribution is unlimited.
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Ask me anything!

Can I apply to an existing DARPA program that'’s already active?

* Once winners are selected, the budget is allocated

“What about programs for small business?”
 DARPA has a small business office (SBO) that manages SBIR and STTR funding

How do “Young Faculty Awards” work?
* Solicitation published every year (December-ish), details vary every time
* https://www.darpa.mil/work-with-us/communities/academia/young-faculty-award

Distribution Statement A. Approved for public release: distribution is unlimited.
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Ask me anything!

“What about seedlings?”
« Seedlings, typically under $1M, are often used to explore ideas prior to a larger program
« Common approach: discuss with a program manager before submitting

How does the "Open Office BAA"” work?
e Catch-all for submissions that don’t fit elsewhere
« Common approach: discuss with a program manager before submitting

Do I need to be a U.S. citizen / at a U.S. institution to be a DARPA performer?
* Everyprogram has different requirements; many performers are international
« Common approach: subcontracting / collaborating with a U.S. institution

Distribution Statement A. Approved for public release: distribution is unlimited.
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Ask me anything!

« Do universities have an advantage or disadvantage?
* Strengths of the proposal and strengths of the team are what matters
* Important question every PM is thinking: “can they hit the ground running?”
* DARPA contracts have deliverables and deadlines; low performers might be cut
e Common approach: industry and academic jointteams

« Is there anything else I should know about?

* DARPA ERIS (Expedited Research Innovation System) Marketplace
* Identify a “topic area”, posta 7 minute video
* Introduce yourself and your capabilities; don’t just pitch a research effort

* Once accepted, a PM (or anybody else in the military) canrapidly negotiate a contract
* New “topic areas” will appear overtime

« Loads more detail: https://www.darpaconnect.us/

Distribution Statement A. Approved for public release: distribution is unlimited.
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Should I apply to be a program manager?

Yes! DARPA PM jobs are temporary (~4 years), so we're always hiring
* Allyou needis a great idea for a DARPA program

IPA mechanism: I'm still a tenured full professor at Rice University

Are there any restrictions?
* Youneedto beaU.S. citizen
* You needto live inthe D.C. area (DARPA reimburses some costs)
e Common approach: keep your house, rent a local apartment

Distribution Statement A. Approved for public release: distribution is unlimited.
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Should I apply to be a program manager?

« Fun and satisfying: Learn all about the military; solve problems for everyone

-

SPANGDAHLEM AIR BASE, RHEINLAND-PFALZ, GERMANY
January 2026, photo by Photo by Airman 1st Class Gretchen McCarty, 52nd Fighter Wing
https://www.dvidshub.net/image/9505876/darpa-scientists-visit-spangdahlem-aviators-support-teams-looking-turn-operational-insight-into-future-defense-innovation
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