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Abstract—Google reports that 68% of all Phishing URLs that
are blocked by them are zero-day phishing attacks that remain
undetected using traditional blacklist-based approaches. Machine
learning-based (ML) techniques can improve the accuracy of
detecting zero-day attacks. However, a key limitation of current
ML-based approaches is the lack of quality datasets to train
the ML models. Existing publicly available phishing datasets are
outdated, limited in size and often depend on third-party services.
The latency in third-party look-ups and delay in registering
potential phishing URLs in blacklist databases are prohibitive
for anti-phishing solutions to be used in standalone or real-time
detection scenarios. To address these issues, we have designed new
lexical features, created a new dataset using the latest Phishing
URLs, and trained a predictive model (PhishLex). Experimental
evaluation demonstrates that PhishLex outperforms the state-
of-the-art techniques by achieving higher accuracy (97%) and
lower false negative rate (0.27%). Furthermore, we have tested
PhishLex on zero-day phishing attacks with rolling validations
against Google Safe Browsing. Our experiments show 95%
phishing detection rate can be achieved for zero-day phishing.
We have published the PhishLexURL phishing dataset with 114
lexical URL features on Github which will help researchers to
train their model without relying on third-party look-ups.

I. INTRODUCTION

Phishing is the act of stealing sensitive user data (e.g.
username, password, social security number) by disguising as
a legitimate entity [1]. Phishers often lure users to click on a
link (URL) to a counterfeit website of the targeted organization
which asks for user’s sensitive information [2]. Despite the
increasing preventive measures, phishing threats are rising
exponentially and costs billions of dollars every year [10]. All
the publicly available phishing prevention methods (alert tools,
browser warnings, user awareness programs) are blacklist
based [7]. There are a several public blacklisting and reporting
sites such as Google Safe Browsing list!, PhishTank.com?,
Total AV? and ScamWatch?*. However, blacklists are a reactive
approach to phishing prevention [3] as users are vulnerable to
attacks until the URLs are detected, reported and registered
for reference. Furthermore, many malicious sites/URLs are
not blacklisted either because they are new, short-lived, never
evaluated or were incorrectly evaluated. In the current phishing
landscape, there is an average gap of 9 hours between the first
victim visit and detection [6]. Researchers also have identified
that there is an average 7 hours lapse between detection and
peak mitigation by browser-based warnings, which gives an
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average of 16 hours for phishers to achieve their goals [6].
Even after mitigation, Phishers can still continue by changing
the phishing URL with a simple character in either the sub-
domain, path or query.

There is an extensive amount of research conducted in
machine learning domain to detect phishing. However, research
suggests that the automatic classification of phishing web
pages is limited to experimental systems and not in active
use [10][7]. We have identified few factors that make these
research outcomes less reliable in zero-day phishing detection.
Firstly, most of the researches have used either a self-collected
small dataset of phishing and legitimate URLs or a previously
collected and outdated dataset (not updated since published) to
train their models. Secondly, researchers often rely on third-
party services and database look-ups (e.g. ASN, Geolocation,
Google Page Quality Score, Google page ranking, Alexa
ranking, URL reputation checks, WHOIS look-ups and DNS
history look-up) that introduce latency and require Internet ac-
cess. Thirdly, researchers mostly use a combination of surface
features from multiple sources such as URL, domain, host,
page content and metadata which can be easily replicated by
phishers.

Therefore, we are motivated to find a proactive, zero-day
and standalone phishing detection approach using the lexical
features from the URL. By proactive, we mean, users/crawlers
do not need to click/visit the URL for phishing detection.
Secondly, by zero-day, we mean, our mechanism can detect
phishing even if that URL signature is not previously flagged
as phishing. Thirdly, by standalone, we mean, our method does
not rely on third-party calls, so it can provide protection in
real-time without any latency. The main contributions of the
paper are as follows:

e Proposed new lexical features and modified existing lex-
ical features (114 features) to be able to detect new
generation of phishing attacks with unknown signature.

o Created PhishLexURL2021 dataset, which is a contempo-
rary dataset with 106,750 unique URLs using proposed
114 feature-set for phishing detection.

e Developed PhishLex using the proposed feature set which
outperforms the existing lexical based proactive phishing
detection.

e PhishLex can predict zero-day phishing urls with average
95% accuracy when we compare against Google Safe
Browsing blacklist® which takes on average 24-48hrs
to confirm a zero-day Phishing URL. In other words,
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PhishLex can accurately predict an unknown URL is
phishing or not in first encounter way before it gets added
into Google’s Safe Browsing blacklist.

Table I presents distinctive features of PhishLex against the
state-of-the art, lexical feature based phishing detection ap-
proaches in literature.

Characteristic PhishLex [4] 8] [11] [3] [5]

3rd party independence True True False | False | False | False
Doesn’t require Internet True True False | False | False | False
Run-time efficiency High High High Low Low Low
Zero-day detection Test True False | False | False | False | False
Low false negative rate True True - - False | False
Use of URL lexical features True True True False | True True
Use of content/host based features | False False | False | True True True
Use of contemporary dataset True False | True False | True True

TABLE L. CHARACTERISTIC COMPARISON WITH RELATED WORK

II. METHODOLOGY

The latency in third-party look-ups and delay in registering
potential phishing URLs in blacklist databases are prohibitive
for anti-phishing solutions to be used in standalone or real-
time detection scenarios. To address this issue, we propose
a set of new lexical features, and generate a dataset using
the latest Phishing URLs in order to train a predictive model
called PhishLex. Figure 1 presents the proposed approach for
the phishing detection system, PhishLex.

For URL lexical features, we identified that, some features
yield different values based on the component of the URL they
are belong to. Therefore, we considered the URL component
locality based feature extraction process. We collected a large
contemporary URL dataset with both phishing and benign
URLSs (106750 URLs) and extracted the lexical features. Phish-
ing URLs were collected from two sources; PhishTank.com
6 and openphish.com 7 using scheduled script to download
latest phishing dataset every 24 hrs. Alexa.com top domains®
and CommonCrawl® dataset was used to compose our benign
dataset. We used this dataset of new features identify the best
algorithm with 12 classifier algorithms to train and test a
ML model for zero-day phishing detection. Next we evaluated
the proposed PhishLex ML model against three benchmark
lexical feature-based techniques[4][8][9]. Finally, we evaluated
the prediction performance of PhishLex against Google Safe
Browsing blacklist for zero-day phishing detection.

III. CONCLUSION

We proposed a novel approach to unleash the full potential
of URL lexical features for proactive phishing detection.
We described the feature extraction methods for collecting
URLs and generating 114 URL features which resulted in a
new dataset containing over 100K phishing URLs. We have
published this dataset for the machine learning community.
This paper also presented the results of our experiments
which shows the potential of a proactive lexical feature based
phishing detection technique compared to other techniques.

Shttps://phishtank.com/developerinfo.php
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PROBLEM INTRODUCTION

Google reports that 68% of all Phishing URLs are zero-day phishing attacks [1], that
remain undetected using traditional blacklist-based approaches.

Currently there is an average gap of 9 hours between the first victim visit and phishing
detection, while there is an average 7 hours lapse between detection and peak
mitigation by browser-based warnings, which gives an average of 16 hours for phishers
to achieve their goals [2].

ML-based approaches to detect zero-day attacks is constrained by the existing phishing
datasets, which are outdated, limited in size and often depend on third-party services.

MOTIVATION

We are motivated to find a realistic phishing detection approach using the lexical
features from the URL with following features:

Proactive: users/crawlers do not need to click/visit the URL for phishing detection
Zero-day: can detect phishing even if that URL signature is not previously flagged
Standalone: does not require third party services/lookups or even the Internet
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CONTRIBUTIONS
= Proposed 114 lexical feature combination to detect phishing attacks with unknown
signature.
= Created PhishLexURL dataset: a contemporary dataset with 106,750 unique URLs to
train ML model to detect zero-day phishing
= Developed PhishLex using the proposed feature set which outperforms the existing
lexical based proactive phishing detection.
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PHISHLEX URL DATASET
We created a contemporary dataset of 106750 [ URL Type [ Source Count_[ Percentage
URLS (both phishing and benign) using the 3" -t &0 e Reacom | 51250 | 36
party independent features we identified. 106750 | 100% |

URL LEXICAL FEATURES WITH COMPONENT LOCALITY

For URL lexical features, we identified that, some features yield different values based
on the component of the URL they are belong to. Therefore, we considered the URL
component locality-based feature extraction process. We have extracted 114 features
as below.
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EVALUATION AND RESULTS

We conducted 10 sets of repeated algorithm evaluations, for 12 machine learning
classifiers including all the classifiers used in comparison studies of previous work as
Logistic Regression, Gaussian Naive Bayes, K Neighbors Classifier, Decision Tree
Classifier, Random Forest Classifier, AdaBoost Classifier, XGB Classifier, Gradient
Boosting Classifier, Hist Gradient Boosting Classifier, LGBM Classifier, MLP Classifier, and
J48.
The dataset was divided into 70:20:10 for the experiments
We conducted a feature-based comparison against the benchmark techniques in
literature [3][4][5].
ROC Curve Analysis
10 Classifiers Accuracy | AUC__| FNR | Recall | Specificity | Precision | Flscore
09 ‘AdaBoost Classifier 0.9432 0.9862 | 0.0544 | 0.9456 9395 0.9598 0.9527
M Z Decision Tree Classifier 0.9495 | 0.9473 | 0.0412 | 0.9588 | 0.9352 0.9577 0.9583
4 — LogisticRegression, AUC=0.956 Gaussian NB 0.6757 0.9164 | 0.5167 | 0.4833 | 0.9699 0.9609 0.6431
% o GaussianNB, AUC=0.915 Gradient Boosting Classifier 0.9496 0.9894 | 0.0465 | 0.9535 | 0.9435 0.9627 0.9581
f 06 —— KNeighborsClassifier, AUC=0972 Hist Gradient Boosting Classifier | 0.9644 0.9943 | 0.0333 | 0.9667 | 0.9609 0.9743 0.9705
205 [ DecisionmpClarsifior, AUC=0.045 148 08381 | 0.9091 | 0.0637 | 0.9363 | 0.6878 08210 | 0.8749
8 - fassifier. AUC=0.995 KNeighbors Classifier 09397 | 0.9705 | 0.0591 | 0.9409 | 0.9377 09585 | 0949
& o0 AdaBoostClassifier, AUC=0.985
F} XCBCiassier, AUC=0.989 LGBM Classifier 09649 | 09944 | 0.0327 [ 0.9673 | 0.9613 09745 | 09709
Eo - \WC=0.989 MLP Classifier 0.9572 0.9918 | 0.0389 | 0.9611 | 0.9511 0.9678 0.9644
02 HistGradientBoostingClassifier, AUC=0.994 Random Forest Classifier 0.9700 | 0.9953 | 0.0274 | 0.9726 | 0.9661 09777 0.9751
a —— LGBMClassifier. AUC=0.994 XGB Classifier 0.9506 0.9889 | 0.0495 | 0.9505 | 0.9507 0.9672 0.9588
T MeClassifier, AUC=0.991 TLogistic Regression 0.8927 | 0.9560 | 0.0871 | 09129 | 0.8619 09100 | 09114
Flase Positive Rate
ROC for Feature Comparison with Other works
Study Worst Case | Best Case | Average Case =
PhishLex Decision Tree Classifier 0.948053 | 0.949497 0.948972 [
MLP Classifier 0.954705 | 0.957155 0.955794 08
Random Forest Classifier 0.968928 | 0.970022 0.969501 i
Gupta et al., 2021 [16] Decision Tree Classifier 0.901313 | 0.902101 0.901755 5
MLP Classifier 0.886608 | 0.894398 0.890954 2 CJ
Random Forest Classifier 0.923851 | 0.925777 0.924696 Zos
Sahingoz et al., 2019 [32] | Decision Tree Classifier 0.924085 | 0.926185 0.925511 & o
MLP Classifier 0940248 | 0944449 0.93621 2.
Random Forest Classifier 0.951568 | 0.952327 0.951239 = e o Testors st 2031 RGOS
Weedon etal., 2017 [44] | Decision Tree Classifier 0.894692 | 0.909983 0.909178 o Features from Weedon et al. 2017, AUC=0974
MLP Classifier 0.901535 | 0.913254 0.908814 a —— Feature from Gupta et al. 2021, AUC=0.975
Random Forest Classifier 0.916762 | 0.936525 0.928841 00 —— Feature from Sahingoz et al. 2019, AUC=0.989
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PhishLex - ZERO-DAY PHISHING ATTACK DETECTION

For our experiment we chose a 10-day observation period where we collected 100
unknown and online URLs from PhishTank.com that are reported on the same day.
Then we evaluated them through our PhishLex predictor and reported the results. At
the same time, we ran them through Google’s Safe Browsing (GSB) and reported the
outcome. We continued a rolling check on all Not Found URLs to observe when they
get alerted in GSB. As of the 11th day, GSB status showed "Phishing" for 95% of the
phishing URLs we detected in zero-day.
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