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Problem

 Which codeis and need to run within TEE?
* Today, this annotation is done (e.g. Soaapl|1] and Datashield[2])

e Alternatively, are moved to TEE ( e.g. Graphene[3] and Scone[4])
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Input Sequence Construction: Local & Metadata Features
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* During training, each code line is guided with its label either O or 1
* Each Target Code line is tied with its £ immediate lines
* Meta data information helps in resolving to function and file level.
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memory efficient
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. Transformer Block 4
*  LoRA-Dropout: Drop some weights -> Prevents

Over Fitting
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* Calculate weights: balances majority and
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LLM-CAL Evaluation on Test Set

Models Leveraged: Google Gemma 2B, Code Gemma 2B, Meta Llama 7B
Fine-Tuning Gemma 2B has produced the best result with better Efficiency
Only Few False Positives and False Negatives observed at Line Level
LLM-CAL rightly identifies all the cryptex & non-crytex functions

Line-Level

Function-Level
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 QOpen-source project that demonstrates AES-GCM Encryption and Decryption

Line Code Block 1 - Probability
ret = mbedtls_gcm_auth_decrypt (&gcm, plain_len, iv, IV_BYTES,
add_data, add_len, tag, TAG_BYTES, output,decrypted) ;
(ret!=0){
printf ("mbedtls_gcm_auth_decrypt failed to decrypt the
ciphertext -tag doesn't match\n");

exit; }

printf ( "decrypted : '%s' (length \%zu) \n", decrypted, strlen
((char *) decrypted) ) ;

* LLM-CAL delivers scores to the decryption and error handling lines
 LLM-CAL performs accurately on the
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Conclusion

— Defined Crytex Code Notion and Built a dedicated labeled dataset

LLM-CAL Tool automatically annotates all the Cryptex code with high accuracy

LLM-CAL Tool demonstrates lower False Negatives & lowest False Positives

Helps Developers with highlighting all the sensitive lines as a extension tool

LLM-CAL Tool demonstrates high generalizability and adaptability to unseen code
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