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Serverless: function-centric computing

Event-driven, pay-per-use, high flexibility
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Widely adopted platforms: AWS Lambda - Azure Functions - Google Cloud Functions - Alibaba
Function Compute




Serverless: decentralized execution
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Permission: centralized authorization
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My Key Observation: compatibility at a cost

Centralized IAM policies fail to reason
about decentralized serverless
execution, enabling cross-function
permission chaining risks




Chaing attack = risky permissions + cross
function sharing

Key insight: Cross-function sharing enables attackers to
escalate across accounts by chaining risky permissions
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A real example: CVE-2024-37293

Attack Chain: AssumeRole(A)— Publish shared Lambda
layer— UpdateFunctionConfiguration(B)— AssumeRole(B)
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Attack space = capability x topology

T Direct/Indirect control

_ _ _ « Modality 1: Attacker can directly control an
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« Modality 2: Attacker can indirectly control an
account

- Modality 3: After control the account, the
attacker can access function in other account
and reuse %2 to control other accounts.

Intra/Cross accounts

I Direct-intra I Direct-cross




Attack space = capability x topology
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System building: modality-based chaining
detection

Key insight: Chaining detection is a modality-constrained
graph pruning and path reasoning problem.
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Tool evaluations: performance tests
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Scenario Apps Deployed Tool Runtime (s)
1 22.55
5 24.50
Risky Only 10 25.06
15 28.34
20 31.47
26 34.71
50 (26+24) 39.92
Mixed 100 (26+74) 93.26
200 (26+174) 146.46
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Tool evaluations: real security impacts

Provider | Serverless Apps Functions Permissions Modality CVE-ID
aws-deployment- StackWaiter sts:AssumeRole of * @ CVE-2024-37293
framework
AWS measure-cold-start Loop lambda:UpdateFunction ® CVE-2025-45471
Configuration of *
autodeploy-layer DeployToExisting | lambda:UpdateFunction ® CVE-2025-45472
Functions Configuration of *
LoadZilla LoadLogic LogicLoadEc2Deploy | sts:AssumeRole of * @ CVE-2024-46511
Lambda
Alibaba fc-stable-diffusion- sd ram:PassRole and fc:* of ® CVE-2025-45468
Cloud plus *
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Takeaway

Novel attack surface: The mismatch between
decentralized execution and centralized IAM enables
permission chaining.

Modality based detection: Attack modalities emerge from
capability x topology. Attack detection via modality-based
reasoning.

Real security impact: We identify multiple in-the-wild
attacks with multiple CVEs/bounty.
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