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Timing Attacks

Bug-free execution

1. Measure execution time

2. Infer secret based on time
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Remote Timing Attacks

● Timing Attack over the Internet
● Measure RTT
● There is noise (jitter)
● Noise = annoying

● Need for many more measurements
● Repeat + analyse[3, 4, 5] (95% success rate)
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Improving Remote Timing Attacks

● Limitations due to network?

● Improvements available

    Date Header (HTTP)

    Server-Timing Header (HTTP)

    TTA[1] (TCP)
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Attack Models[2]: Direct Attack

7

21



Direct Attack: Examples

Joins private group

Creates private albums

…

Infers group membership

Counts number of albums[2]

…
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TCP Timestamps: What?
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TCP Timestamps: Why?

● Improve RTTM 1 [12]

○ Congestion Control

● PAWS 2 [12]

○ High-bandwidth applications (DC)

● Reducing Time-Wait state 2 [13]

● LEDBAT 1 [14]

● …

11

1requires time-based
2monotonic non-decreasing

Performance 
Improvements



TCP Timestamps

● Exploited in the past
○ Measuring uptime (0 at boot) [15]

○ Counting number of hosts behind a NAT/load balancer [16]

○ Traffic flow identification [17]

○ Covert messaging [18]

● Randomized initial value → solve
● Various proposals for adding µsec support[8, 9]

In newer linux kernels[10] (e.g. included in ubuntu >24.10),
enable using ip route option[10]
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Timing Attacks leveraging TCP Timestamps
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Basic
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Timing Attacks leveraging TCP Timestamps
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Runtime
Multiplication
Enhancement



Attack preconditions

● TCP Timestamps enabled [>88%]
● Immediate ACKnowledgement [>99%]
● Persistent connections [>95%]
● HTTP/1.1 support (non-concurrency) [infra-dependent]

○ CDN vs origin server?
○ Backward compatibility

● Request coalescing
○ Need low-level network access
○ (MitM position to read timestamps)
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Practicalities

● How many to coalesce?
○ Nginx: 1000 (previously 100) before connection close[7]

○ TCP segment size (1,5KB; MSS)

○ TLS frame size (16KB)

○ Out-of-order TCP segments (6 MiB default @ AWS ubuntu)

● Fully distributable attack

● Discrete values (ms accuracy) more difficult to analyze
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Attack Performance
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ms timestamps

Decrease in exploitable timing difference by 5 times
(25 µs → 5 µs)



Attack Performance
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ms timestamps

Decrease in number of requests required by 5 to 50 times
(25 µs: >10k requests → 200 requests)



Attack Performance
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Decrease in number 
of requests required 
by 33 times
(25 µs → 750 ns)

µs timestamps



Attack Performance
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Distributed attack

● Collection from three 

geographically distant clients

● Datasets combined

● Results (50 µs) identical to 

non-distributed attack



Case Studies

● TLS
○ First transatlantic exploit of Lucky 13

○ Using µs-accurate timestamps

○ CVE-2025-32998 - responsibly disclosed

● Reproduced user enumeration against SSH
● Reproduced user enumeration against FTP

○ With 900 requests/s load to show robustness
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Defenses?

● Send timestamps less often (e.g. [11])
○ Only hinders the attack slightly

● Disable TCP Timestamps
○ RTTM and PAWS stop working

● Obfuscated Timestamps
○ Requires kernel support

○ Impact on middleboxes (IDS/IPS might use Timestamps)?

○ Limited overhead: 20 entries → 95% of connections
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Future Work

● Additional TCP-based protocols

● Non-TCP-based protocols with timestamping
○ E.g. QUIC

● More advanced analysis methods
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Calculate   0 * 47 ..

Calculate  46 * 47 ..

Timing Attacks: Example
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Calculate   0 * 47 .. = 0

Calculate  46 * 47 ................... = 2 162

Timing Attacks: Example
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Attack Models[2]: Cross-site Attack
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