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Bug-free execution

Measure execution time

Infer secret based on time

(1 ] ]
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Timing Attack over the Internet
Measure RTT

There is noise (jitter) @ \a\>m
Noise = annoying b

Need for many more measurements
Repeat + analysel® % °1 (95% success rate)
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Improving Remote Timing Attacks

o Limitations due to network?

» Improvements available @'

4 Date Header (HTTP)

& Server-Timing Header (HTTP)

Mp— TTAUI(TCP)
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TCP Timestamps: What?

Client

Server
TSval=x, TSecr=0
\
TSval=y, TSecr=x
R
‘(__________SYN/ACK
TSval=x+d., TSecr=y
-\
ACK--_______>
\ 4 \ 4
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TCP Timestamps: Why?

o Improve RTTM 112
o Congestion Control

o PAWS 2112
o High-bandwidth applications (DC)
» Reducing Time-Wait state 21"

o LEDBAT 'l14l

11

Performance
Improvements

'requires time-based
monotonic non-decreasing
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TCP Timestamps

» Exploited in the past

Measuring uptime (0 at boot) [~

Counting number of hosts behind a NAT/load balancer !®]
Traffic flow identification !

Covert messaging 18]

« Randomized initial value — solve
« Various proposals for adding usec support!®

@ In newer linux kernelst'” (e.g. included in ubuntu >24.10),
enable using ip route option!'%

©)
©)
©)
©)
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Timing Attacks leveraging TCP Timestamps

Client Server
3WHS
Basic e’“’
Attack 5. { L e
FIN/RST
\ 4 \ 4
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Timing Attacks leveraging TCP Timestamps

Runtime
Multiplication
Enhancement

Client

Server

FIN/RST
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Attack preconditions

» TCP Timestamps enabled [>88%]
» Immediate ACKnowledgement [>99%)]
o Persistent connections [>95%]

o HTTP/1.1 support (non-concurrency) [infra-dependent]
o CDN vs origin server?
o Backward compatibility
» Request coalescing
o Need low-level network access
o (MitM position to read timestamps)
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Practicalities

» How many to coalesce?
o Nginx: 1000 (previously 100) before connection closel”]

o TCP segment size (1,5KB; MSS)

o TLS frame size (16KB)
o Qut-of-order TCP segments (6 MiB default @ AWS ubuntu)

» Fully distributable attack
» Discrete values (ms accuracy) more difficult to analyze
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Attack Performance

ms timestamps

Decrease in exploitable timing difference by 5 times

N (25 ps — 5 ps)

Attack  Analysis Method Coalescing 1 ps 5 ps 25ps ) S0ps  75ps 100 ps 250 ps 500 ps
900 - 27900 900 900 900 900 900 900 900
100 - 26100 500 200 100 100 100 100 100
50 - 32550 600 200 50 50 50 50 50
TCPTS x?2 / Threshold 10 - - 640 230 50 40 20 10 10
5 - - 2320 225 55 35 25 5 8
2 - - 2434 272 48 28 26 12 4
1 - - 5009 305 47 28 25 13 6
RTT box test / - - - 10337 2944 848 1089 66 32
TABLE II

RESULTS OF THE ATTACK USING TCP TIMESTAMPS AND A ROUND-TRIP TIME ATTACK. EACH VALUE INDICATES THE NUMBER OF REQUESTS THAT ARE
REQUIRED FOR A SUCCESSFUL ATTACK (95% SUCCESS RATE). VALUES MARKED BY A ‘—” WERE UNSUCCESSFUL WITH UP TO 100 000 REQUESTS.



Attack Performance

ms timestamps

Decrease in number of requests required by 5 to 50 times
N (25 ps: >10k requests — 200 requests)

Attack  Analysis Method Coalescing 1 ps 5 ps I0pus 25ps  SOps  75pus 100 ps 250 ps 500 ps

900 - 27900 900 900 900 900 900 900 900
100 - 26100 500 100 100 100 100 100
50 - 32550 600 50 50 50 50 50
TCPTS x?2 / Threshold 10 - - 640 50 40 20 10 10
5 - - 2320 55 35 25 5 8
2 - - 2434 48 28 26 12 4
1 - - 5009 47 28 25 13 6
RTT box test / - - - 10337 ) 2944 848 1089 66 32

TABLE II
RESULTS OF THE ATTACK USING TCP TIMESTAMPS AND A ROUND-TRIP TIME ATTACK. EACH VALUE INDICATES THE NUMBER OF REQUESTS THAT ARE
REQUIRED FOR A SUCCESSFUL ATTACK (95% SUCCESS RATE). VALUES MARKED BY A ‘—> WERE UNSUCCESSFUL WITH UP TO 100 000 REQUESTS.



Attack Performance

Us timestamps

Attack ; < )
Analysis Method Coalescing 500 ns { 750 ns 1 ps 5 ps

900 - - - 16200

. 100 - 90100 45700 8500

Decrease in number — S0 - 83000 44650 7850

N of ired S T woms s gods
of requests require s - ooms s s

by 33 times 1 - 91349 53101 5781

TABLE III

(25 “S —> 750 nS) RESULTS OF THE MICROSECOND TIMESTAMPS ATTACK USING THE BOX

TEST. EACH VALUE INDICATES THE NUMBER OF REQUESTS THAT ARE
REQUIRED FOR A SUCCESSFUL ATTACK (95% SUCCESS RATE). VALUES
MARKED BY A ‘—> WERE UNSUCCESSFUL WITH UP TO 100 000 REQUESTS.
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Distributed attack

Collection from three
geographically distant clients

’ | & &
atasets combined ——— ——
Results (50 ps) identical to Q e

non-distributed attack 6
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Case Studies

« TLS

o First transatlantic exploit of Lucky 13
o Using ps-accurate timestamps
o (CVE-2025-32998 - responsibly disclosed

» Reproduced user enumeration against SSH

» Reproduced user enumeration against FTP

o With 900 requests/s load to show robustness
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¥ 4 Send timestamps less often (e.g. [11])
v o Only hinders the attack slightly

B Disable TCP Timestamps

o RTTM and PAWS stop working

’ Obfuscated Timestamps

o Requires kernel support

o Impact on middleboxes (IDS/IPS might use Timestamps)?

o Limited overhead: 20 entries — 95% of connections
25 e DistriN=t



Future Work

» Additional TCP-based protocols

» Non-TCP-based protocols with timestamping
o E.g.QUIC
» More advanced analysis methods
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Timing Attacks: Example

Calculate B * 47 ..
Calculate 46 * 47 ..
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Timing Attacks: Example

Calculate B * 47 .. =0
Calculate 46 * 47 ................... = 2 162
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