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HIS demo presents unprecedented attack-defense results ddfense mechanism exploited signals from eight cellular long-
a ground vehicle navigating to a meter-level accuracy irterm evolution (LTE) towers, whose positions were mapped

a real-world GPS-deniedenvironment,by exploiting ambient
cellular signalsexclusivelyand no othersensors.

Today’s vehicularnavigationsystemsfuse information from
a global navigationsatellitesystem(GNSS)receiver(e.g.,GPS)
andaninertialmeasuremeninit (IMU). Relyingon GNSSalone
to aid an IMU posesan alarming vulnerability: GNSS signals
could becomeunavailableor unreliablein environmentsindera
maliciousattack(jammingor spoofing) Without GNSS the IMU
errorswill accumulateandeventuallydiverge,compromisinghe
vehicle’s safeand efficient operation.

Current trends to supplementa navigation system when
GNSS signalsbecomeunreliableare traditionally sensor-based
(e.g.,vision, lidar, sonar,and odometers)Thesesensorsxtract
relative motioninformationto reducethe IMU’s errordivergence
rate. However,theseare dead-reckoning-typsensorstherefore,
during prolongedperiodsof GNSSoutage the errorwill eventu-
ally diverge.Moreover thesesensornly providelocal position
estimatesmay not properly function in all environmentqe.g.,
fog, snow, rain, dust, nighttime,etc.),andarestill susceptibleo
maliciousattacks.

The authorsdevelopeda defensemechanismthat exploits
ambientcellular signalsto producean accurate sustainechavi-
gationsolutionwithout GNSS.In contrastio the aforementioned
sensorsabsolute position information could be extractedfrom
cellular signalsto provide boundedIMU errors.Moreover,cel-
lular signals are more difficult to jam and spoof than GNSS
and are practically unaffectedby poor weatherconditions.To
demonstrat¢he efficacyof this mechanisnin areal-worldGPS-
deniedenvironmenttheauthorswereinvited to participaten live
GPS jamming experimentscalled NAVFEST, at EdwardsAir
ForceBase(AFB), California, USA. GPSsignalswere jammed
with high-poweredammers,spreadover an areaof around50
miles, which transmitteda variety of waveformsat jamming-to-
signalratio (J/S) exceedingl00 dB (seeFig. 1).

The vehiclewasdriveninto the jammedenvironmentwhere
it traversed5 km in 180 secondspof which, GPS signalswere
unavailablefor the last 3.9 km. During the jamming attack,the
vehicle-mountedhavigationsystem which utilized a commercial
high-endGPSreceiver(SeptentrioAsteRx-i V) with a tactical-
grade IMU (Vectornav VN-100) accumulateda position root
mean-squaredrror(RMSE) of 238 m. In contrastthe developed
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prior to the experiment, from the U.S. cellular providers T-
Mobile and Verizon, one of which was more than 52 km away
from the ground vehicle. These signals were processed by the
author’s software-defined radio (SDR) to produce pseudorange
measurements, which were fused through an extended Kalman
filter to estimate the vehicle’s trajectory. The defense mechanism
achieved a position RMSE of 2.6 m exclusively with cellular
LTE signals and no other sensors. The results are summarized in
Fig. 2. Note that to obtain the vehicle's ground truth trajectory,
a vehicle-mounted GNSS-IMU system was used, which utilized
signals from the non-jammed GNSS constellations (Galileo and
GLONASS). It is worth noting that the unprecedented 2.6
position RMSE achieved in this demo are an order of magnitude
smaller than previously published results in the same environ-
ment, which achieved a position RMSE of 29.4 m. Further details
can be found in the video.

experiment, (b)J/S heat map and the jammers’ locations, (c) the 58 Highway,
where the ground vehicle was driven. Map data: Edwards AFB.
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Fig. 2. Navigation solutions for (i) GPS-IMU, (i) cellular LTE, and (iii) GNSS-
IMU ground truth. Map data: Google Earth.



