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Abstract—Malware analysis relies on evolving tools that un-
dergo continuous improvement and refinement. One such tool
is Ghidra, released as open-source in 2019, which has seen 39
public releases and 13,000 commits as of October 2024. In this
paper, we examine the impact of these updates on code similarity
analysis for the same set of input files. Additionally, we measure
how the underlying version of Ghidra affects simple metrics such
as analysis time, error counts, and the number of functions
identified. Our case studies reveal that Ghidra’s effectiveness
varies depending on the specific file analyzed, highlighting the
importance of context in evaluating tool performance.

We do not yet have an answer to the question posed in the
title of this paper. In general, Ghidra has certainly improved in
the years since it was released. Developers have fixed countless
bugs, added substantial new features, and supported several new
program formats. However, we observe that better is highly
nuanced. We encourage the community to approach version
upgrades with caution, as the latest release may not always
provide superior results for every use case. By fostering a nuanced
understanding of Ghidra’s advancements, we aim to contribute
to more informed decision-making regarding tool adoption and
usage in malware analysis and other binary analysis domains.

I. INTRODUCTION

Because disassembling binary programs is hard [9], many
binary software analysis tools sit downstream from one or
more disassemblers and rely on their outputs to conduct their
analysis. However, these disassemblers are far from finished
tools — they are constantly changing as they add new features,
make improvements, and fix bugs. One such disassembler is
Ghidra [7], which was released as open-source in 2019 and,
as of October 2024, has had 39 public releases and 13,000+
commits. This creates a conundrum for downstream users
when a new version is released — should they upgrade to it or
not? Is it better than the previous version for the binaries that
they care about?

Quantifying “better” in the binary software analysis space is
challenging as it tends to be situational. For example, a reverse
engineer may want to know whether a particular binary has
some capability (e.g., to write to a file) to answer a broader
question. In this situation, a version of Ghidra that fails to infer
a call target to a function containing code which performs the
capability is clearly worse than one that correctly infers the
target of the call. Translating these situational questions into
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metrics is challenging. There are some simple metrics, like
the number of errors, timeouts, instructions, and functions that
we can use instead. However, for metrics like instructions and
functions, its unclear whether we would like those to increase
or decrease without ground truth.

In this paper, we will describe our work to conduct the
same automated analysis (code similarity) across the publicly
available versions of Ghidra. We will report trends in basic
measurements like analysis time and error counts across
Ghidra versions on a malware dataset. We will then look at
how the underlying version of Ghidra affects code similarity at
different granularities (e.g., function-level, basic-block-level).
We will then describe the notable differences in the code
similarity results and explore some of the changes in Ghidra
that produced them.

We select code similarity as our downstream analysis task
because it has many applications and multiple approaches have
been proposed in the academic literature [4]. Code similarity
also serves as lens to measure changes between versions of
Ghidra — for the same input, we would (likely) expect the
same output and can use dissimilarities between versions to
cue further analysis. Code similarity adds an additional layer
to the concept of “is newer always better”. In essence, code
similarity tools store a “view” of input files from a particular
version of the upstream tool. For maintainers of these tools,
each new release of the upstream tool creates a conundrum:
what should they do with their existing data? One option
would be to start from scratch and rerun the new version
across the historical data but this could be cost-prohibitive
given a large dataset. Alternatively, they could start using the
new version, intermixing old and new data. Lastly, they could
simply ignore the new version.

Our contributions are as follows:

+ We implement a test harness to run arbitrary versions of
Ghidra on the same input that supports running arbitrary
Ghidra scripts.

o We investigate how 30 versions of Ghidra analyze a
malware dataset, reporting on trends in basic metrics like
analysis time and error counts, as well as changes in our
downstream code similarity task.

o We present four case studies, linking back changes in the
downstream results to the originating change(s) in Ghidra.

+ We release our test harness to encourage future research
towards answering whether newer is always better for
other downstream tasks.

Note: we do not intend for this analysis to serve as an
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contributions that the Ghidra team has made and continues
to make to the binary analysis community and conduct this
analysis to support Ghidra’s ongoing improvement. We chose
Ghidra for our analysis because it is broadly applicable and
has numerous public versions, making it a valuable resource
for researchers and practitioners alike. Our methodology can
be applied to other disassemblers, and we expect to observe
notable differences in their performance and capabilities across
versions as well.

II. RELATED WORK

Binary software analysis tools have been widely studied in
the academic literature. We do not attempt to enumerate the
complete space here and instead note several inspirational and
closely related works.

Reinhold et al. [11] conduct experiments that are concep-
tually very similar to those presented in this paper. They
explored how the outputs of CVE Binary Tool (“cve-bin-
tool”) [5] and cwe-checker [3] change across versions for
the same set of input binaries. We note that cwe-checker sits
downstream from Ghidra and the paper did not explore how
the underlying version of Ghidra affected the results of the
downstream tool. Possible directions for future research could
include experiments where both the version of Ghidra and the
downstream tool vary on the same set of inputs.

Pang et al. [9] systemize the algorithms and heuristics used
by binary disassemblers and provides an evaluation of open-
source disassembly tools. We draw inspiration from their work
and seek to understand the evolution of a single disassembly
tool across many versions rather a multiple disassemblers.
Notably, in their work they look at Ghidra v9.0.4, which is
several major releases behind. Future work could include using
datasets that they provide with our test harness.

Shaila et al. [13] outline an approach to combine the
results of multiple disassemblers to generate a consensus for
a given binary. Again, this work looked at a single version
of disassemblers (Ghidra v9.1 for MIPS and v9.0.4 for ARM
after discovering a bug in v9.1 for ARM). The DisCo tool
could be extended to leverage the consensus of multiple
versions of each disassembler for a stronger consensus.

Haq et al. [4] provide a survey of binary code similarity
techniques, documenting 20 years of approaches that have
been proposed. The code similarity techniques that we use in
this work are not new and would be categorized as syntactic
similarity with multiple granularities and operand removal for
normalization. We do not attempt to advance the state-of-the-
art in the code similarity and repeating our experiments with
more recent similarity tools is left to future work.

In v11.0, Ghidra added BSim [8], a plugin to find struc-
turally similar functions using Ghidra’s decompiler. BSim gen-
erates a feature vector for each function in a binary and indexes
them in a database using locality-sensitive hashing to quickly
identify nearest neighbors. Since BSim uses the decompiler
to generate feature vectors based on Pcode (Ghidra’s internal
intermediate representation used by the decompiler), it too sits

downstream from the disassembler. The Ghidra documentation

for BSim' includes the following note:
BSim fundamentally depends on the Ghidra decom-
piler, which steadily adds new analysis features that
can affect compatibility over time. Many additions
have no effect on BSim, have a small effect, or affect
only a tiny percentage of functions. To minimize
the impact to existing databases, the decompiler,
independent of the Ghidra release, is assigned a
major and minor version number. A change in the
minor number of 1 or 2 should have little to no
impact for most queries, but users will have to
tolerate this rare degradation of results if they place
queries using a client that doesn’t match the BSim
server’s version. If the client and server differ by a
major version, queries will return an error message.

Future work could explore how BSim feature vectors change
across versions of Ghidra to quantify this degradation and
whether recomputing BSim vectors is warranted for all major
version changes in the decompiler.

III. METHODOLOGY

To understand how changes in upstream tools, like Ghidra,
affect downstream tools, like our code similarity tool, we
run multiple versions of the upstream tool across the same
corpus of inputs (binaries), allowing us to compare Ghidra’s
outputs. We create a test harness that allows us to build
Linux containers to simplify the management of multiple
versions of the upstream tool (i.e., we build one container per
version of Ghidra). To simplify installation, we use the pre-
built Ghidra releases published on Github?. Our test harness
allows us to build, push, pull, save, and load these containers
which facilitates moving them between machines to parallelize
analysis. Our test harness also allows us to run Ghidra and
collects two outputs: 1) standard output and error logs and 2)
artifacts for downstream tools. To facilitate further research in
this space, we release our test harness as open-source software
to the community>.

The standard output and errors logs provide a high-level
summary of the analysis but are not easily parsed since they
are intended to be read by a user. We use pattern matching to
extract whether a fatal exception occurred and Ghidra’s total
analysis time. There is additional information, including the
warnings that Ghidra reports as it does its analysis, that could
be fruitful to extract for future work.

To produce artifacts for our downstream tool, we bind in
a new volume with our downstream analysis scripts and an
entrypoint to invoke them. This allows us to easily exchange
different analysis scripts and compare artifacts for different
downstream tools. In this work, we use Ghidra analysis scripts
to dump the functions and instruction mnemonics found in
each function from Ghidra’s auto analysis. A limitation of

Uhttps://github.com/NationalSecurity Agency/ghidra/blob/master/Ghidra/
Features/BSim/src/main/help/help/topics/BSim/IngestProcess.html

Zhttps://github.com/NationalSecurity Agency/ghidra/releases
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our current test harness is that these analysis scripts must
work across all versions of Ghidra. If users wish to use more
recently available APIs, they will be limited to those versions
of Ghidra that support it.

Our choice of downstream analysis tool, a code similarity
tool, enables a differential analysis of the artifacts for the
same input binary. Specifically, we can process the same input
binary using multiple versions of Ghidra and then use code
similarity to compare the outputs. If the outputs between two
versions of Ghidra produce no changes in the downstream
tool (i.e., their similarity is 100%) then there were likely no
change of importance between those versions of Ghidra for
that specific input file. Thus, we can use differences in the
similarity to focus our attention to notable tuples of versions
and input file. We can then compare the observed changes in
the artifacts with the changelog in the upstream tool to identify
likely causes of the difference.

Our code similarity tool supports multiple different feature
representations which allows us to explore how changes in the
upstream tool may affect similarity tools and other analysis
tools that use different granularities. Specifically, we utilize
three granularities in this work:

o« NGRAMS: Sliding window across function mnemonics

e BASICBLOCKS: In-order hash of mnemonics within each

basic block

o FUNCTIONS: In-order hash of mnemonics within each

function

These three granularities capture the basic syntactic struc-
ture of the disassembly and are unaffected by changes to
memory layouts, registry mappings, and function order.

IV. EXPERIMENT

Our primary experiment uses malware from the Malpe-
dia dataset [10]. We chose this dataset because malware
is notorious for its obfuscation, making disassembly harder.
Conducting the same experiments over a benign dataset (e.g.,
BinKit 2.0 [6]) would be illuminating for many Ghidra users.

Malpedia is curated by an invite-only community that
focuses on the breadth of malware samples rather than volume
of binaries. We use a snapshot of the dataset from 2023-08-11
which contains ~9,000 samples across ~2,400 families. We
focus on the Windows “unpacked” samples (a total of 3,751
binaries). For many samples, Malpedia includes an “unpacked”
version of the input but the unpackings are not always correct
(e.g., some of the unpacked binaries are SHA256-identical to
the file they were supposedly unpacked from). We use this
dataset as-is and do not try to curate it further.

We use our test harness to create containers for 30 versions
of Ghidra (all versions available as of March 2024 with the
exception of 9.0 which did not build and we did not attempt to
fix). Due to changes in Java runtime requirements in Ghidra,
we use JDK-11 for versions of Ghidra before 10.2 and JDK-
17 after (note that starting in Ghidra 11.2, the required JDK
version increases again to JDK-21 but these versions were not
included in our experiments). We use eclipse-temarin contain-
ers as the base image and leave experimenting with different

JDK distributions and JDK versions to future work (although
we do not expect any significant findings other than timing
due to the Java developers approach to compatibility*). We
ran these 30 versions across our dataset of 3,751 “unpacked”
Windows binaries, collecting the outputs as described in the
previous section, totalling 112,530 results. We ran Ghidra with
the default parameters, analysis flags, and memory limits for
each version via the provided analyzeHeadless script.

We conducted secondary experiments with other subsets
from Malpedia dataset including three sets of non-Windows
files. This utilized the same harness, albeit with a different in-
put file type. Ghidra’s auto-import feature detects the file type
of the input which simplifies this process. We analyze three
different file types: APKs from Android Applications, Mach-
O binaries from OSX, and ELF binaries from *nix operating
systems. There are far fewer files in Malpedia for these file
types than the “unpacked” Windows files. Specifically, there
are 391 APKs, 220 Mach-Os, and 563 ELFs.

V. RESULTS

In this section, we detail the results of our experiment.
We first explore how analysis time, timeouts, and fatal errors
change across versions. These simple metrics give us a broad
understanding of how different versions of Ghidra handle
importing the same set of input files. Then, for a more
detailed view, we select four input files to serve as case
studies. We note how their pairwise similarity changes across
versions, including how those similarities vary with different
granularities. We note how our downstream analysis (i.e.,
pairwise similarity) changes across versions and examine the
differences in Ghidra’s auto-analysis as case studies. Next, we
look at the effects of these changes on a higher-level analysis,
clustering. Finally, we briefly explore trends in our simple
metrics for non-Windows binaries.

A. Analysis Metrics

In Figure 1, we show a summary for the analysis of the “un-
packed” Windows binaries from Malpedia across the different
versions of Ghidra. First, we show boxplots for the total time
to process the binaries. Overall, we see a slight increase in the
analysis time but the vast majority of input files take under a
minute to analyze. We show the number of analysis timeouts
with a generous maximum analysis time of 20 minutes. Ghidra
has a vanishingly small number of timeouts (at most 7 in each
of v10.3.3 and v10.4) across the dataset of 3,751 input files.
Finally, we show the number of files with a fatal error (where
an exception was thrown). There was a noticeable uptick in the
number of fatal errors in v10.0.3 which we partially attribute
to disabling the Continuelnterceptor which allowed Ghidra to
catch exceptions while processing the file headers and continue
past corrupt headers. Many of the bugs that crashed Ghidra
were fixed in the subsequent versions.

We found a total of 152/3,751 files for which Ghidra was
unable to produce an artifact for any version. We briefly

“https://wiki.openjdk.org/display/cst/Kinds+of+Compatibility
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Fig. 1: Comparing summary metrics for “unpacked” Windows binaries across Ghidra versions. Top: boxplots of the total
analysis time (in seconds) with the average in blue and outliers excluded. Middle: number of analysis timeouts (using a 20
minute timeout). Bottom: number of fatal errors. All plots share the same x-axis.

explored these errors and found that a majority of them were
due to the input files not being binaries. Specifically, we found
a number of scripts and other non-executable file types. These
files fail to import but do not throw an exception. Only a subset
of 13/152 were identified as executables by the “file” utility.
We leave further analysis of these executables to future work.

B. Pairwise Similarities

In Figure 2, we show the pairwise similarities for four
input files across the different versions of Ghidra, as measured
by our code similarity tool (using basic block granularity).
These four input binaries were selected from the full dataset
of samples because they were representative of several of the
different observed patterns. We will explore each as a case
study in the following sections.

We note the pattern shown in Figure 2b, represents the
pattern that we expected to see at the outset — artifacts are
identical for some number of versions of Ghidra with periodic
discontinuities when Ghidra’s analysis changes for the file. We
can see that as we get further from the diagonal the similarity
decreases (i.e., when comparing across many versions).

1) Case Study: win.redsalt: Figure 2a shows the pairwise
similarities for a file from the win.redsalt family®. This PE32
file was added to Malpedia on 2020-01-17 (ca., Ghidra v9.1.1).

The artifacts for this input file are identical across all
versions of Ghidra — meaning that Ghidra has either (opti-

Shttps://malpedia.caad.fkie.fraunhofer.de/details/win.redsalt

mistically) completely solved this input file since its early
versions or (pessimistically) has made no progress. We man-
ually reviewed the file using Ghidra 11.0.2 and found that
there was very little obfuscation in the file. Specifically, there
were obfuscated strings and what appears to be a routine to
deobfuscate them but the control flow was relatively trivial to
follow. The sample’s imports were also not obfuscated. This
means that Ghidra has solved this input file and the file could
be used to check for regressions (i.e., when new versions stop
producing the same artifact).

2) Case Study: win.pitou: Figure 2b shows the pairwise
similarities for a file from the win.pitou family®. This PE32+
file was added to Malpedia on 2019-04-17 (ca., Ghidra v9.0.3).
There are several discontinuities for this file — at versions 10.2,
10.3, 10.3.1, 10.4, and 11.0.

Between v10.2.3 and v10.3, we found that Ghidra changed
how it handled the LOCK prefix in x86. Specifically, in
v10.2.3, the LOCK prefix was listed as a separate “instruc-
tion” (i.e., LOCK, INC) and in v10.3, the prefix was correctly
applied to the modifier to the instruction (i.e., INC.LOCK)’.

Between v10.3 and v10.3.1, we found that Ghidra fixed a
bug when decoding POPF and PUSHF instructions®. This con-
tributed to the change in similarity between the two versions.

Ohttps://malpedia.caad.fkie.fraunhofer.de/details/win.pitou
"https://github.com/NationalSecurity Agency/ghidra/pull/2033
8https://github.com/NationalSecurity Agency/ghidra/issues/4980
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Fig. 2: Heatmaps of pairwise similarities for the same input binaries as analyzed by multiple versions of Ghidra (using basic
block granularity). Similarities range from 70% in green to 100% in dark blue. Cells are empty when Ghidra did not produce

an output for one or both versions.

Between v10.1.5 and v10.2, v10.3.3 and v10.4; and v10.4
and v11.0, we found multiple changes in the number of
functions and which functions the basic blocks “belonged” to.
We explored the source of these change and traced it back to a
change in Ghidra’s options for how it handles non-contiguous
functions. Specifically, in v10.2, Ghidra changed the default
option’ from FALSE to TRUE'C. This changes how Ghidra
interprets tail calls and creates an additional function for target
of a tail call. In v10.4, Ghidra further refined function body
creation when functions overlap to favor contiguous functions.

3) Case Study: win.bazarbackdoor: Figure 2c shows the
pairwise similarities for a file from the win.bazarbackdoor

9OPTION_DEFAULT_ASSUME_
CONTIGUOUS_FUNCTIONS_ENABLED
10https://github.com/NationalSecurity Agency/ghidra/pull/4573

family!'. This PE32+ file was added to Malpedia on 2021-
09-09 (ca., Ghidra v10.0.3). The discontinuities for this file
are at v10.0, v10.0.3, v10.2, and v10.3.

Between v9.2.4 and v10.0, the similarity drops to 95%.
When we looked at the artifacts, we found several changes
that contributed to this drop. First, we found an additional
instruction in functions from v9.2.4 that was not present in
v10.0 (e.g., an INT3 after a CALL). We found that the call
was to a non-returning function (e.g., Kernel32:ExitThread)
that was added to Ghidra in v10.0'2, meaning that it was
unreachable and was added as padding. These instructions
were correctly omitted in v10.0. Second, we found a difference
in the basic block boundaries that Ghidra identified within

https://malpedia.caad.fkie.fraunhofer.de/details/win.bazarbackdoor
Zhttps://github.com/NationalSecurity Agency/ghidra/pull/2111



several functions. Specifically, in v10.0, Ghidra splits a basic
block in several functions into two basic blocks. We were
unable to find the specific cause of this change but note that
it only affects the basic block granularity.

In v10.0.3, Ghidra started to crash on this particular input
file, producing no artifact for downstream analysis. Specifi-
cally, the PE loader encountered a null pointer exception while
parsing the PE header. In previous versions of Ghidra, the
ContinuesInterceptor would have allowed Ghidra to continue
past this error but it was disabled by default in v10.0.3 and
removed in v10.2. The specific exception that caused this crash
was fixed in v10.213.

Between v10.2.3 and v10.3, we again attribute the drop in
similarity to changes with the LOCK prefix in x86 that we
discussed in Section V-B2.

4) Case Study: win.ghambar: Figure 2d shows the pairwise
similarities for a file from the win.ghambar family'*. This
PE32 NET file was added to Malpedia on 2023-02-16 (ca.,
Ghidra v10.2.3). There are several discontinuities for this file
—at v9.2, v10.0, and v10.1.3.

Between v9.1.2 and v9.2, the similarity of the artifacts drops
to 97%. We dug into the artifacts and discovered a “new”
mnemonic in v9.2 — INT3. INT3 is a one-byte-instruction
used by debuggers to set a breakpoint as well as for padding.
In Ghidra v9.1.2, the instruction was listed as INT 3 (note
the space), conflating the disassemble of OXCC (INT3) with
0XCDO03 (INT). This was a relatively trivial change' to
disentangle these two instructions.

Between v9.2.4 and v10.0, there was an even larger drop
in similarity — to 87% (cumulatively, 85% between v9.1 and
v10.0). In Ghidra v10.0, there were multiple improvements to
the handling of .NET binaries that resulted in fairly significant
changes to the function boundaries that were extracted by our
analysis script. Further analysis is required to identify the root
cause of these changes.

Finally, between v10.1.2 and v10.1.3, the similarity drops to
0%. This is because Ghidra started to time out when analyzing
the file (with a timeout of 20 minutes), producing an empty
artifact. Specifically, the “Decompiler Parameter ID” analyzer
jumps from 146 second in v10.1.2 to 902 seconds in v10.1.3. It
continues to increase from there, maxing out in the last tested
version of Ghidra (v11.0.1) at 1458 seconds.

C. Similarity Granularities

In the previous section, we explored how similarities
changed for several case studies using the basic block gran-
ularity for similarity. But the changes in Ghidra that we
explored affect the input files at multiple granularities which
we wish to explore further. Fortunately, our code similarity tool
supports multiple granularities (i.e., NGRAMS, BASICBLOCKS,
and FUNCTIONS) as described in Section III.

In Table I, we show how the artifacts compare across our
three granularities for each of the case study samples. We can

Bhttps://github.com/NationalSecurity Agency/ghidra/pull/4161
4https://malpedia.caad.fkie.fraunhofer.de/details/win.ghambar
I5https://github.com/NationalSecurity Agency/ghidra/pull/872

see that, on average, the FUNCTIONS granularity is the most
sensitive to changes in the Ghidra version with the similarity
dropping as low as 6% for a win.pitou pair. In this limited
testing, NGRAMS and BASICBLOCKS both demonstrate lower
sensitivity, with BASICBLOCKS being the least sensitive.

D. Clustering

In the results explored so far, we have shown how changes in
Ghidra affect individual input files. In this section, we explore
how the changes affect a higher-level task, namely, clustering.
Specifically, we build clusters for the artifacts produced by
each version of Ghidra and then compare the clusterings
across the versions. We use the BASICBLOCKS granularity,
as it was the least sensitive to variations in Ghidra versions
based our limited case studies in the previous section. We use
DBSCAN [1] with a min points parameter of 2 (a file must
have at least one neighbor to form a cluster) and a threshold
of 75% to produce our clusterings. DBSCAN is a density-
based clustering algorithm and these parameters allow us to
explore the effects of Ghidra versions even on relatively low-
density clusters. In a real-world deployment, the parameters
would likely be set to identify clusters with higher density
but would have many more data points to contribute to that
density. In this analysis, we are interested in the stability of our
clusters across Ghidra versions for a particular value of min
points and threshold. In future work, we could vary and/or tune
these parameters within/across versions to better understand
the parameter stability across versions.

In Table II, we can see a summery of the clusterings across
the notable versions of Ghidra (omits micro versions for the
sake of space). The number of clusters is quite stable (varying
by at most 4 between adjacent versions). The number of clus-
ters with a single family label is also quite stable. The overall
trend shows fewer clusters (and cluster members) across the
different versions of Ghidra. We leave the investigation of this
phenomenon to future work.

In Table III, we show the summary of the changes between
the clusterings from Ghidra v10.1.5 and v10.2. We generated
these summaries for each pair of adjacent versions in order to
understand which individual samples affected our clustering
results. This figure shows that between these two versions,
there are two new clusters, one lost cluster, and one lost cluster
member. From our case study in Section V-B3, we know that
at least one of the samples in the win.bazarbackdoor family
all had fatal errors in v10.1.5 that was fixed in v10.2. We
confirmed that the other three samples had similar crashes. The
samples in the win.colony family are in-feature-space identical
to each other in v10.2 but not v10.1.5 which causes our code
similarity tool to count them as the same file. This means that
they fail to meet the min points threshold (a surprising corner
case for in-feature-space deduplication). Finally, the file from
the win.dbatloader family drops out of the cluster because
its similarity of its nearest neighbor drops 2% in v10.1.5 from
75.5% to 73%, just missing the threshold (these files represent
slightly different versions of the same tool from the family and



Family Version NGRAMS  BASICBLOCKS FUNCTIONS Primary Change
win.pitou 10.23 — 10.3 96% 95% 92%  LOCK Prefix
win.pitou 10.3 — 10.3.1 91% 94% 89%  POPF/PUSHF
win.pitou 10.1.5 — 10.2 41% 79% 6%  Contiguous functions
win.pitou 1033 — 104 82% 96% 62%  Contiguous functions
win.pitou 104 — 11.0 93% 98% 89%  Contiguous functions
win.bazarbackdoor 9.2.4 — 10.0 96% 95% 95% INT to INT3, Non-
returning functions,
Block boundaries
win.bazarbackdoor  10.2.3 — 10.3 98% 98% 93%  LOCK Prefix
win.ghambar 9.1.2 -5 9.2 99% 97% 94%  INT to INT3
win.ghambar 9.24 — 10.0 94% 87% 77%  .NET improvements

TABLE I: Similarities across multiple granularities for case study samples from Section V-B along with a brief description of
the primary change. Omits rows where the change was due to Ghidra crashing or timing out.

Version Clusters Members
9.1 376 (298) 1,446
9.2 374 (299) 1,444
10.0 375 (300) 1,447
10.1 372 (298) 1,441
10.2 368 (294) 1,433
10.3 366 (294) 1,434
104 367 (295) 1,433
11.0 365 (294) 1,430

TABLE II: Clustering metrics for the notable versions of
Ghidra (omits micro release versions). The number of clusters
includes the number of clusters with a single family label (e.g.,
win.bazarbackdoor) in parenthesis.

A cluster hash family matches identical
+ 64 94719f43  win.bazarbackdoor ~ N/A — 1 N/A — 0
+ 64 132e2d9a  win.bazarbackdoor ~ N/A — 1 N/A — 0
+ 94 38dbc338  win.bazarbackdoor N/A — 1 N/A — 0
+ 94 935383f2  win.bazarbackdoor ~ N/A — 1 N/A — 0
- 181 d3625494 win.dbatloader 33 0—0
- 257 03af897d win.colony 1 -1 0—1
- 257 e66656ba win.colony 1—1 0—1
TABLE III: Summarized clustering changes between 10.1.5

and 10.2. This shows two new clusters (64, 94), one lost cluster
(257), and one lost cluster member (181).

changes to the contiguous functions as seen in Section V-B2
could have produced the 2% difference in similarity).

Overall, we find that the Ghidra version only affects a small
subset of the clusters. This makes sense as input files that
are similar will be analyzed similarly, even if there are bugs
and/or deficiencies that affect the analysis. For example, for
the win.pitou sample discussed in Section V-B2, all files in the
family that include the LOCK prefix as a separate instruction
in v10.2.3 will include it as a prefixed instruction in v10.3.
If we do not mix versions of Ghidra, then the artifacts will
produce consistent analyses of the files.

In Figure 3, we show a high-level depiction of the changes
to the clusterings across all versions of Ghidra. Each node
represents a cluster with the X-position determined based
on the version of Ghidra. The Y-locations are arbitrary and
ordered based on the input files contained within the cluster.

Edges show an overlap in the input files between adjacent
versions. The longer arcs indicate a cluster that disappeared
for some number of versions of Ghidra (i.e., crashed for
some number of versions like the win.bazarbackdoor sample
explored in Section V-B3). There are also clusters that begin
“late” or end “earlier” in the sequence of Ghidra versions
(i.e., timed out for some versions like the win.ghambar sample
explored in Section V-B4).

We also wished to explore a more real-world example of
clustering where we use the artifacts produced by the version
of Ghidra available at the time the input file was added to
Malpedia. Specifically, we use the metadata in Malpedia to
determine when the input file was added to Malpedia and
then find the most recent release of Ghidra to use the artifact
from that version. This assumes that we always update Ghidra
versions as soon as a new release is available and that the time
input files were added to Malpedia is a reasonable proxy for
when they were discovered and first analyzed. We note that
a large portion of the Malpedia dataset predates the Ghidra
v9.1 release and thus use the artifacts from the v9.1 release
for those 1,896 (out of 3,751) input files. We found that the
number of clusters (366) was relatively consistent with those
produced by a single version of Ghidra but the number of
cluster members was significantly less (1,336). We leave the
investigation of this to future work.

E. Non-Windows Files

In the previous sections, we explored Ghidra’s behavior
on “unpacked” Windows files. In this section, we briefly
investigate whether there are notable differences for three other
file types: APKs, Mach-Os (“o0sx”), and ELFs.

In Figure 4, we first show the average analysis time for
each file type. We see a slight increase in the analysis time
for Mach-Os while there is a slight decrease in the analysis
time for APKs and ELFs. The overall analysis time is longer
for Mach-Os and ELFs than the “unpacked” Window files.
Next, we show the number of analysis timeouts (again with a
generous maximum analysis time of 20 minutes). Again, the
number of timeouts was vanishingly small (and non-existent
for APKs). Finally, we show the number of files with a fatal
error for each file type. We had to use a logarithmic scale for
the y-axis because in v10.2, Ghidra added support for a new
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Fig. 3: Subset of clusters with changes across all versions. Edges show sample overlap between clusters with X position based
on Ghidra version (shown at the bottom of the figure). The black clusters contain samples from the win.bazarbackdoor family

studied in Section V-B3.

APK loader to load all DEX files but that crashed on many
of the APKs in Malpedia due to a NullPointerException. This
was later fixed in v10.3.0'® when they refactored the Loaders
and AutoImporter to support loading more than one program.

This terse investigation into Ghidra’s behavior on non-
Windows files aims to highlight a challenge that Ghidra (and
other disassemblers) face — it seeks to disassemble a diverse
set of executable formats, from multiple compilers, across
multiple architectures and progress in one domain may cause
regressions in another. Therefore, the “best” version of Ghidra
may be dependent on the input file.

VI. FUTURE WORK

There are many future directions for this work, broadly
grouped into three categories: 1) repeat with different datasets,
2) repeat with different upstream tools, 3) repeat with different
downstream tools.

A high priority for datasets is the dataset from Pang et al.
[9]. For the input files in their dataset, they embed ground truth

16https://github.com/NationalSecurity Agency/ghidra/issues/4929

which makes it possible to quantify whether or not Ghidra
(and other disassemblers) are improving over time. We spent
some time exploring their code and trying to integrate it with
their own but found that their use of Protocol Buffers'” and
their mechanism for installing the library were difficult to
replicate in containers across all versions of Ghidra. This is
surmountable with additional time. Datasets to explore how
changes in Ghidra affect specific workflows for specific file
types is another area to explore.

There are numerous other disassemblers and lifters that
would be worth exploring. Notably, IDA Pro [12], a commer-
cial disassembler, has over 50 versions as of May 2024 and
is popular in the malware reverse engineering space. Code
similarity tools are just a small part of the downstream tools.
Other downstream tools (e.g., CAPA [2] and cwe-checker [3])
should be explored as well.

Ghidra and many other upstream tools support different
options which provides yet another possible direction to ex-
plore — how different options in the upstream tool affect the

Thttps://developers.google.com/protocol-buffers
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downstream tools? There are far too many permutations to
explore and every organization will have different priorities —
this will take a community-level effort to address. We envision
a common test harness (or set of test harnesses) to enable
organizations to plug in their tools and datasets of choice.

An additional separate area for future work is in mitigation.
Specifically, can we detect input files that would have been
analyzed differently in a previous version of the upstream
tool? This could help alert the reverse engineer that something
about the input file “smells” off without prescribing a fix. We
envision something akin to “code smells”'® for binaries. At
best, these “binary smells” could be helpful to identify a subset
of files to re-analyze with newer versions of the upstream
tool. Alternatively, enhanced tracing of the decision making
process in the upstream tools would further enable reverse
engineers to build mitigations outside of the upstream tool
itself. However, this would require some consistency in the
tracing format across versions.

VII. CONCLUSION

In this paper, we examined the evolution of Ghidra through
its various releases and assessed how these changes impact
the performance of our downstream code similarity tool. Our
analysis of the same input files revealed significant variations
in basic metrics such as analysis time, error counts, and the
number of functions processed across different versions of

8https://martinfowler.com/bliki/CodeSmell.html

Ghidra. While Ghidra has generally improved over time, the
nuanced nature of “better” in the context of malware analysis
is evident.

The case studies we conducted highlighted that Ghidra’s
effectiveness can vary depending on the specific file being an-
alyzed. This variability emphasizes the importance of context
when evaluating tool performance. We encourage practitioners
in the field to approach version upgrades with caution, recog-
nizing that the latest release may not always yield superior
results for their specific use cases.

Ultimately, our findings contribute to a more informed
discourse within the community regarding the adoption of
new tools and versions. By emphasizing the need for careful
evaluation and consideration of the unique characteristics of
each version, we aim to foster a more nuanced understanding
of how advancements in disassembly tools like Ghidra can
influence downstream analysis processes. Future work should
continue to explore these dynamics, ensuring that the tools we
rely on for binary software analysis evolve in a way that truly
enhances their utility and effectiveness.
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