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Abstract—COVID19 has made small businesses around the
world rapidly adopt new online sales channels and tools. In this
digital push for survival, the cybersecurity of the new systems
has likely been forgotten. An existing global cybersecurity skills
shortage means traditional individualised security assessments
for these newly digital businesses are not practical. This paper
proposes a web based self-assessment system (SE-CAP) to en-
able small business owners to conduct their own cybersecurity
assessments. Designed with rapid deployability in mind, SE-CAP
uses proven web based technologies to deliver a new solution to
help small businesses become cyber-safe. The design of SE-CAP
takes into account small business issues around record keeping,
time constraints and poor technical literacy. The generic nature
of the system allows SE-CAP’s host organisation to customise
and extend the self-assessment system beyond its initial scope.
Challenges with industry cybersecurity knowledge gaps prevent
SE-CAP’s completeness. However, these gaps could be filled, in
the interim, by the host organisation.

I. INTRODUCTION

COVIDI19 has dramatically impacted the social fabric of
society. It took away the traditional foot traffic, relied on by
small businesses (0-19 employees [5]), by requiring social
distancing and lockdown of our communities. Small businesses
have had to, with little prior experience, quickly move online,
or expand their online business to survive [26], [21]. As per
the Australian Bureau of Statistics, in 2018, less than 40%
of Australian small businesses derived more than half of their
income from online sales [7].

Cybersecurity may have been missed in this rush to an
online presence. Each new online storefront introduces a new
suite of attack possibilities, as is evident from news reports of
criminals taking advantage of opportunities and targeting new
vulnerabilities as they emerge [12].

Compounding this challenge is the global cybersecurity
skills shortage [4], [1]. There are currently insufficient cy-
bersecurity professionals to conduct traditional one-on-one
security audits for these newly digitised small businesses. An
alternative approach is needed to protect small businesses.

Small business accounts for a significant portion of private-
sector employment (in Australia, >40% [16]) and new job
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creation [30]. With employment fast becoming a key aspect
of post-COVID recovery, the protection of small businesses
is paramount. This will, in addition, protect the privacy and
identity of the small business’ customers, preventing serious
personal, financial and emotional impacts [3].

Finally, very few small businesses have qualified I'T support
in-house [7]. (This trend is echoed with only a small portion
of small businesses conducting security tasks in-house [18],
or have an in-house qualified IT security expert [17].) With
only a small proportion of small business engaged in a
technical business venture [35], [6], the majority will need
extra assistance with cybersecurity.

To address this urgent need to secure small businesses,
we propose a Small Enterprise Cybersecurity Assessment
Platform (SE-CAP). SE-CAP is a technology agnostic, rapidly
deployable, online self-assessment system that will help small
business owners protect themselves. SE-CAP’s assessment
process targets small business owners without a cybersecurity
resource or the technical knowledge in-house to conduct a
cybersecurity assessment, providing cybersecurity triage until
the cybersecurity industry and official bodies fill the gap long
term.

II. A SOLUTION FOR AN UNPRECEDENTED TIME

SE-CAP is a self-assessment website intended to help
small business owners create an IT asset inventory and to
encourage incremental actions to mitigate basic cybersecurity
vulnerabilities. The usage context and assessment logics to
achieve this aim are illustrated in Figure 1 and Figure 2
respectively.

A. System Use

Primary user interactions with, and data inputs to, the self-
assessment system are shown in Figure 1. The owners, through
a browser, visit the SE-CAP URL. The small business owner
inputs the existing IT device status of the business into the
guided webpages. SE-CAP then matches that device and its
configuration, with the applicable security controls. The small
business is then linked to step by step instructions on how to
implement the relevant security controls.

When the business owner implements the suggested con-
trols, the control completion status is noted. At the end of
the session, SE-CAP outputs a cybersecurity control status
and inventory report for the small business owner to keep.
Whenever their IT landscape changes, the business owner can
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SE-CAP User and Data Interactions Model. Business owners interact with the SE-CAP via the publicly available website, ingesting and exporting

human readable text files. This interaction is repeated if the user needs to update a new inventory detail. At the backend, SE-CAP is supported by a database
which contains the mapping between security controls, devices and instructions to secure devices. User and data interaction steps are described in section II-A.

re-visit SE-CAP, load the old report into the webpage and
generate a new report by changing their answers.

Supporting the SE-CAP webpage content is an internal
database. This database is populated with current mappings
between device relationship and cybersecurity controls, and
between cybersecurity controls and official instructions on
how to execute the controls. An operator is also responsible
for maintenance of the mappings via a management portal,
allowing for out-of-date mappings to be updated.

B. Small Business Design Factors

The design of SE-CAP is based on the key small business
factors given below:

e  Webpage as delivery mechanism: The choice of a
well-known technology pattern, a website, makes SE-
CAP:

o deployable by any host organisation with an
interest in small business cybersecurity, includ-
ing non-technical official bodies.

o reachable by any small business owner who
has access to a web browser.

e  Target Audience: Non-technical small business own-
ers. The majority of small business owners have no
technical background or are unfamiliar with technol-
ogy [7], [31].

e Target Devices: Common consumer-grade devices,
rather than enterprise grade products. Many micro
and small businesses use consumer-grade IT products
and/or share private devices with their business [9],

[2].

e  Reuse Before New Advice: The default approach is to
re-use any official industry step by step instructions

if available. This strategy avoids out of date advice
and the overhead of a host organisation maintaining a
separate set of instructions.

C. How Will the Self-Assessment Work?

Central to SE-CAP is a set of questions that guides small
business owners through the process of securing each asset.
The logic of the assessment that the user sees is illustrated in
Figure 2, and described below.

1) Vetting Users: Before starting, the SE-CAP website asks
the small business owner (the user) simple questions around
the business size and IT complexity. If the user is shown to
require more sophisticated assistance beyond consumer-grade
computer devices, i.e. beyond SE-CAP scope, they are advised
to contact cybersecurity professionals.

Once the business is found to be in scope, SE-CAP prompts
the user to take stock of the number and types of business
devices, network connections and processes. The SE-CAP then
delves deeper by asking questions around hardware, operating
system and applications. Based on the device characteristics,
the internal database will dynamically generate a list of cy-
bersecurity actions that are relevant. The cybersecurity control
recommendations are based on existing cybersecurity industry
standards; further discussion is in Section II-E.

2) Individual Devices - One at a Time: Each list of
cybersecurity control actions is tied to a specific business
device/process. For example, a device should have updates
applied regularly. If the user states a computer is running on
Windows, they are reminded to turn on automatic updates OR
schedule a regular task each week to perform the update for
that device. Instructions on how to perform the actions are
linked to external official instruction sites. In this example,
the instruction will link to Microsoft’s official help site on
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Logic Flow of SE-CAP Questions for End Users: SE-CAP will first vet users for their suitability to use SE-CAP. Then SE-CAP collects information

for the IT devices inventory. Collected device characteristics are used to display relevant instructions that helps users meet security controls from ASD Essential
Eights and CIS Controls. The result of the process can be updated, paused and resumed via user save text/pdf reports. For detail description, see Section II-C

how to turn on automatic updates and/or apply updates manu-
ally. If the business operates a second Windows device, the
information will be presented again for the second device.
The repetition of advice for each device provides step by step
clarity and focus for end users, and prevents logic jumps that
may leave devices un-actioned.

3) Keeping Track: As the user completes each action,
they are invited to note it in SE-CAP. They are given the
options to skip actions at any time, e.g. enabling multi-factor
authentication (MFA), for usability. Skipping allows scenarios
where the device/action can’t be completed immediately (e.g.
a business is waiting for a software vendor’s instructions on
how to enable MFA). The lack of action will be noted in the
output, and users will be reminded of the action(s) still to be
completed when the process is resumed.

The relevant industry standard controls completed are noted
in the output file, as the user goes through each section. This
tracking facilitates a traceability of the effort that the business
owner has invested into the process, thus providing a clear
feedback loop [24] showing that their actions do have an
impact on their vulnerability profile.

4) Pause Anytime: Users can pause and save via a local file
export in a human-readable file, e.g. text, pdf etc, at any stage.
When they are ready to resume the process, the same file is
re-ingested into the website for editing. This record serves 2
main purposes:

e A saved file that a user can resume at a later stage.

e A business’ IT inventory record and the cybersecurity
state at a point in time. Both of these provide valu-
able information in future cybersecurity activities for
internal and external stakeholders e.g. cybersecurity
professionals.

This import/export function also allows business owners to
easily update their existing inventory and security controls list.

5) A Continuous Process: ldeally, small business owners
will complete SE-CAP in short sessions over multiple weeks.
There are no limitations on the number of times and the length
of time small business owners should spend on SE-CAP each
time, allowing for flexibilities. For example, John, a small
business owner, has a small window of time each Monday
morning as he waits for a meeting to begin. John spends
15 minutes on SE-CAP and saves and resumes his progress



over many weekly 15 minute sessions. Jane, on the other
hand, suddenly had a 2 day training course cancelled. Jane
can work through SE-CAP during those 2 days, exporting and
resuming at the end of each day. In this case, SE-CAP would
encourage Jane to schedule time slots in her calendar to revisit
her answers.

The potential benefit of a repeated interaction model be-
tween SE-CAP and the user is the creation of an ongoing rela-
tionship and awareness of cybersecurity inside their business.

D. The Benefits of Self Assessment

SE-CAP’s self-assessment model takes the opposite ap-
proach to the current cybersecurity industry model of individu-
alised assessment. Self-assessment is a model that government
and industry bodies have used to provide advice for other
aspects of running a business e.g. licensing [11], food labeling
[20] etc. A self-help approach is a valid strategy for small
businesses, with the Australian Business Licensing Information
Service (ABLIS) [11] (which connects business owners to
disparate existing local licensing requirements and bodies)
recording over 200,000 searches in the 2018-19 financial year
[10].

SE-CAP’s self-assessment deliberately places the tools
within the hands of the business owner rather than the cyberse-
curity professional. The 2 main drivers for the self-assessment
recommendations are:

e  The reality that a cybersecurity professional is out of
reach for small businesses, financially and logistically.

e  The creation of a sense of self-efficacy and ownership
of the security of their IT systems amongst small
business owners.

The drive to raise self-efficacy is founded on established
Protection Motivation Theory (PMT) research [27]; humans
are more likely to take action to protect themselves if they
feel that actions they take can lead to an effective outcome.
Public health campaigns have successfully used PMT theories
to promote individual actions for self protection [19] and
information security is now starting to do the same [37], [25].

In SE-CAP, we promote self-efficacy by formulating ques-
tions based on IT concepts (i.e. devices) that small business
owners are familiar with, thus clarifying the control that the
small business has. The process further de-mystifies cybersecu-
rity measures by linking the controls to tangible devices, thus
increasing a sense of control and familiarity [27]. Encouraging
protective behaviours encourages good cybersecurity habits
from the small business owner themselves.

SE-CAP works well in a “working from home” scenario,
as necessitated by COVID-19 restrictions in some countires.
Work from home introduces the complexity of a delicate bal-
ance between privacy and thoroughness that many businesses
of various sizes are working through.

By asking each employee to perform SE-CAP individually
and reporting back on their level of compliance gives business
owners the assurance that a certain level of security has been
followed, while leaving the details of the employee’s home IT
setup relatively private.
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Fig. 3. Self Assessment System Reference Architecture: SE-CAP reference
architecture contains only a handful of generic components. The main archi-
tecture blocks include web application, database, URL, internet and an internet
enabled user device. These architecture blocks can be implemented using a
variety of widely available technologies. See Section III for further details.

E. The Security Controls

The questions, the actions, and how these are presented
hold the key to the usability of SE-CAP. To this end, the
questionnaire in SE-CAP centers on language and objects that
users are familiar with: device, Internet connection and busi-
ness processes. The value of SE-CAP is in relating everyday
business concepts back to established cybersecurity standards
in a meaningful and measurable way.

The questions and control actions are initially based on
two established cybersecurity standards: CIS Control [13] and
the Australian Signal Directorate’s (ASD) Essential Eight [8].
These standards are chosen for:

e  Device centric approach,
e Incremental process starting from small actions,

e  Traceability and clear migration path into a compre-
hensive security standard.

A clear migration path to a comprehensive standard is critical
to a business’ journey, as cybersecurity readiness is a continu-
ous process. These 2 standards provide a path, when the need
arises, to further develop a small business’ security posture.

CIS Control and ASD Essential Eight’s control points
are separated into device, network connections and process
categories for SE-CAP. In SE-CAP the control points do
not follow the sequence given in either standard, as neither
standard claims any strict order dependency. When the output
document is exported, the user is shown a list of control points
that have been fulfilled and not fulfilled from each standard.

III. SYSTEM ARCHITECTURE

SE-CAP intentionally uses generic web technologies to
increase a host organisation’s ability to deploy and maintain.
SE-CAP’s reference architecture as described in Figure 3.

SE-CAP can be developed in any programming language
that supports client-side data, server-side database, web-forms
and basic logic. At a high level, SE-CAP is a web application
attached to a database. This web application is made available,



via web front-end servers, to the Internet. End user access is
via an advertised URL (over HTTPs for secure data carriage).

Generic assessment information is served from the server
to the client to enable the display of pages. The bulk of the
business specific data, i.e. what the user inputs, are confined
to the client-side for security purposes.

Note that the precise technology to employ will depend on
the technology stack and capability of the host organisation.
All mentions of specific technologies are merely an example,
and the best option must be chosen to suit the target hosting
environments.

A. Client Side Technology

One noted architectural difference between SE-CAP and a
common website is the heavy reliance on client-side storage.
The client data storage serves as additional privacy protection,
in addition to the HTTPs connectivity, to minimise transit of
sensitive business data over unsecured networks. This also
minimises the sensitive data to be stored and dealt with by
the server. All persistent data is stored on the client-side only,
see Figure 4. The persistent client data gets exported as a local
file that the small business owner retains.

The client-side storage of data, using technology such as
IndexedDB [36], Cache Storage API [28] etc, prevents trans-
mission of sensitive data across potentially untrusted network
connections. The information sent from server to client is at
a high level and does not include precise details of business
specific devices/processes.

The implementation of a client-side heavy design is an
unconventional architectural decision, which has associated
challenges that will be discussed in Section IV-A.

B. Inventory/Progress File

The data saving mechanism as an output of the self-
assessment is intended to be a record for the small busi-
ness. This is provided in the form of client-side text file
export libraries e.g. jsPDF [29]. The client-side libraries are
recommended to address the data storage and security risks
associated. At no stage are the servers expected to process or
save the data that business owners input.

Regardless of  implementation
import/export files must:

technology,  the

e Be human readable, serving both as a saved file and
a business record,

e  Contain progress of questions, actions and references
completed and outstanding,

e Contain referenced security controls that have been
marked as completed.

By serving multiple purposes, SE-CAP allows for easier main-
tenance and a smaller footprint.

C. Management Portal

Another important aspect of SE-CAP is the management
interface of the database. This allows the database to be up-
dated with changes to any aspects of the security controls and
associated data. The changes will then allow the latest external
references to be presented to small business owners, ensuring
ongoing relevance of the advice. The rapidly changing nature
of IT and cybersecurity means that a dedicated management
portal on SE-CAP for the operational staff to change this
information is required. Requiring code update on the website
to change minor details such as links is not practicable for the
long term viability of SE-CAP.

D. Real (or Near Real) Time Support

To further increase the self-efficacy of the user, optional
live support functions can be deployed using many existing
technologies, ranging from live chats, peer support forums to
ticket based systems. While not a core function, the ability to
assist users would be beneficial in both helping users and being
able to receive feedback on how SE-CAP can be improved.
Existing psychological theory [33] points to the role that
supportive relationships can play in changing behaviour. For
many business owners, especially non-technical users who may
be undertaking cyber-security audits for the first time, this
support can provide the encouragement to persist with this
exerecise.

The choice of technology used to provide support to users
will depend upon existing norm and conventions, within the
host organisation.

IV. CHALLENGES OF SELF-ASSESSMENT SYSTEM

Despite technical flexibility and reuse of proven web tech-
nology, there are challenges to implementing SE-CAP. Some of
these can be solved by an investment in architectural design
and integration efforts. There are also several non-technical
considerations that need further investigation.

A. Client Emphasis

Due to the unusual architecture of relying heavily on client-
side web browser execution in both logic and data of SE-CAP,
some features of server-side processing are not available. When
deploying this solution, host organisations must consider the
following aspects:

e  Performance - The use of client-side logic places
significant processing workload on the client-side
browser. Depending on the expected computing power
that the small business users are likely to have, a re-
balancing between the amount of client-side process-
ing and confidentiality of data may be required. It may
be necessary to place certain business sensitive data
back onto the server-side to alleviate client computing
load.

e  Data Validation - An advantage of server-side storage
of data is the ability of the server to validate data
passed in by a client. As server-side data validation is
not possible in this solution, developers of the platform
need to be mindful of the increased likelihood of faulty
inputs from the client side and develop the system to
handle and secure against these scenarios.
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B. Usability for Small Business Owners

The ability to use SE-CAP largely depends on small busi-
ness owners being able to understand and answer the questions
on their own. To enable this, all user related aspects of the
system must be carefully crafted in language and functions
familiar to a non-technical audience. While it is expedient to
use the language within each relevant cybersecurity standard,
this language is not understood by all business owners [9]. As
an example, to address CIS Control 1.6 [13], SE-CAP can ask
questions around whether there are any strange computers or
phones in their router list of connections, rather than framing
questions in terms of “unauthorised assets” as described in the
control. At a terminology level, usability can also be enhanced
by using specific terms such as “phone”, “internet router”,
“laptop” etc. in place of an industry (but technically correct)
term such as “device”. A non-technical user is not likely to
understand the underlying assumption that “device” encompass
a variety of types of equipment.

The legibility of the language used is vitally important,
as the primary audience of SE-CAP is unlikely to have the
technical training or experience that cyber-security profession-
als have. At a practical level, one way of supporting the
empowerment of small business owners is to conduct user
experience design activities to ensure the appropriateness of
the language used.

C. Gaps Between & In Cybersecurity Standards

Most cybersecurity standards do not cover all aspects of
cybersecurity practices at a day to day level. One notable gap
is around incident response: the actions required to be taken
once a breach has occurred. Most advice has centred around
prevention. Post-breach help in varied degrees that has been
set up by governments worldwide [22], [23], mostly targets
private individuals. Current advice is far from useful for small
businesses, despite a small business’ intertwined relationship

with their owners. Our analysis for this solution proposal
has identified a significant lack of official small business
cybersecurity incident response measures.

Incident response advice needs to be included as part of
SE-CAP. In the interim, the host organisation of SE-CAP, with
a specific audience in mind, will be best placed to put together
that advice. This custom advice is a short term remediation
until a long term industry approach is developed.

Other gaps may be discovered within the standards dur-
ing detailed security control and question mapping activities.
Knowledge gaps will need to be filled by SE-CAP’s host
organisation on a case by case basis until a coordinated
industry approach is found.

D. Legal Considerations

Due to the advisory nature of SE-CAP, its legal status will
change depending upon SE-CAP’s host entity. A few points
which should be considered, from the host organisation’s
perspective are:

e Regulatory framework for business advice,
e  Existing local laws around cyber crimes,

e  Existing local processes and support around cyber
crimes/identity theft,

e  Host’s relationship with the small business owner,

e  Any specific industry regulations.

E. Host Organisation

In recent years, cyber-security has been debated in many
contexts [34], [15] as a public good. Countries like Singapore
now treat the cyber-security of its community similar to basics
such as sanitation and product safety [14]. Cyber-security



can no longer be considered a purely private good from an
economic point of view. The support of small business cyber-
security protects not just the small business owners, but also
the data and identities of their customers and any associated
entities.

As a tool that enables the delivery of a collective cyber-
security good, it is imperative to recognise that there are mul-
tiple candidate host organisation(s) suitable for the hosting of
SE-CAP, e.g. government deparments, industry associations or
statutory bodies. Other than a host that can supply the technical
resource and management requirements already discussed thus
far, considerations from the perpective of best arranagement to
provide cyber-security as a common/public service needs to be
further studied. It is a topic that can greatly benefit from the
learnings and lessons from the field of collective good/services
policies [32].

V. EXTENDIBILITY

SE-CAP can be expanded with the inclusion of further cy-
bersecurity standards and specialisations. A particular industry
may choose to add industry-specific questions and controls
upon this base. By starting with the universal building blocks
of cybersecurity in the users and IT devices, the data and
question model can be extended to suit niche or specialised
situations.

VI. CONCLUSION

We have proposed SE-CAP to deal with the current surge in
small business online activities due to COVID19. A distributed
and self-help system has the best chance of reaching a large
audience due to the current lack of cybersecurity expertise
and resources. By making cybersecurity approachable and
achievable for even the least technical of business owners,
SE-CAP has the potential to lift the cybersecurity posture of
the small business cohort. The incremental improvement in
security posture will benefit both small businesses and the
cybersecurity industry, by limiting the number of “easy” targets
that criminals can exploit. The limiting of the number of
targets will eventually allow more focused investigation by law
enforcement, and as a result better legal remediation potential
for victims.
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