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Why Your Content Is at Risk?

Copyright Violation

Context Collapse

Replicating creative work without license

Personal content exploited out of contextLLMs are trained on the open web



Why Existing Defenses Fall Short?

ALL existing defenses require trust in a third party you don’t have

Content owners have NO technical leverage 
in the current ecosystem

Trust in Trainer
(Privacy-preserving training)

Trust in Model Curator
(Machine unlearning)

Trust in Crawler
(Voluntary compliance)



Introducing ExpShield

Proactive, owner-side self-guard
• No third-party cooperation needed

4. Model Training 
Training on crawled web text, 
mitigating memorization on the 
protected content.

Trust boundary



Threat Model

Model Trainer (Misuser)
Moderate adversary who only prioritizes data collection, resulting in data 
misuse through negligence rather than malicious intent to bypass self-guards.

4. Model Training 
Training on crawled web text, 
mitigating memorization on the 
protected content.

① Ignoring crawling protocols

② No active protection

Curates original document 
containing copyrighted / 
personal text

③ No active bypass (computation / legal cost)



Threat Model

Data Owner (Defender)
Proactive defender aiming to mitigate sample-specific memorization while 
preserving perfect readability, operating under a strict zero-knowledge constraint.

4. Model Training 
Training on crawled web text; 
memorization on the protected 
content is reduced.

① Readability is 
maintained

② Sample-specific 
memorization is mitigated

③ No knowledge of 
training phase

Curates original document 
containing copyrighted / 
personal text



The Ideal Formulation vs. The Reality

The ideal solution of bi-level optimization is intractable
Due to unknown target model, other training data and training algorithms

4. Model Training 
Training on crawled web text; 
memorization on the protected 
content is reduced.

Preserve 
readability

Minimize sample-specific 
memorization

The “Zero-Knowledge” 
Reality

Curates original document 
containing copyrighted / 
personal text

Main objective

Constraint



Perturbation as A Realistic Alternative

Inserting invisible perturbations to disrupt model training



The Breakthrough — Memorization Trigger Hypothesis

But which tokens drive memorization?

LLMs prioritize learning "hard-to-predict" tokens (triggers) to memorize sequences

Removing memorization 
triggers in results in 
near-random MIA



Targeted Perturbation (TP) on Memorization Triggers

Key Observation: the “hardness” of a token is 
transferable across models

Inserts perturbation evenly in random locations

Where to perturb?
1. Use proxy models to identify memorization triggers in protected text

2. Insert random perturbation before each trigger



Creating Memorization Triggers as Pitfalls

$![&]

Can we do even better than random tokens?

Besides perturbing the inherent trigger with random tokens, we enhance the 
defense by creating artificial triggers (pitfalls) to divert the model’s focus



A New Metric: Instance Exploitation

Problem: Dataset-level metrics ignore specific, sample-level memorization

Solution (Instance Exploitation): Measures how much a sample "jumps 
the queue" in loss ranking after being trained on.



Experimental Setup

• Medical records 
(Patient)

• Corporate Emails 
(Enron)

• Copyrighted Articles 
(CC-News)

• Small Proxy (GPT-2)
• Massive Targets (GPT-2 

family, OPT family, 
Llama-7B, BLIP2)

• Targets with privacy 
backdoor (for worst-case)

• No Protection (NP)
• Uniform/Random 

Perturbation (UDP/UNP)
• Targeted Perturbation 

(TP, TP-P, TP-OOV)

• Membership Inference 
Attack (AUC, TPR@FPR)

• Proposed Instance 
Exploitation

• Extraction rate



Results: Defeating Membership Inference

After ExpShield (TP-OOV): 

• Near-Random AUC: Memorization risk drops from near-perfect inference (AUC > 0.98) 
down to near random guess (AUC ~0.5 - 0.6).

• Neutralized TPR: True Positive Rate (@ 1% FPR) drops massively (e.g., from 98.2% to 
5.3% on CC-News)

Defeated All 4 MIA methods; 
Consistent across LLMs/VLMs



Results: Individual-Level Protection

No Protection (NP): High initial exposure directly correlates with massive instance 
exploitation, leaving outlier samples extremely vulnerable to memorization.

Defense Comparison: While random perturbation (UNP) provides only partial 
mitigation, our targeted OOV method (TP-OOV) vastly outperforms it, effectively 
crushing exploitation to near-zero across the board.

Consistent across LLMs/VLMs



Robustness Against Adaptive Adversaries

What if the adversary aims to adaptively filter out the perturbation?

• Hard to detect via perplexity or embedding analysis

• ExpShield remains effective even the model continues training on clean text



Conclusions & Takeaways

ExpShield: The First Proactive, Owner-Side Defense

• Empowers data owners to protect web text directly (e.g., via standard 
HTML), without any trust assumption on third parties

Memorization Trigger Hypothesis: New Memorization Lens

• LLMs memorize via transferable "hard-to-predict" tokens.

• By creating artificial triggers (pitfalls), we successfully mitigate sample-
level memorization by diverting the model's focus.

• ! It can be broadly leveraged to enhance other defenses (privacy-
preserving training or unlearning)

Instance Exploitation: New Individual Risk Metric

• !A standardized tool to evaluate any instance-level privacy defense.

Key results: MIA AUC 0.95 → 0.55 • Extraction 100 → 100,000+ 
attempts • Instance Exploitation → 0 • Generalizes to VLMs
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