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A Low-latency PQTLS Authentication 
Architecture for Cloud Applications
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Why Fast Handshake Matters

1. Microservices create many short connections → frequent 
handshakes.

2. With short-lived inter-service flows, handshake overhead can 
dominate end-to-end time.

3. Cloud systems demand microsecond-scale latency.
a. Internet RTT: ~20-100 ms
b. Intra-datacenter RTT: tens of 𝜇s (e.g., <50 𝜇s)

Cloud needs fast TLS handshakes
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Problem 1: mTLS Adds Overhead
Client Server

sTLS connection
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sTLS connection4

 sTLS: client authenticates server
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Problem 2: PQTLS Amplifies the Pain
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The crypto shift is coming: TLS → Post-Quantum TLS
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Problem 2: PQTLS Amplifies the Pain
Example: Handshake crypto overhead breakdown

PQ schemes have cheap verify but expensive sign.

PQ
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Existing Solutions

A. Offloading TLS handshake
a. SmartNICs [Asia-Pacific’20]
b. GPUs [NSDI’11]
c. Specialized key server [SIGCOMM’24]

B. Network protocol enhancement
a. zTLS [WWW’23]
b. KEMTLS [CCS’20]

C. Cryptographic operation optimization
Focus on key exchange acceleration [S&P’22, S&P’24]

Mostly targets key exchange, not authentication.
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Looma: Decoupling Expensive Auth 
Do expensive work early; keep the online path fast

Client Server

Client connects to server

Server’s certificate+signature
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Normal Signature Workflow
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Online/Offline Signature Paradigm
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Looma: KeyDist + Offline Tasks
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Looma: Client Starts PQTLS Handshake
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Looma: Server Signs
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Looma: Client Verifies
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Looma: Server Authenticates Client
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Looma: mTLS Completed

Update client’s WOTS+ pks

Fetch server’s WOTS+ pks

Update server’s WOTS+ pks

Fetch client’s WOTS+ pks

KeyDist

ClientHello (Looma) 1

Server presents 
certificate +

signature (Looma)2

Client verifies 
server’s

certificate +
signature (Looma)

3

Client and server exchange info over encrypted 
mTLS connection6

4 5
Client presents 

certificate +
signature (Looma)

Server verifies 
client’s

certificate +
signature (Looma)

Client Server

KeyGen

FastVerify

FastVerify

FastSign

FastSign

KeyGen

PreVerify PreVerify

Background Plane

Foreground Plane

Client’s sks
Server’s sks

Client’s pks

Server’s pks



23

Looma: Implementation

PicoTLS
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Instantiation: Dilithium-2 + WOTS+
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Looma: Implementation Optimizations

➔ WOTSᐩ sign optimization
◆ Caching intermediate hashes further speeds up FastSign

➔ Choose a fast hash
◆ Eight-way SIMD-accelerated Haraka (Haraka8x) 

➔ Pick a good Winternitz Parameter (𝒘)
◆ 𝒘 = 4



Looma Performance (One-to-One)

34% 48%
Not only improves the median, but also cuts the tail significantly.
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Looma Microbenchmarks: (Sign/Verify)
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Looma Performance (Many-to-One)

Fig3. mTLS handshake latency p99 Fig4. mTLS handshake throughput

Concurrent setting
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Takeaways

➢ Q: Can we make PQ authentication fast enough for 
cloud mTLS?

➢ Online/offline signature can work well in the cloud.

➢ Looma is a general architecture
○ Applies to various PQ signatures (Dil-2, Falcon)
○ Applies to TLS-like protocols: kTLS, QUIC, PSP…

Check out our paper and code!


