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Millions of IoCs are processed by vendors daily
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Focus of this presentation Learn more in the paper!
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Relationships — how are data sharing relationships 
leveraged?

Timeliness — how quickly do vendors extract, share, and 
integrate TI with security appliances?

Extraction — how comprehensively do vendors extract TI 
from binaries? 
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Extractio
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Each execution annotated with vendor 

name using hand-labeling and clustering

Constructing an ecosystem map
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Responsible disclosure process and 
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AntivirusesSandboxes TI Platforms

+2 anonymous vendors
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Lifecycle of an IoC
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20

hand-labeled 
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43
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TI Platforms share 

the most frequently

5/9 AVs consume from TI 

Platforms, but only 1/9 share



Adjacency matrix

Binaries are often shared to 

large number of unknown entities
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Long tail of newly 

observed vendors 

from one hour to 
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Sharing velocity: a global view

First executions

typically occur within five

minutes after submission
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Stratified ecosystem

Blocking can happen within 1 hour of submission, but delays vary by vendor 
up to 10 days, leaving a wide exploitation window

Non-independent observations

Presence of data sharing relationships between vendors can compromise 
independence of observations from crowdsourced TI platforms

Fingerprinting risk

Adversaries who understand vendor signatures and sharing delays can 
exploit them to evade detection

Responsible disclosure

Provided vendors with vulnerability write-up and detection rules, responses 
varied
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