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Millions of loCs are processed by vendors daily
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Organizing the Tl ecosystem
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Types of Indicators of Compromise
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Measurement answers three research questions
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Key idea: map ecosystem supply chains using
lightweight active probes to free, public services
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Binary File: Profiling Process
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Binary File: Profiling Process

Research profiler binary

|

RAM
OS install date

Manufacturer

RAM
OS install date

Manufacturer

Profile

64GB
Aug 6, 2025
LENOVO

16GB
Jan 1, 1970

Dell, Inc.

Emit Replicate

DNS bfaxzyg4.1dd.fun
HTTP http://bfaxzyg4.1dd.fun/

bf Drop

ax2y binary [

q4

f4 DNS f4fa4f2fbfaxzyqg4.1dd.fun

fa4f HTTP http://f4fadf2fbfaxzyg4.1dd.fun/ Georai
; Gr 7



22

Binary File: Profiling Process

Research profiler binary

|

[ bfaxzyq4 ]

A

Profile Emit

DNS bfaxzyg4.1dd.fun

HTTP http://bfaxzyg4.1dd.fun/
RAM 64GB bf Drop

Replicate

OS install date  Aug 6,2025 axzy binary |5 m

Manufacturer LENOVO q4

RAM flacis f4 DNS f4fa4f2fbfaxzyqg4.1dd.fun
OS install date Jan 1, 1970  fa4f HTTP http://f4fadf2fbfaxzyg4.1dd.fun/

Manufacturer Dell, Inc. 2f

Georgia
Gl" Tech.



Binary File: Profiling Process

A

[ f4fa4f2f ][ bfaxzyq4 ]

Research profiler binary

|

Profile Emit

Replicate

DNS bfaxzyg4.1dd.fun

HTTP http://bfaxzyg4.1dd.fun/
RAM 64GB bf Drop

OS install date  Aug 6,2025 axzy binary [
Manufacturer LENOVO q4

RAM 16GB L DNS f4fa4f2fbfaxzyq4.1dd.fun

OS install date Jan 1,1970  fa4f HTTP http://f4fadf2fbfaxzyg4.1dd.fun/ GI' Georgia

Tech.
Manufacturer Dell, Inc. 2f



Binary File: Profiling Process[

A

84fofmsd ][ f4fad4f2f ][ bfaxzyq4 ]

Research profiler binary

|

Profile Emit

Replicate

DNS bfaxzyg4.1dd.fun

HTTP http://bfaxzyg4.1dd.fun/
RAM 64GB bf Drop

OS install date  Aug 6,2025 axzy binary [

Manufacturer LENOVO q4

RAM 16GB i DNS f4fa4f2fbfaxzyq4.1dd.fun

OS install date Jan 1,1970 fa4f HTTP http://f4fadf2fbfaxzyg4.1dd.fun/ GI' Georgia

Tech.
Manufacturer Dell, Inc. 2f



Profiling Process

A

[ 924fnsk ][ 84fofmsd ][ fAfadfof ][ bfaxzyqé ]

Research profiler binary

|

Profile Emit

Replicate

DNS bfaxzyg4.1dd.fun

HTTP http://bfaxzyg4.1dd.fun/
RAM 64GB bf Drop

OS install date  Aug 6,2025 axzy binary |5 m

Manufacturer LENOVO q4

RAM 16GB i DNS f4fa4f2fbfaxzyq4.1dd.fun

OS install date Jan 1,1970 fa4f HTTP http://f4fadf2fbfaxzyg4.1dd.fun/ GI' Georgia

Tech.
Manufacturer Dell, Inc. 2f



Provenance Trail
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Constructing an ecosystem map
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How to minimize potential harm to ecosystem?
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How to minimize potential harm to ecosystem?

X .
= One HTTP/DNS query per execution

@ Max provenance trail length of five

Disclaimer and opt-out are included in both
binary and network communications

E Responsible disclosure process and

) anonymization of all vendors Gy Seei



Experiments considered three classes of vendors
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Lifecycle of an loC
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Lifecycle of an loC
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Lifecycle of an loC

Submission Blocking
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Submitted to vendaor
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Sharing relationships between vendors
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Upload binary »  INT-TI-2
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Sharing relationships between vendors
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Sharing relationships between vendors
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Sharing relationships between vendors
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Sharing velocity: a global view
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What we learned about the Tl Ecosystem

Stratified ecosystem

Blocking can happen within 1 hour of submission, but delays vary by vendor
up to 10 days, leaving a wide exploitation window
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What we learned about the Tl Ecosystem

Stratified ecosystem

Blocking can happen within 1 hour of submission, but delays vary by vendor
up to 10 days, leaving a wide exploitation window

Non-independent observations

Presence of data sharing relationships between vendors can compromise
independence of observations from crowdsourced Tl platforms
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—. Fingerprinting risk
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!K\@ Adversaries who understand vendor signatures and sharing delays can
,\\ exploit them to evade detection
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What we learned about the Tl Ecosystem

Stratified ecosystem

Blocking can happen within 1 hour of submission, but delays vary by vendor
up to 10 days, leaving a wide exploitation window

Non-independent observations

Presence of data sharing relationships between vendors can compromise
. independence of observations from crowdsourced Tl platforms

Fingerprinting risk

Adversaries who understand vendor signatures and sharing delays can
exploit them to evade detection

Responsible disclosure

Provided vendors with vulnerability write-up and detection rules, responses _
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